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The authors do not quantify the first point on the preceding list, but the idea
is that if you know less than Nk consecutive words of either the cipher key or one of
the round keys, then it is difficult to reconstruct the remaining unknown bits. The

fewer bits one knows, the more
mine other bits in the key expans

difficult it is to do the reconstruction or to deter-
ion.

6.5 AN AES EXAMPLE

We now work through an example and consider some of its implications. Although
you are not expected to duplicate the example by hand, you will find it informative
to study the hex patterns that occur from one step to the next.

For this example, the plaintext is a hexadecimal palindrome. The plaintext,

key, and resulting ciphertext are

Plaintext:

0123456789abcdeffedcbad876543210

Key:

0£1571c947d9e8590cb7add6af7£6798

Ciphertext:

££0b844a0853b£f7c6934ab4364148£fb9

Results

Table 6.3 shows the expansion of the 16-byte key into 10 round keys. As previ-
ously explained, this process is performed word by word, with each four-byte word
occupying one column of the word round-key matrix. The left-hand column shows

Table 6.3 Key Expansion for AES Example
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176 CHAPTER 6/ ADVANCED ENCRYPTION STANDARD

Continued

Table 6.3

the four round-key words generated for each round. The right-hand colu
the steps used to generate the auxiliary word used in key expansion. We
course, with the key itself serving as the round key for round 0. ‘
Next, Table 6.4 shows the progression of State through the AES e
process. The first column shows the value of State at the start of a round
first row, State is just the matrix arrangement of the plaintext. The second,
fourth columns show the value of State for that round after the SubBytes, S
and MixColumns transformations, respectively. The fifth column show ‘
key. You can verify that these round keys equate with those shown in Tab
first column shows the value of State resulting from the bitwise XOR of
the preceding MixColumns with the round key for the preceding round.

Avalanche Effect

If a small change in the key or plaintext were to produce a correspo
change in the ciphertext, this might be used to effectively reduce the
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Table 6.4 AES Example

Start of Round | After SubBytes | After ShiftRows | After MixColumns Round Key

01 89 fe 76 ; , , : . _0f 47 Oc af

23 ab dc 54 . | 15 d9 b7 7£ |
45 cd ba 32 ‘ ; : s 71 e8 ad 67

67 ef 98 10 | : , ~ . , | c9 59 d6 98

Oe ce £2 d9 | at , 9 . b9 94 57 75 | dc 9b 97 38

36 72 6b 2b | 05 40 7f £1 | 40 7f £f1 05 | 4 8e 16 51 | 90 49 fe 81
34 25 17 55 | 18 3f £0 fc f0 fc 18 3f | 47 20 9a 3f | 37 df 72 15
ae b6 4e 88 | ed de 2f cC 4 ed de 2f | c5d6 £53b | b0 e9 3f a7

65 0f cO 4d | 4 . 4d 76 ba e3 | Be 22 db 12 | d2 49 de e6
74 c7 e8 do ' c6 9> 70 | c69b 7092 | b2 £2dc 92 | cI

| 75 3£ ca Oc 4 s e s S




