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Figure 9.4: A group Diffie~Hellman process
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they have to go through these steps again. Not only that, because there are four users in-
volved, they have to go though four steps instead of three. If someone leaves the group,
then the key assighment process must begin again as well. In short, this process does not
offer the degree of flexibility required for targe and variable-size groups.

Another, somewhat obvious, approach is to appoint a member of the group to be the
group controller (GC). The GC shares a different key encryption key (KEK) with every
member of the group. All the group members (My, My, ..., M,) share a single traffic en-
cryption key (TEK), which is used to send encrypted, secure messages o each other. This
model looks something like a star as shown in Figure 9.5.

‘When a new member joins the group, the GC sets up a KEK for her and determines
a new TEK. The TEK is sent to each member, encrypted using the member’s individual
KEK. If a member leaves the group, the GC determines a new TEK and sends it to the re-
maining membet’s encrypted, of course, in each member’s KEK. This method does not
scale well. A group of size n requires n key encryption keys and one traffic encryption key,
or n + 1 keys overall.

Overall, a good group key-management system should not only provide an efficient
method to add or drop members, it should also provide four forms of security:

1. Group key security—it should not be possible for an outsider to discover the key.

3. Backward security—it should not be possible to determine previous group keys
from knowledge of a subset of the current set of group keys.

3. Forward security—it should not be possible to determine any future keys from
knowledge of a subset of the current set of group keys.

4. Key independence—it should not be possible to determine any group key from
knowledge of a subset of the current set of group keys.

Kim, Perrig, and Tsudik presented a key-management scheme at a 2000 Association
for Computing Machinery (ACM) conference that offered better scaling and a more formal
procedure for joining and exiting a group. It is called a tree-based group Diffie—Hellman
protocol (TGDH). The relationship between keys is represented in a key tree such as the
one shown in Figure 9.6 for a nine-member group. Each key box in the figure contains two
keys: a secret key, K;, and public key (called a blinded key), BK;. The root key, Ko, is the
group key. Each member has access to all the blinded keys and to all the secret keys in the
path from the root node down to the member. For the example, My knows secret keys
K4, Ky, and K, as well as all the public keys.

To start the process of creating the keys, all members agree on public values for g
and p as in the DH protocol. Then each member will select a secret random number.
(Say, member M; selects a;.) If two members are children of the same key node in the
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Figure 9.5: A star-shaped group
key-management system
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Figure 9.6: An example
of a TGDH system

tree (as are M| and M>), they will follow the standard DH protocol and create a shared
secret key based on their individual random numbers. In the example (all values are re-
duced mod p),

M, sends M, the value g*'
M, sends M, the value g*

Using these values, they calculate the secret key value
K; = gﬂlﬂz

and the public blinded key value

a4,
g12

BKy = gKT =

The keys at each stage of the example are shown in Figure 9.7, The two children of each node
establish the keys for the parent node using DH. For node K3, the process looks like this:

M; sends k3 the value 9“3
ks sends M; the value g7

The result is
Ky =g®%71 and Bk, = g%

Since every member knows all the secret keys in the path from their location up to the root
node, every member knows the group key. They also have knowledge of intermediate keys,
which could be used to form secure subgroups. For the example, M, M3, and M, are the
only members who know K3, so they could use that key for secure communications among
themselves. -

If a member leaves the group, some of the keys have to be changed so old members
cannot use knowledge of the prior keys to continue to eavesdrop on the group. In this case,
a special member is appointed as the sponsor. The task of the sponsor is to broadcast the
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Figure 9.7: Keysinan example TGDH system

updated blinded keys so that the entire group can change their keys if necessary. For our
example, M7 leaves the group so Mg becomes the sponsor. The two secret keys, Ko and Ko,
must be changed, since thesc are known to My. So Mg will select a new random number,
nag, which will be used to update K. Mg will broadcast the new BKj to every membet S0
that Mg and Mg can update both K and K while the other membexs update just the group
key K¢. The required changes are shown in Figure 9.8. Notice that only a few keys must be

changed—this is really a very efficient method.

Secret keys: 4y a;

Figure 9.8: Rekeying when a member leaves
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Figure 9.9: Rekeying when a member is added

Adding a new member to the group is also easy. As before, a sponsor is appointed
who will update the blinded keys. For example, if M, becomes a new member as shown in
Figure 9.9, My might be appointed the sponsor. In that case, My would select a new random
number, nag, and use it to create Kg and BKs. This information is passed up the tree to cre-
ate a new group key. Notice that, when Mg is added, he is not given any information that
could reveal the prior keys. Every secret key in the path from Mj, to the root is changed.

9.1.2 Broadcast Encryption

Up to this point, the assumption has been that multiple parties communicate with each
other. They can share information back and forth in order to set up a key. But what happens
when that is not the case? How can a key be established when one party can only transmit
and another can only receive? This may seem like a unique and artificial condition, but it is
actually quite common. Consider the operation of pay TV. Home viewers purchase a de-
scrambling box and attach it to their TV. This box will accept an encrypted TV signal and
decrypt it for viewing. How does the transmitting authority know which key to use to enci-
pher the signal? How does the home box know the key for deciphering? The process of
making this all work is called broadcast encryption.

The broadcast encryption problem is further complicated by the fact that it is usual-
ly only a subset of the users that are authorized to have access to a specific message. In the
TV example, only a subset of the box owners may request a particular pay-per-view pro-
gram, so only those owners should be able to decipher the TV signal. All other box owners
should not be able to view the program for free. This is the case for those viewers who
want to watch “The Sun Sets at Noon™ as shewn in Figure 9.10.

There are several methods of broadcast encryption that have been suggested and util-
itized. One method would be to assign each TV box its own private key and then send out
a customized signal encrypted with each private key to each box. With millions of home
users, this would require that the same TV signal be encrypted and transmitted millions of
times. There must be a beiter way.




