Cryptography Quiz #2 (7/19/07)
Name: ________________________________

Here is a chart of all the letter values:

A = 0

F = 5

K = 10

P = 15

U = 20

Z = 25

B = 1

G = 6

L = 11

Q = 16

V = 21

C = 2

H = 7

M = 12

R = 17

W = 22

D = 3

I = 8

N = 13

S = 18

X = 23

E = 4

J = 9

O = 14

T = 19

Y = 24

1) (10 pts) Encrypt the message "GOODNIGHT" with the Vigenere cipher with the keyword "KEY".
______________________________
2) (10 pts) Write out the playfair square for the keyword "TELEGRAPH".

3) (5 pts) Using the Playfair square above, encrypt the message "BHCSIRULES".
_______________________

4) (10 pts) In attempting to break a cipher you know is a Vigenere cipher, you find the text "RKD" repeated three times. In particular, it appears in location number 76, 229 and location 355 in the ciphertext. (This means that characters 76-78, 229-231, and 355-357 are each "RKD") What is the most likely key length for this message?

___________________________

5) (10 pts) Encrypt the message "HOME" using the Hill cipher with the encryption key 
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6) (5 pts) Consider the following encryption scheme:

1) Pick a letter as the key (or, a number from 0 to 25.


2) To encrypt the first letter of the message, add the key to the letter,


    and mod by 26.


3) To encrypt all subsequent letters, add the previous encrypted letter


     to the next letter of the plaintext and mod by 26.

For example, if we choose the key 10 to encrypt the message HELLO, then our result is as follows:


First letter = H(7) + 10 = 17 = R


Second letter = E(4) + R(17) = 21 = V


Third letter = L(11) + V(21) = 32 % 26 = 6 = G


Fourth letter = L(11) + G(6) = 17 = R


Fifth letter = O(14) + R(17) = 31 % 26 = 5 = F

Thus, the cipher text would be "RVGRF". 

What is a weakness with this scheme? (Hint: You can determine without any guessing, all but the first letter of the original message, if you are given the encrypted message.)
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