The Code Book Quiz #2 (Chapter 2) Solutions
Part A: Multiple Choice

Directions: Circle the best choice of the ones given to complete/answer the question.

1) The term "Le Chiffre Indechiffrable" refers to which cipher system?

a) Substitution

b) Vigenere

c) Hill

d) Playfair

e) none of the above

2) The Vigenere cipher is which of the following types:

a) monoalphabetic
b) polyalphabetic
c) none of the above

3) In chapter two, an example of a homophonic substitution cipher is given. In this example, all 100 two digit numbers (00 through 99) are ciphertexts for a single letter. Why do 12 of these possibilities map to the letter 'e' in this example?

a) random choice
b) these choices were leftover after assigning other letters

c) to deal with the times where consecutive e's appear 


d) e occurs about 12% of the time

e) none of the above

4) The encrypted letters of Louis XIV, when finally decrypted, may have shed light upon which of the following?

a) The identity of the Man in the Iron Mask
b) The Tennis Court Oath

c) The Battle of Hastings

d) The Beale Cipher

e) none of the above
 

5) The second Beale cipher is an example of what type of cipher?

a) public key

b) book cipher

c) machine cipher


d) monoalphabetic
e) none of the above

6) According to The Code Book, who first discovered/invented the Kasiski test?

a) Kasiski

b) Schmidt

c) Babbage

d) Turing

e) none of the above

7) Who built the first telegraph line in America, between Baltimore and Washington D.C.?

a) Edison

b) Morse

c) Bell

d) Roosevelt

e) none of the above

8) The decipherment of whose telegram essentially led to the United States' direct involvement in World War I?

a) Edison

b) Bell


c) Wilson

d) Wilhelm

e) none of the above (Zimmerman)
9) Which of the following cryptosystems, if implemented properly, is impenetrable?

a) Substitution

b) Vigenere

c) Enigma

d) one-time pad
e) none of the above

10) Thomas Jefferson

Part B: Short Anger

Directions: Answer each question given, showing any work you do to determine the answer.

11) Use the Euclidean Algorithm to find the greatest common divisor of 525 and 434. Please show all of the steps involved in the algorithm.

525 = 1x434 + 91

434 = 4x91   + 70

  91 = 1x70   + 21

  70 = 3x21   +   7

  21 = 3x7

GCD(525, 434) = 7
12) Explain how the Kasiski Test works.

In attempting to break a Vigenere ciphertext, you attempt to find repeated patterns of three or more letters. It is likely that these were encrypted using the same part of the key. Between each pair of repeating characters, count the number of characters in between. Finally, determine the greatest common divisor of all of these values. This is likely to be the keyword length, since each of these pairs of repeating letters are likely to be separated by an integer multiple of the number of characters in the keyword. (It is also possible that the keyword length is a divisor of the gcd obtained.)
13) Use the Playfair cipher with the keyword "PLAYFAIR" to encrypt the phrase "GOTOAFASTFOODWINDOW"

Here is the encryption key:

	P
	L
	A
	Y
	F

	I/J
	R
	B
	C
	D

	E
	G
	H
	K
	M

	N
	O
	Q
	S
	T

	U
	V
	W
	X
	Z


GO  TO   AF  AS  TF  OX  OD  WI  ND  OW   
OV  NQ  YP  YQ  ZD  SV  TR  UB  TI    QV

14) The initial version of the enigma had three scramblers with 26 settings each. These scramblers could be ordered in 6 different ways. In the improved version of the enigma, there were a total of five scramblers to choose from, of which, three would actually be used. How many different ways could the scramblers be ordered in the improved version of the Enigma? (Note: If the scramblers are numbers 1, 2, 3, 4 and 5, then examples of different orders are 123, 312, 124, 415, etc.)
There are five choices for the first scrambler, four choices for the second one, and three choices for the last, for a total of 5x4x3 = 60 possible ways in which the scramblers could have been ordered.
15) In what city was the Treaty of Versailles was signed? I just meant this to be Versailles. It turns out that there is indeed a city/commune called Versailles and that this is where the palace at which the treaty was signed is located. Versailles is a suburb of Paris. The treaty was signed in the Hall of Mirrors (a room in the palace) on June 28th, 1919.
