The Code Book Quiz #1 (Chapter 1) Solutions
Part A: Multiple Choice

Directions: Circle the best choice of the ones given to complete/answer the question.

1) Mary Queen of Scots was executed by this cousin of hers:

a) King George III
b) Mary Magdalene
c) Queen Elizabeth
d) Catherine the Great

e) none of the above

2) The Caesar cipher was a shift cipher with a particular shift. What was that shift?

a) 1

b) 3

c) 5 

d) 7

e) none of the above

3) According to The Code Book who is responsible for first cryptanalyzing the substitution cipher?

a) Arabs
b) Europeans

c) North Americans
d) Russians

e) none of the above

4) Which of the following letters is the second most frequent in the English language?

a) t

b) h

c) e

d) u

e) m

5) Which of the following is the study of hidden messages?

a) cryptography
b) transposition
c) cipher
d) steganography
e) none of the above

6) What term is used to refer to rearranging the order of the letters in a message?
a) cryptography
b) transposition
c) cipher
d) steganography

e) none of the above

7) How many possible keys are there in the affine cipher, when there are 26 letters in the alphabet?

a) 26

b) 52

c) 312

d) 676

e) 1000000

8) Which of the following were efforts made to improve the security of the substitution cipher?

a) null characters
b) intentionally misspelling plaintext words

c) using code words
d) all of the above
e) none of the above

9) How old was Mary when she became queen?

a) nine months
b) 16 years old

c) 30 years old

d) 53 years old

10) What was the name of the plot to rescue Mary Queen of Scots to restore her back to the throne?

a) Operation Overthrow
b) The Babington Plot
c) Plan Kill Elizabeth

d) The Scottish War

e) Mary Rules!
Part B: Short Anger

Directions: Answer each question given, showing any work you do to determine the answer.

11) What is the result of encrypting the plaintext RAINBOW using a shift cipher with the encryption key of 7?

R(17) + 7 = 24 (Y)

N(13) + 7 = 20(U)

W(22) + 7 = 29%26 = 3 (D)

A(0) + 7 = 7 (H)

B(1) + 7 = 8(I)
I(8) + 7 = 15 (P)

O(14) + 7 = 21(V)
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12) Given an affine cipher with the encryption function f(x) = (5x+6) mod 26, and using the standard convention (A=0, B=1, ..., Z=25), what is the encryption of the plaintext CODEBOOK.

f(2) = 5(2) + 6 = 16(Q)


f(4) = 5(4) + 6 = 26%26 = 0(A)
f(14) = 5(14) + 6 = 76%26 = 24(Y)

f(1) = 5(1) + 6 = 11(L)
f(3) = 5(3) + 6 = 21(V)


f(10) = 5(10) + 6 = 56%26 = 4(E)
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13) Encrypt the plaintext DANGEROUS using the keyword cipher with the secret keyword KEYWORD.

	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M

	K
	E
	Y
	W
	O
	R
	D
	A
	B
	C
	F
	G
	H

	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	I
	J
	L
	M
	N
	P
	Q
	S
	T
	U
	V
	X
	Z


WKIDONJSP, using the method starting with A after the keyword.

	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M

	K
	E
	Y
	W
	O
	R
	D
	F
	G
	H
	I
	J
	L

	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	M
	N
	P
	Q
	S
	T
	U
	V
	X
	Z
	A
	B
	C


WKMDOSNVT, using the method starting next appropriate letter after the last letter of the keyword.
14) Encrypt the plaintext SQUARE using the multilateral cipher with the keyword ROUND.
	
	R
	O
	U
	N
	D

	R
	A
	B
	C
	D
	E

	O
	F
	G
	H
	I/J
	K

	U
	L
	M
	N
	O
	P

	N
	Q
	R
	S
	T
	U

	D
	V
	W
	X
	Y
	Z
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15) What advantage might there be to the keyword cipher over a general substitution cipher, even though there are fewer possible keys in the keyword cipher?

It is easier to remember a keyword than a whole substitution. It is more likely that someone would write down a substitution rather than commit it to memory. If this were stolen, the cipher would be completely compromised.
List of letters and corresponding values:

	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M

	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12

	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25


