The Code Book Quiz #1 (Chapters 1 - 3) Solution

Part A: Multiple Choice

Directions: Circle the best choice of the ones given to complete/answer the question.

1) Mary Queen of Scots was executed by this cousin of hers:

a) King George III
b) Mary Magdalene
c) Queen Elizabeth
d) Catherine the Great

e) none of the above

2) The Caesar cipher was a shift cipher with a particular shift. What was that shift?

a) 1

b) 3

c) 5 

d) 7

e) none of the above

3) According to The Code Book who is responsible for first cryptanalyzing the substitution cipher?

a) Arabs
b) Europeans

c) North Americans
d) Russians

e) none of the above

4) Which of the following letters is the second most frequent in the English language?

a) t

b) h

c) e

d) u

e) m

5) Which of the following is the study of hidden messages?

a) cryptography
b) transposition
c) cipher
d) steganography

e) none of the above

6) The term "Le Chiffre Indechiffrable" refers to which cipher system?

a) Substitution

b) Vigenere

c) Hill

d) Playfair

e) none of the above

7) The Vigenere cipher is which of the following types:

a) monoalphabetic
b) polyalphabetic
c) none of the above

8) In chapter two, an example of a homophonic substitution cipher is given. In this example, all 100 two digit numbers (00 through 99) are ciphertexts for a single letter. Why do 12 of these possibilities map to the letter 'e' in this example?

a) random choice
b) these choices were leftover after assigning other letters

c) to deal with the times where consecutive e's appear 


d) e occurs about 12% of the time

e) none of the above

9) The encrypted letters of Louis XIV, when finally decrypted, may have shed light upon which of the following?

a) The identity of the Man in the Iron Mask
b) The Tennis Court Oath

c) The Battle of Hastings

d) The Beale Cipher

e) none of the above
 

10) The second Beale cipher is an example of what type of cipher?

a) public key

b) book cipher

c) machine cipher


d) monoalphabetic
e) none of the above

11) What did Marconi invent?

a) the microwave
b) the radio
c) public key encryption
d) television

e) none of the above

12) The ADFGVX cipher was used by Germany in what war?

a) Franco-Prussian War
b) World War I     
c) World War II


d) Vietnam War

e) None of the above

13) Why did the England wait to reveal their knowledge of the Zimmerman Telegram to the United States? 

a) Because the person who decrypted the message was afraid of how British Prime Minister David Lloyd George would react to the message.

b) They hoped the US would join the war when Germany declared unrestricted submarine warfare. When the US didn't, they felt this was the only way to get them into the war.

c) Because the initial decryption got temporarily lost as the message was passed from the intelligence department to the military.

d) No reason was apparent.

e) none of the above

14) If the Enigma contained three scramblers for an alphabet of size 10, how many possible cipher alphabets would there be?

a) 10

b) 100

c) 1000
d) 1010

e) none of the above

15) Which of the following is NOT a part of the Enigma?

a) lampboard
b) plugboard
c) scrambler
d) reflector
e) none of the above

16) Who invented the Enigma?

a) Steven Jobs

b) Arthur Scherbius

c) Ronald Rivest

d) Adolf Hitler

e) none of the above

Part B: Short Answer

17) Given an affine cipher with the encryption function f(x) = (5x+6) mod 26, and using the standard convention (A=0, B=1, ..., Z=25), what is the encryption of the plaintext "THECODEBOOK"

f(T) = f(19) = 5(19)+6 mod 26 = 101 mod 26 = 23 = X

f(H) = f(7) =  5(7) + 6 mod 26 = 41 mod 26 = 15 = P

f(E) = f(4) = 5(4) + 6 mod 26 = 26 mod 26 = 0 = A

f(C) = f(2) = 5(2) + 6 mod 26 = 16 mod 16 = Q

f(O) = f(14) = 5(14) + 6 = 76 mod 26 = 24  = Y

f(D) = f(3) = 5(3) + 6 mod 26 = 21 mod 26 = V

f(B) = f(1) = 5(1) + 6 mod 26 = 11 mod 26 = L

f(K) = f(10) = 5(10)+6 mod 26 = 56 mod 26 = 4 = E

encryption = "XPAQYVALYYE" 

18) Determine the corresponding decryption function f-1(x) for the function f(x) given in question 17. (Hint: The inverse of 5 mod 25 is 21.)

x = 5f-1(x) + 6 mod 26

(x - 6) = 5f-1(x) mod 26

21(x-6) = 21(5f-1(x)) mod 26

21x - 126 = 105f-1(x) mod 26

f-1(x) = 21x - 126

f-1(x) = 21x + 4

19) Consider a cipher system where the valid set of keys are alphanumeric strings with a length in between 4 and 6 with distinct symbols. (Thus, A83A would NOT be a valid key because the letter A is repeated in the key.) Write an expression that evaluates to the number of possible keys for this system.

# keys of length 4 = 36x35x34x33 = 36!/32!, since letters are distinct.

# keys of length 5 = 36x35x34x33x32 = 36!/31!, since letters are distinct.

# keys of length 6 = 36x35x34x33x32x31 = 36!/30!, since letters are distinct.

keyspace = 36!/32! + 36!/31! + 36!/30!

20) If the Kasiski test revealed that there was a repeated string of length 5 starting at both index 134 and index 219 of a message encrypted with the Vigenere cipher, what is the mostly likely length of the keyword?

The keylength is most likely a divisor of 219-134 = 85, the distance between the occurrences of the two identical ciphertext strings. These divisors are 1, 5, 17, and 85. The most likely keyword length is 5, followed by 17.
