TOK Activity 10/11/01

“A Mediation Session”

Brief Synopsis: 

Dmitry Sklyarov is a Russian cryptographer who works for Elcomsoft. He wrote a piece of software that removes cryptographic protection from electronic books produced by Adobe Systems. The purpose of this software is so users can make back-up copies, transfer their eBooks to another computer, or feed the content of the program into a text-to-speech software for the blind. (Obviously, such technology could easily be used to make illegal copies of the software.)

This past summer, Dmitry visited the United States to give a talk at a security conference. Much to his surprise, he was arrested because his company Elcomsoft briefly sold Dmitry’s product to American customers via two U.S. Internet companies. The U.S. law is clear: anyone who sells hardware or software that defeats technology meant to prevent unauthorized copying is subject to up to 5 years of imprisonment and up to a $500,000 fine. However, here are some of the complications of the case: the Digital Millenium Copyright Act (part of which is stated above) omits researchers from its grasp, but any researcher whose work produces a marketable product could be at risk. 

Furthermore, and more importantly, Russian law clearly states that all consumers have the right to make backup copies of ANY software programs they may buy. Thus, not only is it allowable for a company to write software that removes cryptographic protection from a piece of software, but it is ALSO the right of the Russian people to have access to such technology if it exists. (Actually, a Russian software company is not even allowed to cryptograhically protect their software because that prevents users from making backups.)

U.S. officials want to prosecute Dmitry. However, it could certainly be argued that he conducted his research within the bounds of the Russian law, which seems to almost directly contradict U.S. law concerning the matter at hand. In class, we will run a mediation session before the trial, in hopes that U.S. and Russian officials can agree on what to do with Dmitry.

Mediation Characters:

Dmitry Sklyarov – about to be put on trial for the software that he wrote

Russian delagation – Five members from the Russian legal&technological community who feel that Dmitry has done nothing wrong.

FBI delagation – Five members from the FBI who are handling Dmitry’s prosecution.

Judge Judy – ‘nuff said =)

ElcomSoft President – owns the company for which Dmitry works.

U.S. lawyer – specializes in US copyright laws and intellectual property laws.

The jury – an informal group of non-US, non-Russian citizens.  

Mediation Format

1) The Russian delegation gives an opening statement. (3 minutes max)

2) The FBI delegation gives their opening statement. (3 minutes max)

3) The Russian delegation interrogates Dmitry (3 minutes max)

4) The FBI delegation interrogates Dmitry (3 minutes max)

5) The Russian delegation interrogates the US lawyer (3 minutes max)

6) The FBI delegation interrogates the US lawyer (3 minutes max)

7) The panel is open to ask any questions to any single participant. (So the panel can ask a question of a single FBI member, or a single Russian delegate, but not to the entire group.) The judge will select which panelists get to answer questions in an orderly manner.

8) The Russian delegation makes its closing remarks. (2 minutes)

9) The FBI delegation makes its closing remarks. (2 minutes)

10) The jury deliberates and gives its recommendation to both the Russian and FBI delegations.

