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Overview

expand on the results of other spam
detection

helps to reduce false positives

uses statistical analysis on sender and
receiver “‘contact list”
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Background Equations

1 5®r

kO otherwise

5[]

vectored version of a sender (or receiver)




Background Equations

. Si ) Sj
Szm(si,sj)= = Cos(sl.,s].)
‘SiHSj‘

numerical representation of similarity
between two senders (receivers)




Background Equations
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numerical representation of a cluster




Background Equations

. Cos(s_c:i—g,g) s € sc,
sim(sc,S): T |
 cos(sci,s) otherwise

numerical representation the similarity
between a cluster and a sender (receiver)




Thresholds

sender/receiver is added to cluster if sim is
within some bound T

marked as SPAM if spam rank is > W
marked as not SPAM if spam rank is < |-w

if W > rank > |-w then use auxiliary
classification
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Representation




Results

Algorithm % of Misclassifications
Auxiliary
Our approach




Contributions

® provides insigt on how to reduce false
positives

® some decent results on simulated
environment




Weaknesses

is not stand-alone
no results on real-time systems
no results on real-world implementation

generalized senders to domains, hot users




Improvements

® test in real-world

® provide details on implementation




