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IntroductionIntroduction

•• Security ProtocolSecurity Protocol
–– Sequence of messages between two or more Sequence of messages between two or more 

parties in which encryption is used to provide parties in which encryption is used to provide 
authentication or to distribute cryptographic authentication or to distribute cryptographic 
keys for new conversations.keys for new conversations.

–– Ensure the valid and desired working of Ensure the valid and desired working of 
networknetwork

–– Complexity and risk of failureComplexity and risk of failure



ProblemProblem

•• Verification of Security ProtocolVerification of Security Protocol
–– ComplexityComplexity
–– Human interaction and expertiseHuman interaction and expertise
–– Security leakagesSecurity leakages



Problem (cont.)Problem (cont.)

•• NeedhamNeedham--SchroederSchroeder

A A →→ B : {B : {NNaa.A}.A}K(BK(B))

B B →→ A : {A : {NNaa.N.Nbb}}K(AK(A))

A A →→ B : {B : {NNbb}}K(BK(B))



Problem (cont.)Problem (cont.)

•• Attack on NeedhamAttack on Needham--Schroeder Schroeder 
ProtocolProtocol

A A →→ P : {P : {NNaa.A}.A}K(PK(P))P P →→ B : {B : {NNaa.A}.A}K(BK(B))

B B →→ A : {A : {NNaa.N.Nbb}}K(AK(A)       )       

A A →→ P : {P : {NNbb}}K(PK(P)) PP→→ B : {B : {NNbb}}K(BK(B))



Problem (cont.)Problem (cont.)

•• Gavin Lowe: NeedhamGavin Lowe: Needham--SchroederSchroeder--Lowe Lowe 
(NSL)(NSL)

A A →→ B : {B : {NNaa.A}.A}K(BK(B))

B B →→ A : {A : {NNaa.N.Nbb.B.B}}K(AK(A))

A A →→ B : {B : {NNbb}}K(BK(B))



Problem (cont.)Problem (cont.)

•• PenetratorPenetrator
–– Intercept and remember messagesIntercept and remember messages
–– Decrypt messages Decrypt messages 
–– Replay messagesReplay messages
–– Create messagesCreate messages



Contemporary WorkContemporary Work

•• DolevDolev--YaoYao
•• Model Based ApproachesModel Based Approaches
•• Theorem Theorem ProversProvers
•• Logic Based TechniquesLogic Based Techniques
•• Type CheckingType Checking



Our ContributionsOur Contributions

•• Application of Existing ModelApplication of Existing Model
–– SSMSSM
–– 802.11i802.11i
–– LimitationsLimitations



Our Contributions (cont.)Our Contributions (cont.)

•• A Simplified Logic Based ApproachA Simplified Logic Based Approach
–– MotivationMotivation
–– Proposed ModelProposed Model

•• GuaranteesGuarantees
•• Set of PredicatesSet of Predicates
•• InferencesInferences

–– ApplicationsApplications



Our Contributions (cont.)Our Contributions (cont.)

•• ModelModel
Basic building blocks of security protocols:Basic building blocks of security protocols:
–– Communication MessagesCommunication Messages
–– Notion of Notion of SubtermSubterm
–– Freshness RulesFreshness Rules
–– Cryptographic AlgebraCryptographic Algebra
–– Message StructureMessage Structure



Conclusion And Future WorkConclusion And Future Work

•• Importance of VerificationImportance of Verification
•• ComplexityComplexity
•• Our ContributionsOur Contributions
•• Future DirectionsFuture Directions



Questions and CommentsQuestions and Comments

Thank YouThank You


