)]

/

[riforsrleitlon Sectirliy Ecticzitjor)
sullcirlg Sactre Avolicatiorls

Summer Workshop on Distributed Computing,
Networking and Security with Applications

Joonan: Lee

3(@ecs. Uckeadu

(D
(D

]l

School of Cormputer Science
University of Central Florida




Course Outline

s Fundamentals off contemporary: cryptography: and: its
application: ter building) secure distributed applications

s Deyveloping and understanding off practicall seftware
dttack methodelogies and exploitation technigues. Tihis
will'be tsed terlay the foundation|fior ar diSCUssion| of
secure coding practices and current challengesiini the
areas off malicious, code detection and: prevention.
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JAVA Security

s Java Security

s Java Sandbox

s Java Cryptography Architecture (JCA)

s Java Cryptography: Extension (JCE)

s Message Authentication and Digitall Signature
s Building Secure Applications




INVM in Web) Browser

= Java-enabled Web browsers allows Java code tor be embedded! in a
Web page; downleaded across the net, and run on' al local machine,
Security’ Is a critical concern

Web server Web browser
Java source

code

Java byte

Java compiler I code I

I
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VM (cont)

Java applications runiapoeve JVM, whichr dynamically:links
IN"any. needed Java Classes

Java applets

Java virtual machine
oS

Computer hardware

I
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JAVA Sandbox

s Emboedied by Java-enabled Web Drowsers

= When'a program Isihostedion the computer, We Want: to provide an
environment where the programican; play: but confine; the
program’s play arealin certain bounds (sandbox)

s Applets must be assumedi to be , but

s Java security reliesion three prongs of defense:
., and . llogether,

these three prongs perform l0ad- and! run-time checks, to; restrict:
file-system and network access, as well as access to) browser
INternals;

I
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Class LLoader

= All ebjects belong to classes

= Ihe Applet ClassiLoader determines When and how:an applet can
add classes teja running Java environment

= Ensure that important parts ofi the Java run-time; environment are
not replaced by code that an applet tries te) install

= [he Applet; Classi Loader, which is typically’ supplied by the browser
vendor, loads all applets andi the classes they: reference. When an
appletiloads acress|the network, the Applet Class Loader receives
the binary data and instantiates It as ar new class

|
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Class LLoader

s [Fetchesi a specified class (byte codes fior class definitions)) from a
server andl installstit in host’s address space; so: that JVM can create
objects from; it

s Alserensuresithat untrusted applets cannot interfere with ether
Java proegrams) by iselating execution; enviroRments

s BUt class loader' must be trusted; a Java programiis not allowed to
create its owni class loaders to circumyvent;nermal classleading

I
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Byte Code Verifier

= Java uses| platiorm-independent Java byte code in compilation
= Java byte code is “verified" before it can run

s Ensure that the byte code, wWhich may: or may. not have been
created! by a Java compiler, plays by the rules

Byte code couldiwelllhave been created by a “hostile compiler

that assembled byte code designed to) crashi the Java virtual
machine

I
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Byte, Code Verifier

s When class files are loaded, byte codeiverifier checks whether
downleaded class ebeys! certain: Security: rules through' a 4-pass
VETIfICation| process

s Code only has valid instructionsi & register use

s Code does not overflow/underflow: stack

= Does not convert datal types!iliegally: or ferge pointers
s Accesses objects as correct type

s Method callsfuse; correct number & types off arguments
s References to ether classes use legall names

= Only classes downloaded fromi remote server are untrusted and
must be checked; locall classes are assumed! to be trusted

= Via forged pointers, crashes, undefined states

R R R ———————————————— I
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Security: Manager

= Security: manader performs various runtime checks while VM is
Instantiating ebjects and executing objects” methods

s Perfiorm run-time checks on| “dangerous” methods

Code in the Java library: consults the Security: Manager
Whenever a dangerous eperation Isiabout te be attempted

Iihe Security' Manageris givenia chance to veto the eperation
by generating a Security Exception

[Decisions made; by the Security: Manager take inter account
whichi Class [Loader Ioaded the reguesting class. Built-in' classes
are given more privilege than classes that have been loaded
OVer the net

= Prevents objects firom Unautherized access to) host's resources

R R R ———————————————— I
- Summer Workshop on Distributed Computing, Networking and Security with Applications | 6-
| |



Security: Manager

a Read/write local files

= Delete or renamerfiles

s Create or'list a directory, list file properties

= Reading of some system properties (eg, User name)

= A programi can create a socket only: to) IP address where; class files
came, firom,, g, tor prevent attacks on other machines

= Manipulating VM|, ég, replacing security: managder afiter one has
beeniinstalled, or'creating a class loader

= Make Java interpreter exit

s, Create a socket for listening oni a port, eg, to prevent speoefing a
service on the host

= Run ether programs on the host

|
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Javal Cryptography: Architecture (JCA)

s, Composed of a number ofi classes in the packade and
tS sUb-packages

s Provides generic APIs for functions for various
= Classes include
Messagebigest
Signature
KeypairGenerator
KeyFactory.
CertificateFactory.
KeyStore
AlgerithmParameters
AlgerithmParameterGenerator
SecureRandom

I
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Javal Cryptography: Architecture (JCA)

s A collection) off implementations; of various algorithms
s Sun J2VIM is shipped with at least one: provider (SUNI previder)
SUN.Security.provider.sun
Includes implementations of the following algerithms
= MD5 message digest
s SHA-1 message digest
= DSA digital certificate signingland Verifying
= DSA key pairfgeneration
= DSA key conversation
= X.509 certificate creation
s Proprietary. keystore parameters
= DSA algoerithm parameters generation
= DSA algoerithm parameters
s Proprietary random number generation

R EE I
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Javal Cryptography: Architecture (JCA)

JDK 1.5 ships with' a second provider RSAJCA
s/ COM.SUR.rsajcal. Provider
= Provades
RSA key: pair generation
RSA key conversion
RSA signature using SHA-1"or MD5 message digest
You or VM can specify: the provider to be used




Java Cryptegraphy: Extension (JCE)

= An extension to JCA, package and s sUb-Packades
s Adds simple encryption and decryption APIs
s Classes include

Cipher

KeyAgreement

KeyGenerator

Mac

Secretkey.

SecretkeyrFactorny




Java Cryptegraphy: Extension (JCE)

DES

Triple DES
Blowiish
Diffie-Hellman

Another third party: extension, Bouncy: Castle JCE, provides ailarger
collection of cryptographic;algoerithms;

Blowfish, DES, IDEA, RC2-6, AES, RSA, MD2, MD5, SHA-1, DSA, ...

Open| seurce Apache style, most complete, freely available JCE
provider



Programming| Proeject #1 :
Symmetric Encryption/Decryption

s Create a JAVA Applet that canl encrypt/decrypt with: multiple
Ssymmetric cryptographic algerithms

s [he options for the encryption/decryption
DES, TripleDES, Blowfish, and S-DES

With or without password eptions
= llake an input from: the textbox andl encrypt/decrypt it
s Use the security: manager to controll the Applet

I
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JAVA Applet Structure

Cryptogrphic Algorithms Password

Encryption Decryption




Programming Project #2 :
Secure Chatting) Program Using a Diffie-Hellnman Key
Adreement

= [0 enable twe Users toexchande a key: securely that: can then be
used for subsequent encryption off Messages

s Algoerithmritselfiis limited to the exchange of the keys

s Develop al client/server socket programsithat implements Diffie-
Hellman key agreement method




Diffie-Hellman: Key: Echange

User A User B
Generate
random X <g:
Calculate
Yy =a*amod g Y*'i Generate
] random Xy < g:
Calculate
| Y= B mod s
YE Calculate
— A
Caleulate re K=(Yy) 5mod g
K = (Y™ mod g

Need to have a and q in advance
Use of discrete logarithm

mmer Workshop on Distributed Computing, Netwo mmmmm@



Public-Key: Cryptoesystems

Destination B

A

' Ty

essage X Eneryption ¥ Eneryption Decryption Y Decryplion
Source Algorithm Algorithm Algorithm Algorithm
& T F 1

KUy

KR o K ["rﬁ'

Key Pair
Source

Figure 9.4 Public-Key Cryptosystem: Secrecy and Authentication
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Confidentiality vs. Authentication

Tihe protection of data fiom unauthorized disclosure
Encryption’ = protection against passive attack

ihe assurance that the communicating entity is the one that It claims
to be

Requirements/ - must: be able to) verify: that:
Message came firom the apparent source or author
Contents/ have not beeni altered
It Was|sent at ar certaln tine; or Sequence.
Protection against active attack (falsification’ off data and transactions)

Message authentication: ar procedure to Verify, that received messages Come
from| the alleged source andi have net been| altered.

Protects two parties Who exchanges messages! from any: third party.

- Summer Workshop on Distributed Computing, Networking and Security with Applications |
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Messade Authentication Code (MAC)

Generated by an algoxithmi that creates al small fixed-sized
block

= Depending on: both and some
= Like encryption theugh
Mac fiunctieniis a many-to-ene ftnction

ApPpended to) afmessade;as a

REceiver performs same computation on messade and
checks it matches the MAC

Prevides; assuirance; thatmessade Is Unaltered and Comes
from the sender

R EE I
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Message Authentication Code (MAC)

L~
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Message Authent|cat|on Code (MAC)

<« Source A «— Destination B——»

M

Compare

!

(a) Message authentication

" —‘ K\ Compare

Compare K2

K| +
( K]” .&J”ﬂ
(c) Message authentication and confidentiality: authentication tied to ciphertext MAC is Ca|CU|ated on Clphel'text
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Using Symmetric Ciphers, fior' MACSs

Cani use any: block cipher echaining moede and use! final
block asia MAC

IS a widely used
MAC based on DES-CBC

= using| IV=0'and zero-pad ofi final block
= encrypt message using DES in CBC moede
= and send justithe finalfblock asithe MAC
or the leftmost M bits (16=M=64) of final block

But finalfMAC s now: toe; small for security.

|
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Message Authentication Code Based oni DES

Data Authentication Algerithmi NIST FIPS PUB 113, ANSI standard (X9.17)

DES Cipher Block Chaining mode Is Used to generate the encrypted message
and MAC

Time=1 Time=N-1
D,
(64 bits)

Dy g

DES DES
Encrypt Enerypt

DAC
{16 to 64 bits)

v'g
P
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One-way: Hash' Ftnction

Condenses arbitrary, messade to a fixed size

usually assume that the hash function: s publiciand not
keyed

s MAC takes a key as input while hash function

IHash Used| to detect changes te message

The hash code is refierred to as a or

VoSt eften to create a digital signature

. __________________________________________________________________________________________________________________________________________________| I
] |



M

One-way: Hashi Function

+—Source A -

4— Destination B ——w»

M

———— Compare

@ Authentication and confidentiality

Eg|M Il H{M)]

M

P
/

/
EgxH(M)]

K Compare
L"J

) Digital signature

M

"

-
/

£
Egr |H(M)]

K, Compare
LM
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One-way: Hashi Function

«+—Source A -A4— Destination B——

: — Al Compare
H 13—7
.
¢
_ B]
Egg H(M)] .

‘ e Compare

!
H[r"{fll 5

‘ - Compare

o Autheéntication and confidential HMIIS)
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Why: Digital Signature?

What Is the)difference between message authentication
and digitalf signature?

= |Vessage authentication does Not: protect two parties;against each
other.

= What iff there is no complete trust between sender and! receiver?

(Beb sendsi an authenticated message; to Alice)

= Alice;may: forge a messade and claim that it came frem Bob by

SImply’ creating ar message and append an authentication code
using the key: Bobrand Alice share.

= Bob cani deny'sending the message; since it’s possible for Alice to
forge a messade.

R R R ———————————————— I
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Digital Signature

Digitall signatures proevide the ability: toe:
= Veriiy author, date & time of signature
s duthenticate message contents
s be verified by thirdiparties to reselve disputes

Hence, Include authentication function withradditional
capabilities




Direct Digital Signatures

Invelve only sender & receiver
Assumed! receiver has sender’s public-key

Digitall signature made by Sender signing entire messade or hashrwith
private-key.

KU, Compare

/
Exr, HM)]
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Direct Digital Signatures

Confidentiality: can be provided by further encrypting using receivers
public-key or a shared! secret key.

Important that signi first then| encrypt message & signature

Exu, |Ekr (M)]

I iﬁ-ﬂul Hi A 1) ]

I
- Summer Workshop on Distripbuted Computing Networking anag security with Applications | @-
|




Programming Project #3: :
Signature Authentication Server
Using DigitaliSignature

Objectives

s [he server reads al client's public key: from the file and
authenticates USEers ovVer: a NEtWOrk CORNECHon using the client's
public key: information.




Input: private password = "cops937"

-
=

(=2) Initialize SecureRandom (C2) Open a connection to the server

(=3) Listen on a port for a connection (C3) Read a byte array from the server to sign

4.

I\

-

(=4) YWhen a connection comes in, create a
timestamp and a nonce (some randaom
number) and send them to the client

(C4) Sign the byte array using "MDSWIthRSA" ‘ ‘

-

(C5) Return the digital signature

=

(55) Receive a signature from the client

-

(=h) “alidate that signature

(CB) Read a boaolean value fram the server
indicating whether permission was granted or not

(=7) Return success or failure to the client

(=17 Load Public ket from the file (C1) Load private key fram the file and decrypt it
Input: public key file name = "public. cer” Input: private key file name = "private.cer”
N
i
N

\




Authentication and Signature

Message Authentication

= (56) Validate that signature; using client's public key: with
“MD5WithRSA™ option.

Compare
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Reverse Code Engineering

s Seeking to understand and modify: the behavier of a
pProgram for WHICh: you' ave no SOUKCE; COUE OF
docimentation’ other tham a compiled binary.

s [Learn how seftware security: might be compromised and
NEW! to) better pretect one’s own software.

s Improyve sofitware debugging| skills

» Understand how! predrams; Interact with the eperating
System.

a Ability to modify. / repair “legacy: code”

= SKillsitorreverse engineer and disable “mal-ware”
(Viruses, trejans, spy-ware, etc.)

R R R ———————————————— I
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Code; Reversing SKills

= Research
s Pattern Recognition

s Debuggers
a Disassemblers
s Hex Editors

s [he instruction set

s Common file formats
= Native API

s Standard error codes

= Anti-patterns? “Normal™ vs. “Abnormal™?

s Putting it all together




Pattern Recognition

We are searching the program code o) a proverbial
“needle in the haystack™

= A program disassembly may ber 20,000 pages and a million'lines
long!

We are viewingl the: program code through' a proverbial
“tollet paper tube™ (Ie., withr a very: narrow! field off View).
= We may only’ be interested in 5 out off those 20,000 pages!

Tihe goal 1s NOT te understand every: line.
= [he goall'is te screen; out “noise™!

= e want to recognize; patternsiand define “norma
Orient: oUrSelVEsS In the code and narrow: fFecus.

III

behavior: to

R R R ———————————————— I
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Definingl & Recognizing Normal Behavior

High! level vs. low' level code patterns...l.e. recognizing;..
= Function calls

s Structure references

= "If” statements

u Switchi” statements

= While™ leops

= For” loops

Windews, patterns...i.e. recognizing...
s Standard windews startiupr code
= WinMain & WndProc
= Windows API functiens
= Windowsi Messages & Message Handlers

I
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Recognizingl Function) Calls (cdecl)

Assembly. (4
Function Invocation:
AR OAR o push - 2 Function Invecation:
Lext:00401048 push 1
text:0040104D call  sub. 401166 result = test cdecl(1,2);
Lext:00401052 add’ esp, 8
Lext:00401055 moy.  [ebp+var 4], eax Eunction Bodyv:
bR EDL Y int __cdecl test_cdecl(int t, int u)
text:00401166 sub, 401166 proc near {
Lext:00401166 arg. 0 = dword ptr 8 i !
text;00401166 t=try
text:00401166 push ebp return t;
tiext:00401167 moyv.  ebp, esp }
Lext:00401169 moyv.  eax, [ebpFargl 0]
Lext:0040116C moyv.  [ebp+arg 0], eax
Lext:0040116F moy.  ecx, [ebp+-arg_0]
Lext:00401172 add ecx, 1
Lext:00401175 mov.  [ebp+ang_0], ecx
Lext:00401178 mov.  eax, [ebp+arg 0]
text:0040117B pop  ebp
Lext:0040117C retn

Lext:0040117C sub_401166 endp




Recognizing Function Calls (stdcall)

Assembly. (4
Eunction Invecation: - )
.text:0040103D push, 2 Eunction lnvecation:
-text:0040103k push ~ 1 result = test_stdcall(1,2);
.text:00401041 calll sub_40114D
Lext:00401046 moyv.  [ebp+var_ 4], eax

Eunction Body:

Funstion 500/ int __stdecall test_stdcall(int t, int u)
.text:0040114D sub_40114D proc near
Lext:0040114D arg. 0 = dword ptr 8 {
text:0040114D =
text:0040114D push ebp return t;
text:0040114E mov.  ebp, esp
Lext:00401150 moyv.  eax, [ebp+argl 0] }
Lext:00401153 moy.  [ebp+arg 0], eax
Lext:00401156 moyv.  ecx, [ebp+arg_0]
Lext:00401159 add ecx, 1
Lext:0040115C moyv.  [ebp+arg_0], ecx
Lext:0040115F mov.  eax, [ebp+arg 0]
Lext:00401162 pop  ebp
.text:00401163 retn 8

.Lext:00401163 sub_40114D endp




Recognizingl Function; Calls (fastcall)

Assembly
Eunction Invecation:
.text:00401058 push 3
.text:0040105A mov  edx, 2
.Lext:0040105F mov  ecx, 1
.text:00401064 calll subr 40117D
.text:00401069 mov.  [ebp+var_ 4], eax

Function Body:
text:0040117Drsub_40117D. proc near:

text:0040117D var_C = dword pti-0Ch
.text:0040117D var._ 8 = dword ptii-8
text:0040117D var. 4 = dword ptr -4
.Lext:0040117DrargL 0 = dword ptr 8
..text:0040117D push ebp
.text:0040117E moyv.  ebp, esp
.text:00401180 sub esp, OCh
.text:00401183 mov.  [ebpFvar €], edx
.text:00401186 moy.  [ebp+var_ 8], ecx
.text:00401189 moeyv.  eax, [ebp+Fvar 8]
.Lext:0040118C add — eax, [ebpHvar C]
.text: 00401 18F add  eax, [ebp+arg 0]
.text:00401192 moeV.  [ebp+var 4], eax
.text:00401195 mov.  eax, [[ebp+var 4]
.text:00401198 mov.  esp, ebp
.text:0040119A pop  ebp

.text: 00401198 reth 4

.text:0040119B sub. 40117Dr endp

C

Function lnvocation:
result = test fastcall(1,2,3);

Eunction Body:

ing _fastcallitest_fastcall( int t, int u, int
\

{

IREX =€+ u+V;
Feturn x;



Recognizingl An 1™ Statement:

Assembly.
Lext:0040108A mov.  ecx, [ebp+var_90]
Lext:00401090 and ecx, OFFh
text:00401096 cmp  ecx, 1
.Lext: 00401099 jnz  short loc_4010A4
text:00401098 moyv.  byte ptr [ebp+var_90], 0
Ltext:004010A2 jmp short loc_4010AB
text:004010A4 loc. 4010A4:;  ; CODE XREF
.text:004010A4 mov.  byte ptr [ebp+var_90], 1

.text:004010AB

C

if( test == true)
test = false;
else
test = true;




Recognizing A While™ Loep

Assemibly.
text:004010F7 loc 4010F7  ; CODE XREF
text:004010F7 cmp  [ebp+var 94], 0Ah
text:004010FE jge  short loc_ 401111
Lext:00401100 moy.  eax, [ebpF-var 94
1ext:00401106 add eax, 1
Lext:00401109 mov.  [ebp+var 94], eax

Lext:0040110F jmp  short loc_4010F7

C

inti=0;
while( i < 10)
{

[
Y




Recognizing A For™ Leop

Assembly.

.Lext:0040111B MOV,
Lext:00401125 jmp
Lext:00401127

Lext:00401127 loc_401127:

iext:00401127 MoV,
.iext:0040112D. add
iext:00401130 MoV,

.Lext:00401136
.text:00401136 loc_401136:

Lext:00401136 cmp
Lext:0040113D jge

Lext:0040113F nop
Lext:00401140 nop
Lext:00401141 nop
text:00401142 jmp

text:00401144 loc_401144:

[ebp+var 98], 0
short loc_401136

; CODE XREF

ecx, [ebp+var 98]
ecx, 1

[ebp+var 98], ecx

; CODE XREF
[ebp+var 98], 0Ah
shortiloc_401144

short loc 401127
; CODE XREF

C

intj =0;
for(j=0;j < 10; j++)
{
__asm
{
nop
nop
nop
I
¥




The Tools Of Tihe Trade

Disassemblers

DEPUgJErs

Hex Editers

PE Editors

Registry, File, and API Monitoring 1iools
Resource Hackers




Debugger

OllyDbg

Used for real time
or - live™ examination
of FUNRING code
USing breakpoints or
single step tracing.

PyRamic View: of
MEMBGKY, egisters,
and' the system
stack.
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Disassembler

IDA Pro) by: DataRescue

Creates a “dead listing™ of
the assembly instructions:
COMPrising| ai program. ey

: 004016000
: 004016000
: 00401000 public start
5 : 00401000 proc near
- 5 : 00401000 push ] ; lpModuleName
g : 00401002 call GetModuleHandlen
SREWS! Stiing| references = e
5 :0040100C push Q ; duwInitParam
5 :0040100E push offset sub_0_40102B ; 1lpDialogFunc

:00401013 push ¢} ; hlUndParent
: 00401015 push offset aMousetrap ; lpTemplateName
:0040101A push hInstance ; hInstance

: 004010620 call DialogBoxParamf
: 00481025 push eax ; uExitCode

Shows imported! DIEL o S o

: 00401026
: 00401028

filnctions

Graph visualization| of
fiinction calls; & control
filow
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FHaCKErR's VIEW
USed to make; permanent changes toi (I
d| DINary file.

(L
Q)
(a0
(-
(D
=)
S
N’

£y =lo|x|
HOUSET™1 .EXE lFR PE 000DOOOEO ~ -------- Hiew DEMO (c)SEN
00000000 :

00000010:

00000020:

00000030 :

00000040 :

00000050 : is program canno
00000060 : t be run in DOS
0000BOTO:

00000080 :

00000090 Iog¢Ivgs
000000A0 : HON&AI®ERchATwa
00BEBEBO :

000000CO:

000000D0:

000EBOED :

0OBEBOFO:

00000100:

00000110:

00000120

00000130:

00000140

00000150

00000160 :

[ISearchfiHeaderfEFiles [fo0uit




Other llools

PE Editor — used tormoedify: physical structure / attrbutes of;
files conferming to the “portable executable™ fiormat
specification: (1e. .exe, .sys, and .dll) files.

Real-Time Monitering| llools — teols used to: dynamically
moniter systemi activity: iIncludingl registry: access, file access, and
seguence; ofi system calls.

Resource Hackers — used to modify: GUI reseurces stored in
the executable file (icons, Images, CUrsors, and: strings)

R EE I
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Intuition: “Zen”

Antipatterns?
s What is “abnormal”?

Sensing the "BIG™ picture
= Graph vistalization between| filnctional components

What type of patterns| or relationships ameng components do
VOUl expect to see in' a control flow: or call graph?

s Cross references between functional compenents

How: many: times do, you expect to see the target functions
refierenced| (or not refierenced).

I
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RCE Methoedology: Putting It All" Tegether

A “top down™ appLroeach:

Study Target’s Behavior
& ' ! :
Define Objectives Behavioral Analysis: Looking for clues to

be used later in the code analysis phase.

A

Non-Invasive Monitoring
(registry & file monitors)

SISy Code Analysis: Using clues from behavior
AP1 monitoring analysis phase to form, confirm, or disprove
Y theories about the underlying functionality
“Live” Examination In of the target.
Debugger

I
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Modifyingl a compiled binary...

= Inserting or replacing the instructions Infa compiled program
WiIthrnew: assembly: instructions. e Inline; patch may. alse
ieguire rerouting code flow: to: and from| an externallinjection
Site In the file;




Static Vs. Dynamic Code Injection

o IS performed on the disk image
(I.e.. the .exe file) of a program: using a: Hex Editor like
Hackers View (IHIEW).

Changes to the file; system resulting from static code

INjectioni can be detected using integrity’ checkers like
“Tirip Wire™,

= IS periormed at runtime; afiter
the pregramiimade hasibeenloaded Inte Mmemory.

Tihe program file remains Unchanged.
Defieats integrity’ checkers.

R R R ———————————————— I
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Basic Inline Patehing

Replacing instructions withi a patch off the same length.

Replacing the eperand off am existing instruction (ie. the
destination off am existing jmp: or cail):

Replacing Instructions withia patch ofi a: diffierent lengths

. __________________________________________________________________________________________________________________________________________________| I
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EXAMPLE: Replacing instructions with a patch of the same length.

Address Opcodes Instructions
Before
Patch 0]0)210]0/0J0)0) 034A Insti
00400002 | 6B528021 Inst2 opi, op2
010)210]0/0)0)6) 846A23 Instsfopil

Patch Address = 00400000 Replace Inst 1 with Inst 4 (053B)

AL Address Opcodes Instructions

Patch 0[02210/00]0]0] 0538 Inst4
0]0/210]0]0J0)%/ 68326021 Inst2 opl, op2
00210/00]0]¢] 846A23 Inst3iopl

R R R ———————————————— I
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EXAMPLE: Replacing instructions withia patchi of a different length.

Must maintain existing instruction boundaries... If the patch is smaller than the last
overwritten instruction, remaining. Bytes in that instruction must be padded with nop
instructions (0x90).

Address Opcodes Instructions
0]0)210]0)0J0J0) 034A Iinstl
Before 0]0210/0)0]0)2 6B328021 Iinst2 opi, op2
Patch [ 00400006 846A23 Inst3 opl

Patch Address = 00400000 Replace Inst 1 with Inst 5 (053BA2)

Address Opcodes Instructions
0]00]0]0]0]0) 053B Inst5
00400002 A2
After a0 10D
Patch 90 o
90 nop
0]0210]0]0]0]5; 846A23 Inst3 opl
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RCE of al Simplest Authentication: Program

= e password pregram isnit ciphered and stored in the program
s Compiler putsithe initial variables In the data segment (.data)

= Note that moedern eperating systems: prohibit modifying the code
segment (.text)

= DUMPBIN : supplied with: MS;Visual Studio
s Hex-Editers': QVIEW, HIEW.




#include <stdio.h>
#include <string.h> Code Example 1:

Simple Authentication

#define PASSWORD_SIZE 100
#define PASSWORD "myGOODpassword\n"

int main()
{
int count=0;
char bufffPASSWORD _SIZE];

for (;;) {

printf("Enter Password : ");

fgets(&buff[0], PASSWORD_SIZE, stdin);

if (strcmp (&buff[0], PASSWORD))
printf("\WWrong Password\b");

else
break;
if (++count>3) return -1;

}
printf("Password OK\n");

v'g
P
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or the Password

I_l1

Se

{a)

FCNING, |

Usa curriooin) to firlcl tri2 ¢lias to tna gassword

jileelzony?2 “/ProgramsHacker-1_SimpleAuthenticationsRelease
dumphbin #RAWDATA:BYTES ~SECTIOM: .data 1_SimplefAuthentication.exe » .data

jleefzony?2 “/ProgramsHacker-1_SimplefAuthentication~Release
more .data

icrosoft (H» COFF Binary File Dumper Uersion 6.00.8447
opyright (C» Microsoft Corp 1992-1978. All rights reserved.

Dump of file 1_SimpleAuthentication.exe
File Type: EXECUTABLE IMAGE

SECTION HEADER #3
name
virtual size
virtual address
size of raw data
file pointer to raw data
file pointer to relocation tahle
file pointer to line numbhers
numbher of relocations
numbher of line numbers
flags
Initialized Data
Read UWrite

RAYW DATA #3
AB4876000: B B BA
AR4a76168: 84 49 4@
AR4A7620: A AR BA
HA4A7A3A: 61 /3
EE4E7E4E- 72

EE4E?E?E.
AR407080




- -/Program/Hacker/1_SimpleAuthentication/Release -0 x

DATA™1 [G][s]s]5 5 ]5]5] Hiew DEMO (c)SEN
Microsoft C(H> COFF Binary File Dumper Version 6.860.8447
Copyright <C» Microsoft Corp 1992-1998. All rights reserved.

Dump of file 1_SimplefAuthentication.exe

File Type: EXECUTABLE IMAGE

SECTION HEADER #3
.data name
3E64 wirtual size
7000 virtual address
3888 size of raw data
700 file pointer to raw data
file pointer to relocation tahle
file pointer to line numhers
numher of relocations
B number of line numhers
CAABAA48 flags
Initialized Data
Read Write

RaWl DATA #3
AR407000: AA B BA B0 BB B0 OB B0 G BA A8 BA 47 11
#A4870168: 84 47 48 B0 B0 BA B8 VA B8 BA A8 BA EC 11
AR407020: AA B0 BA B0 O B0 G BA B8 B B0 DA B0 G4

#a487@83@: SA 61 V3 V3 VY 6F V2 64 Z8 4F 4B BA B8 68
HA487AS 6D 77 47 4F 4F 44 YA 61 V3 73 V7 6F 72 64 myGO0Dpassword. .

28 [5]5) [5]5)

AR407080A: A [5]5) [5]5)

#a487a%A: @A [5]5) [5]5)

AR4070nA: AA [5]5) [5]5)

HA407ABA: AA [5]5) [5]5)

AR407ACA: BA [5]5) [5]5)

#a487a0A: 8@ [5]5) [5]5)

AR4070EA: BA [5]5) [5]5)

#8487AFA: @A [5]5) [5]5)

AR407186@: AA [5]5) [5]5)

#A4871168: @A [5]5) [5]5)

AR4071268: @A [5]5) [5]5)

#a487130: 8@ [5]5) [5]5)

AR40714A: @A [5]5) [5]5)

#a48715%8: 8@ [5]5) [5]5)

AR40716A: BA [5]5) [5]5)

#a487174: @A [5]5) [5]5)

AR407180: AA

Text Mode




Searching for the Password

Tihe compiler hasi selected ajtoor prominent place for a
PASSWOrd

Hide It in'a different place, in a diffierent section
= Tiry a new: section named *

//




Finclude <=t
Pinclude =

#define PASSWORD SIZE 100

#define PASSWORD "mnyGOODpassword-n”

Fpragma da zegl(" . kpnc")
char passw '111'—-'—-”' KD
fpragma d. )

int maini)
.I_
int count=»0;

char buff [PASSWORD STEE]

for (::)
pllnftl ‘Enter Pa=
sbuff[0]. P

(=trcmp (&buff[0].
l:ll"illt.f (i "Wrong Password-b"):

1f (++count:>3) return —-1;

printf({ "Pas=zword Ok

nnpﬁ SIZE.

=tdin);

ﬂpﬂ_-nd[n]}}

Use of a new section for a
password
.Kpnc section
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~“/Program/Hacker-2_SimpleAuthentication~Release

dumpbin #RAWDATA:BYTES ASECTION: .kpnc 2_SimpleAuthentication.exe > .kpnc

- -/Program/Hacker/2_SimpleAuthentication/Release -|O0] x

KPNC™1 HAARAREA Hiew DEMO <c)>SEM
Microsoft <R> COFF Binary File Dumper Uersion 6.00.8447
Copyright (C» Microsoft Corp 1992-1798. All rights reserved.

Dump of file 2_Simplefuthentication.exe
File Type: ERECUTABLE IMAGE

SECTION HEADER #4
.kpnc name
18 virtual size
BAAA virtual address
1888 si=e of raw data
AAAA file pointer to raw data
file pointer to relocation tahle
file pointer to line numbhers
number of relocations
B numher of line numbhers
CARBBER4A flags
Initialized Data
Read UWrite

Ral DATA #4
AR48ABAAA: 6D 77 47 4F 4F 44 7@ 61 73 73 V7 6F 72 64 BA B nmyGOODpassword. .

Summary

1888 _kpnc

Still the possibility of an automated search for text string in a binary file
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Improved Selution

In the previous step, we;fiound the password and need
to Use it every time we start the program

Available 1ieols
= [Debugger, disassembler

Disassembler
s [here areimany. disassemblers with diffierent capabilities

= We start withthe Uity




=

Impreved Selution

Diszissarnola tria coclae sactjor)

leeﬂﬂunyﬂ ~“sProgram-Hacker-1_SimpleAuthentication/Release
dumphbhin #Section:.text ADISASM 1_SimpleAuthentication.exe > .code

leeEaunyﬂ ~“/ProgramsHacker-1_SimpleAuthentication-Release
1z —-al

otal 888

ruxruxpuxt+ 2 jlee A Jun 17 17:38

ruxpruxprux+ 4 3 B Jun 17 17:36

1Y B W 1 g M =3 =1 = DN - B X
220828 Jun 14 22:28 1_SimpleAuthentication.pch
PUXP LN PLX i 1486 Jun 14 22:21 SimpleAuthentication.ohj
PUXP LN PLX j 33792 Jun 14 22:21 vebeB.idhb

= Note that the Size IS usually: much larder tian the originall code

Al the Userulf codes rather than the entire, code

[
=
(L
(1>
{@E
T
(®
—
(®
(@
&=
)
\®




Improved Selution

s \We don't know: where; the procedure tor mateh passwoerds Is
located and hew it Works

s However, assert that one of itsiarguments is a pointer to; the
reference password




Example: Finding Functionsi and: Parameters

Parameters off a function

Finclude <stdio. h:
¥include <string. h:

¥define PASSWORD "password"”
int myFunctioni{char *a., int b):

int maini)
I
1

int =

¥ = myFunction({PASSWORD, 2)

LA

int myFunction{char #*a, int b)
I
L

return 1;

I
- Summer Worksnop on DISstriputed Computing. \Networking ana securityv witn Applications | 6-
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Dump of file test.exe

File Type: EXECUTABLE IMAGE
SECTION HEADER #3

.data
29FC
5150
3886
5150

.data section
Find the location of the parameter,

name
virtual size

virtual address

size of raw data

file pointer to raw data

“‘password” - 00406030h

file pointer to relocation tahle
file pointer to line numbhers
numher of relocations

numher of line numhers

flags

Initialized Data

Read Write

RaY DATA #3
84860604 :
84868108 :

MARAARE A A -

486030 :
HR4p6040:
84868508 :
AR406060 :

A
CApEBa40

HAAH1 RAA =
#B401082 :
Lalab LNl
#R401 08¢ :
#4081 8AF :
#R401010:
AR401815:
#B401 016 :
aR401817:
HR401018 :
aR401819 :
BR401014 :
HR401818:
AR408101C:
#R40181D:
HR40101E:
HR40181F:
#B401020:
AR401021 :

nnzh ?
puzh 486838h
call HUIN1IWU1N
add esp.8
ret
mow
ret
nop
nop
nop
nop
nop
nop
nop
nop
nop
nop
puzh
mow
push

.code section
Note that 406030h was used as
a parameter to a function

Note that the parameters pushed
from the right to the left

eax.1

HR401023 :




Example: Finding Functionsi and: Parameters

Inline functions (Intrinsic function)

= Injcertain high-level pregramming languages, such as FORTRAN,
al function| that isf part: of the language: Tihe compiler
automatically: links IntrAnsIc fUNCLioNS to; the programi without any,
additionalf efifort on the: programmer's part. Programs that use
INtFRINSIC fUNCtieNS are faster because they dor net have the
overhead off fiunction calls, but they: may’ be larger due to) the
additienal code; generated

s In Microsoft C4++, a library function, suchias o)f 3
that has ani intrinsic form. Use of the #pragma; intrinsic compiler
directive generates these functions as inline; code rather than as
function calls

= No function| calls fior stremp

R R R ———————————————— I
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RAY DATA #3
AR4A700A: PP PP 9A AR PP PP 9@ AR PP PO 9@ A 4A 1B 40 08 .. .......... J.B.
PR4A7@1A: A4 34 40 A0 PP PP 90 AR PP PP PO AA EF 1B 40 08 4@, ........ i@,

A4 A?@/A: AR AMIAAIARAIAAIARAEAIDOIAIARAEADIOIAARAIAIDIOIAIAAIAAIOIAAOIAIAIAIAAR. .

PR407@3A: 58 61 73 73 77 6F 72 64 20 4F 4B GA OO PO 00 @@ Password OK.....

PR4A7@4@: 57 72 6F 6E 67 20 58 61 73 73 77 6F 72 64 @8 @@ Upong Passuword..

PA4A705@: 6D 79 47 AF 4F 44 70 61 73 73 77 6F 72 64 OA BB mnyGOODpassword. .

BA4A7060: 45 6E 74 65 72 28 50 61 73 ?3 77 &F 72 64 2@ A Enter Password :

PR407080 -

AR407@390 - ]
PA4A70AA -

AR4A7ARA - .data section

407030h : “Password OK”
407040h : “Wrong Password”
407050h : “myGOODpassword”
407060h : “Enter Password”

XOR—Logical Exclusive OR

Opcode
3 ib
35w
35 id
80 /6 b
81 /6 iw
816 id
836 b

Instruction

XOR AL,imm8&
XOR AX.immi8&
XOR EAX imm32
XOR #m8&.imma&
XOR vm

XOR #m32imma3z2

Eimm16

XOR #mi16.imma
XOR #m32imma8
XOR #m8,r/8

XOR ¢#m32.r32
XOR 8,r/m8
XOR r16smi6

Description

AL XOR imm&

AX XOR immi&

EaX XOR imm32

r/m8 XOR imm&

Fmi18 XOR imm18

Fm32 XOR imm32

rm16 XOR imm8 (sign-extended)
r"m32 XOR imm8& {sign-extended)
#m8 XOR r8

Fmi16 X0OR r16

Fm32 X0OR r32

r8 XOR #m#&8

rié XOR @mi&

r32 XOR @m3z2

XOr eax, eax




#A48181D: 5A
8401 81E: ESB
HA481826: BE
HA48182F: BA
HB46816831: BA
AA4A1@33: 8A
HA481835: 3R
8401837 : 75
AA4A1A39: 84
HA48183B: V4
Ha461830: 8A
AA4A1848: 8n
HB4816843: BA
Aa4a1845: IA
#a4a1847: 75
HB481684%7: B3
AA4A1@4C: 83
HA48184F: 84
8401851 = 75
AA4A1@53: 33
#HA48185%5: EB
Ha4A1@5%7: 1B
HA4A1685%%7: B3
HA481685C: BL
AA4A1ASE: 74
HA4A16868: 68
8401865 : EB
HA4A186A: 83

;9
16

ca
Dg
ca
6B
418
26
c4

AR4R1BAC2: 1B CA

#a4818C4: 83
AR4@18C7: 85 CA

an

[ A4 (4

LD = &

78 BB4618CB: 68 78 44 8@

AR4010D5: 83
#a4818D8: SF
AB4018D7: SE

D8

9@ B9 A8
78 48 90

FF

c4 B4

Eax

AR401AFA
esi,487@5@h

dl.byte ptr
bl,.bhyte ptr
cl.dl

dl.hl

B481 857
cl.cl

AA4A1 853
dl.byte ptr
bl.hyte pte
cl, dl

dl.hl

AB481 857
eax, 2

ezi.2

cl.cl
B848182F
BAX.BAX
AB481 BA5C
BAX.BAX

eax . AFFFFFF
BAN . BaAN
A481ACH
487848 h
B481 288
esp.d

BAX,.BAX
eax . AFFFFFFFFh
BAX,.BAX

A1 (4

4079308h

d

[eax+1]
[esi+l]

.code section

Note that 401026h uses
407050h as a parameter

Test results depend on it

Lead to a correct password

Lead to an incorrect
password

.code section
Note that 4010CBh uses
407030h as a parameter



ODbservation
MU4l1 550G 85 CH tezt EAM . BAX
ppaniben: 72 6B L o o d% Py
0040105C€ : test eax, eax
= Tests if IS edualito zero
s [ffit’s zero, then jumps to the correct output message display.

filnction

s Otherwise, iff eax Is non-zero, It leads to a wrong|output message

What 1i- we change) (- it to ?

s Allfthe Incorrect passwerds except for the correct one will be
accepeted

What!iffwe ehange It to ?

N IS alwaysizero. liherefiore, any: password willfbe
accepted




Modify.

35431533- 1E BH CH EH D3 ?5 1E 84 C? ?4

DG 33 CE

33451555.
3345155?.

33451556.

AA491960: 68 48 70 40 0@
PA4A1P65: ES 96 ©1 OO B9
AA46106A :

BEEEIE?E' EE ?F EC EB EB ?E 4@
EEEEiEBE' 4E EE 8D 44-24 14 6GA

AR461 851 :
AB4A1A53 -
PR4@1 855 -
AB4A1A57 -
AP401 960 49 70 48 PP
BB4A1 P65 - 96 B1 98 OO

481 B6A = C4 B4
HB48186D :

0

N

R

(13

16

407048h
Bd481 208
esg,4

33 D8 FF-33 CB@ 74 6B
BE EB sé @1 PA-A0 68 78 78
64-5@ ER 62 DA-PA BA 83 C4

cl.c
HB48182F
EaX.Bax

BR40105C

4E?E4Eh
88401268
esp.4
edi

ocJ




Alter Modification of the Code

jleelfzony2 “/ProgramsHacker-1_SimpleAuthentication-Release
A1_SimpleAuthentication.exe

Enter Password : asd

assword OK

jleelfzony2 “/ProgramsHacker-1_SimpleAuthentication/Release
A1_SimpleAuthentication.exe

Enter Password : s

assword OH

jleel@zsony? “/Program-Hacker-1_SimpleAuthentication/Release
A1_SimpleAuthentication.exe

Enter Password :© sd
assword 0K

jleelfzony2 “/ProgramsHacker-1_SimpleAuthentication-Release
A1_SimpleAuthentication.exe

Enter Password : myGOODpassword

assword OK

jileel@zony2 “sProgramsHacker~1_SimplefAuthentication-Release

soygdrivescAUINDOWS ~sustem32-fc 1_SimplefAuthentication.exe 1_SimplefAuthentication_Modified.exe
omparing files 1_SimpleAuthentication.exe and 1_SIMPLEAUTHEMTICATIOW_MODIFIED.EXE
AAAN1ASC: 85 33

Shows the difference between two binary executables (test vs. xor)




ASsignment #1

A simple seriall Aumber based authentication secheme.

Tasks

= Modify the program sos that it bypasses the authentication
mechanism (1e. accepts any: serial):

x FEind the correct serial.

* Harlequin 7£2000

x|
._saw-;ff&:‘;r‘T;“f’]
Th e H#i
Tk

Ch




