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IntroductionIntroduction
Internet ageInternet age

Evolution of information systemsEvolution of information systems
Inevitable to provide an access to the Internet to/from any sizeInevitable to provide an access to the Internet to/from any size of of 
organizationsorganizations
Persistent security concernsPersistent security concerns

FirewallFirewall
An effective means of protecting a local system or network of An effective means of protecting a local system or network of 
systems from networksystems from network--based threats while at the same time based threats while at the same time 
affording access to the outside world via wide area networks andaffording access to the outside world via wide area networks and
the Internetthe Internet

Isolate the private network resourcesIsolate the private network resources
Allow users to access the public resourcesAllow users to access the public resources
Log accesses (logging access history)Log accesses (logging access history)
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Designing Goal of a FirewallDesigning Goal of a Firewall

All traffic must pass through the firewallAll traffic must pass through the firewall
Inside to outside and vice versaInside to outside and vice versa

Only authorized traffic will be allowed to passOnly authorized traffic will be allowed to pass
Defined by local  security policyDefined by local  security policy

Firewall itself is immune to penetrationFirewall itself is immune to penetration
Use of a trusted system, a secure operating systemUse of a trusted system, a secure operating system
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Four General Techniques to Control Access and Four General Techniques to Control Access and 
Enforce the Security PolicyEnforce the Security Policy

Service ControlService Control
Type of services: IP address, TCP port number, ProxyType of services: IP address, TCP port number, Proxy

Direction ControlDirection Control
Direction of the serviceDirection of the service

User ControlUser Control
Who can access what types of serviceWho can access what types of service

BehaviorBehavior ControlControl
Controls how particular services are usedControls how particular services are used
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What is a Firewall?What is a Firewall?

A single A single choke pointchoke point of control and monitoring of control and monitoring 
Interconnects networks with differing trustInterconnects networks with differing trust
Imposes restrictions on network servicesImposes restrictions on network services

Only authorized traffic is allowed Only authorized traffic is allowed 
Auditing and controlling accessAuditing and controlling access

Can implement alarms for abnormal behaviorCan implement alarms for abnormal behavior
Is itself immune to penetrationIs itself immune to penetration
Provides Provides perimeter defenceperimeter defence
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Firewall LimitationsFirewall Limitations

Cannot protect from attacks bypassing itCannot protect from attacks bypassing it
[eg] sneaker net, utility modems, trusted organizations, trusted[eg] sneaker net, utility modems, trusted organizations, trusted
services (eg SSL/SSH)services (eg SSL/SSH)
What if the web server behind the firewall is vulnerable?What if the web server behind the firewall is vulnerable?

Cannot protect against internal threatsCannot protect against internal threats
[[egeg] disgruntled employee] disgruntled employee

Cannot protect against transfer of all virus infected Cannot protect against transfer of all virus infected 
programs or filesprograms or files

Because of huge range of O/S and file typesBecause of huge range of O/S and file types
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Types of FirewallsTypes of Firewalls

PacketPacket--Filtering RouterFiltering Router
ApplicationApplication--Level GatewayLevel Gateway
CircuitCircuit--Level GatewayLevel Gateway



Summer Workshop on Distributed Computing, Networking and Security with Applications

8

Firewalls Firewalls –– Packet FiltersPacket Filters
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Firewalls Firewalls –– Packet FiltersPacket Filters

Simplest of components Simplest of components 
Foundation of any firewall system Foundation of any firewall system 
Examine each IP packet (no context) and permit or deny Examine each IP packet (no context) and permit or deny 
according to rules according to rules 
Hence restrict access to services (ports)Hence restrict access to services (ports)
Possible default policiesPossible default policies

That not expressly permitted is prohibitedThat not expressly permitted is prohibited
CyberguardCyberguard firewall takes this default policyfirewall takes this default policy

That not expressly prohibited is permittedThat not expressly prohibited is permitted
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Firewalls Firewalls –– Packet FiltersPacket Filters
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Attacks on Packet FiltersAttacks on Packet Filters

IP address spoofingIP address spoofing
Fake source address to be trustedFake source address to be trusted

Source routing attacksSource routing attacks
attacker sets a route other than defaultattacker sets a route other than default

Tiny fragment attacksTiny fragment attacks
Split header info over several tiny packetsSplit header info over several tiny packets

checks the first packet and lets the remaining checks the first packet and lets the remaining 
packets pass throughpackets pass through
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Firewalls Firewalls –– StatefulStateful Packet FiltersPacket Filters

Examine each IP packet in contextExamine each IP packet in context
Keeps tracks of clientKeeps tracks of client--server sessionsserver sessions
Checks each packet validly belongs to oneChecks each packet validly belongs to one
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Firewalls Firewalls -- Application Level Gateway (or Proxy)Application Level Gateway (or Proxy)
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Firewalls Firewalls -- Application Level Gateway (or Proxy)Application Level Gateway (or Proxy)

Use an application specific gateway / proxy Use an application specific gateway / proxy 
Has full access to protocol Has full access to protocol 

User requests service from proxy User requests service from proxy 
Proxy validates request as legal Proxy validates request as legal 
Then actions request and returns result to user Then actions request and returns result to user 

Need separate proxies for each serviceNeed separate proxies for each service
AdvantagesAdvantages

Tend to be more secure than packet filtersTend to be more secure than packet filters
Easy to log and audit all incoming traffic at the application leEasy to log and audit all incoming traffic at the application levelvel

DisadvantagesDisadvantages
Additional processing overhead on each connectionAdditional processing overhead on each connection
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Firewalls Firewalls -- Circuit Level GatewayCircuit Level Gateway
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Firewalls Firewalls -- Circuit Level GatewayCircuit Level Gateway

Relays two TCP connectionsRelays two TCP connections
Imposes security by limiting which such connections are Imposes security by limiting which such connections are 
allowedallowed
Once created usually relays traffic without examining Once created usually relays traffic without examining 
contentscontents
Typically used when trust internal users by allowing Typically used when trust internal users by allowing 
general outbound connectionsgeneral outbound connections

Overhead of examining incoming application data for forbidden Overhead of examining incoming application data for forbidden 
functions but does not incur overhead on outgoing datafunctions but does not incur overhead on outgoing data
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Bastion HostBastion Host

A system identified by the firewall administrator as a A system identified by the firewall administrator as a 
critical strong point in the networkcritical strong point in the network’’s securitys security
CharacteristicsCharacteristics

Runs secure operating systemsRuns secure operating systems
Potentially exposed to "hostile" elements Potentially exposed to "hostile" elements 
Only the essential services are installedOnly the essential services are installed

DNS, FTP, SMTP, and user authenticationDNS, FTP, SMTP, and user authentication
May support 2 or more net connectionsMay support 2 or more net connections
May be trusted to enforce trusted separation between May be trusted to enforce trusted separation between 
network connectionsnetwork connections
Runs circuit / application level gatewaysRuns circuit / application level gateways
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Firewall ConfigurationsFirewall Configurations

For traffic from the external network, only IP packets destined For traffic from the external network, only IP packets destined for the for the 
bastion host are allowed inbastion host are allowed in
For traffic from the internal network, only IP packets from the For traffic from the internal network, only IP packets from the bastion bastion 
host are allowed outhost are allowed out
Bastion hosts performsBastion hosts performs

authentication, and proxy functionsauthentication, and proxy functions
Both packetBoth packet--level and application level filtering level and application level filtering better securitybetter security
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Firewall ConfigurationsFirewall Configurations

Security breach in (a) Security breach in (a) once the firewall is compromised traffic can once the firewall is compromised traffic can 
directly flow into the private networkdirectly flow into the private network
Physically prevents such a security breachPhysically prevents such a security breach
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Firewall ConfigurationsFirewall Configurations

The most secure configurationThe most secure configuration
Two firewalls (packet filtering routers) are usedTwo firewalls (packet filtering routers) are used
Three levels of Three levels of defensedefense
Inside private networks invisible to and isolated from the InterInside private networks invisible to and isolated from the Internetnet
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UCF Firewall Teaching LabUCF Firewall Teaching Lab
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Lab ObjectiveLab Objective

Students should be able to do:Students should be able to do:
Install the firewalls and set up the networkInstall the firewalls and set up the network
Set up the IP addressesSet up the IP addresses
Translate the security policy into a set of packet filtering rulTranslate the security policy into a set of packet filtering ruleses
Add a symbolic host and networkAdd a symbolic host and network
Check system statistics using reportsCheck system statistics using reports
Configure dynamic gateway and static routesConfigure dynamic gateway and static routes
Add a packet filtering rule with optionsAdd a packet filtering rule with options
Configure a default gateway and static routesConfigure a default gateway and static routes
Add and configure a Add and configure a SmartProxySmartProxy
Configure dynamic and static Network Address Translation (NAT)Configure dynamic and static Network Address Translation (NAT)
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Development of Firewall LabDevelopment of Firewall Lab

In collaboration with the In collaboration with the CyberguardCyberguard
Set up the teaching lab for the undergraduate security educationSet up the teaching lab for the undergraduate security education
Participated in Firewall Security Administration course offered Participated in Firewall Security Administration course offered by by 
CyberguardCyberguard
Developed the teaching materials to help the students understandDeveloped the teaching materials to help the students understand
the concept of Firewallsthe concept of Firewalls
Have the hands on experience on setting up the Have the hands on experience on setting up the 
networks and configuring the firewalls to networks and configuring the firewalls to 
implement the various security policiesimplement the various security policies
Provide an simulated wide area networking Provide an simulated wide area networking 
environmentenvironment
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Basic ConfigurationBasic Configuration

10.0.10.110 10.0.20.110 10.0.30.110

10.0.10.1

192.168.10.10

10.0.20.1

192.168.20.20

10.0.30.1

192.168.30.30
Firewall 1 Firewall 2 Firewall 3

10.0.40.110

10.0.40.1

192.168.40.40
Firewall 4

Router

192.168.10.1 192.168.20.1 192.168.30.1 192.168.40.1

PC PC PC PC
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IP addressesIP addresses

How to find out my network configuration (Red Hat Linux)How to find out my network configuration (Red Hat Linux)
IP addressIP address

/etc/sysconfig/network/etc/sysconfig/network--scripts/ifcfgscripts/ifcfg--eth0eth0
Ethernet interface configurationEthernet interface configuration

/etc/hosts/etc/hosts
hostnames infohostnames info

/etc//etc/sysconfigsysconfig/network/network
routing info. including default gatewayrouting info. including default gateway

Useful commandsUseful commands
pingping
netstatnetstat ––nrnr
traceroutetraceroute
nslookupnslookup, dig, dig
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Secure Operating SystemSecure Operating System

Multilevel SecurityMultilevel Security
There is no absolute root in the OSThere is no absolute root in the OS
Depending on your level, you will have different privilegesDepending on your level, you will have different privileges
Different levelsDifferent levels

SYS_PRIVATESYS_PRIVATE
SYS_PUBLICSYS_PUBLIC
RootRoot
NetworkNetwork

How to change the levelHow to change the level
//sbin/tfadminsbin/tfadmin newlvlnewlvl SYS_PRIVATESYS_PRIVATE
rootroot
newlvlnewlvl networknetwork

UnixwareUnixware specific OS command optionsspecific OS command options
psps ––efzefz
lsls --alxalx
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Packet FilteringPacket Filtering

Order of packet filtering rulesOrder of packet filtering rules
Top down: Rules at the top will be applied first even though theTop down: Rules at the top will be applied first even though they y 
may conflict with those at the bottommay conflict with those at the bottom
Remember that the default rule is Remember that the default rule is ““Deny every packetDeny every packet”” at the at the 
bottombottom

Inserting packet filtering rulesInserting packet filtering rules
ShouldnShouldn’’t use t use ““allow all traffics from everyone to everyoneallow all traffics from everyone to everyone””
Try to use specific service names and host names or IP addressesTry to use specific service names and host names or IP addresses
What if there are so many types of services and computers to What if there are so many types of services and computers to 
manage?manage?

use use groupinggrouping
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Firewall Block DiagramFirewall Block Diagram

FirewallFirewall

ProxiesProxies

RoutingRouting

Packet FilterPacket Filter

tcpdumptcpdump

NICNIC

DNATDNAT
SNATSNAT

tcpdumptcpdump

NICNIC

External dec0Internal dec1
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GroupingGrouping

The symbolic names allow a group of related rules to be The symbolic names allow a group of related rules to be 
collapsed into one rule, greatly simplifying firewall collapsed into one rule, greatly simplifying firewall 
administrationadministration
This simplification increases security by reducing human This simplification increases security by reducing human 
errorerror
Names can be assigned to IP addresses, networks, and Names can be assigned to IP addresses, networks, and 
services. Once names are assigned, there names can be services. Once names are assigned, there names can be 
used in policy statement (packet filtering rules) to make used in policy statement (packet filtering rules) to make 
the policy more meaning to a human readerthe policy more meaning to a human reader
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Network Address TranslationNetwork Address Translation
Without NAT, each inside computer would be assigned a Without NAT, each inside computer would be assigned a 
real IP address and every message passing out through real IP address and every message passing out through 
the firewall would retain its real source IP address in the the firewall would retain its real source IP address in the 
header fieldsheader fields
ProblemProblem

Anyone tapping the communications channel can discover the real Anyone tapping the communications channel can discover the real 
IP addresses of the client computers and use this information toIP addresses of the client computers and use this information to
probe your internal network looking for weaknessprobe your internal network looking for weakness

SolutionSolution
Static NATStatic NAT : Use the firewall as the active interface to limit IP : Use the firewall as the active interface to limit IP 
address visibility. One IP address on the inside is mapped to onaddress visibility. One IP address on the inside is mapped to one e 
unique external IP address that is different from the firewallunique external IP address that is different from the firewall’’s  IP s  IP 
addressaddress
Dynamic NATDynamic NAT: All internal hosts appear on the outside network as : All internal hosts appear on the outside network as 
originating from a single IP address. The firewall acts as the moriginating from a single IP address. The firewall acts as the man in an in 
the middle and translates all traffic from one IP address to anothe middle and translates all traffic from one IP address to anotherther
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Dynamic/Static NATDynamic/Static NAT

10.0.20.110 10.0.30.110 10.0.40.110

10.0.20.1

192.168.20.20

10.0.30.1

192.168.30.30

10.0.40.1

192.168.40.40

192.168.10.1 Router

Firewall 1 Firewall 2 Firewall 3

192.168.20.1 192.168.30.1 192.168.40.1

192.168.20.110 192.168.30.110 192.168.40.110

PC PC PC
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Network Address TranslationNetwork Address Translation
What property of TCP/UDP communication allows NAT to What property of TCP/UDP communication allows NAT to 
work?work?

The concepts of ports. Ports can be tracked and manipulated by The concepts of ports. Ports can be tracked and manipulated by 
the firewall to convert one established host IP address to a the firewall to convert one established host IP address to a 
different IP address with a new port number. Only the firewall hdifferent IP address with a new port number. Only the firewall has as 
the key to the port to port mapping that it usesthe key to the port to port mapping that it uses
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Users and Proxy (Application Level Firewall)Users and Proxy (Application Level Firewall)
In this lab, we create a new user and setup the In this lab, we create a new user and setup the 
appropriate FTP proxy for this userappropriate FTP proxy for this user
We can also setup Web proxy for a particular userWe can also setup Web proxy for a particular user
Remember that proxy is per service basedRemember that proxy is per service based
ThatThat’’s why Proxy is also called an application level firewalls why Proxy is also called an application level firewall
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Alerts, Activities, and ArchivesAlerts, Activities, and Archives
The tools available to monitor, audit, and send alerts based The tools available to monitor, audit, and send alerts based 
on network activityon network activity
Monitoring activity is important so that you can detect and Monitoring activity is important so that you can detect and 
respond to threats and critical conditionsrespond to threats and critical conditions
You can configure the firewall to recognize suspicious and You can configure the firewall to recognize suspicious and 
critical events and customize your response to these critical events and customize your response to these 
eventsevents
By default, the system generates binary logs and saves By default, the system generates binary logs and saves 
them in the /them in the /varvar/audit/directory/audit/directory
If configured, the If configured, the auditlogdauditlogd process will produce the ASCII process will produce the ASCII 
logs from the binary and save them in the /logs from the binary and save them in the /var/audit_logsvar/audit_logs
directorydirectory
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Alerts, Activities, and ArchivesAlerts, Activities, and Archives

Packet inPacket in Packet outPacket outKernel
(Netguard)

/var/adm/syslog

Binary audit log
/var/audit

Archive Process via FTP

300 event types300 event types


