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Designing Goal eff a Eirewall

m Inside to outside and vice versa

s Defined by local’ security policy

s Use off a trusted system, a Secure operating system




Eeur General Trechnigues to Controll Access and
Enferce the Security Policy.

s Type ofi services: IP address, TCP port number, Proxy
s Direction of the service

s Whe can acecess what types of service

s Contrels hew: particular services are used




What Is; a Eirewall?

A single cheke point ofi control and moenitorng
| nterconnects networks with dififering trust
IMPESES [EStrICtIONS G NELWOIK SErVICES

x Only authenzed traffic Is' allewed
Auditing andl controlling access

a Caniimplement alamms fer abnormall BERavior
IS Itiselif Immune te penetration

Provides perimeter defence

. __________________________________________________________________________________________________________________________________________________| I
Summer Workshop on Distributed Computing, Networking and Security with Applications | @.
] |



Eirewall Limitations

a [eg] sneaker net, utility medems, trusted organizations, trusted

senvices (eg SSL/SSH)
s \What If the webi senver behind the firewall is vulnerable?

s [eg] disgruntled employee

s Because off huge range: ofi O/S and file types




Vpes of Elrewalls

1 PaciKet-Filterine Holier
I Applicaition-Leve] Getayely
J Clreuli-lavel Gatawely
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Eirewalls; — Packet Ellters

Security Perimeter

Private
Neltwork

|
filtering «
router

(a) Packet-filterg router
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Eirewalls; — Packet Ellters

Simplest eff cemponents
Eoundation: off any. firewallfsystem

Examine each IR packet (ner context) and permit or deny.
according to rules

IHence restirict acecess to Services (ports)
Possible default pelicies

a [hat not expressly permitted! s pronibited
Cyberguard! firewall takes: this: defauli policy

a [fhat not expressly: prehibited 1s permitted
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Eirewalls — Packet FEilters

Table 20,1 Packel-Filtering Examples

cnmment

we don't trust these people

connection o our SMTEF port

default

comment

connection o their SMTF port

Mags

comment

our packets o their SMTE port

their replies

cnmment

our oulgoang calls

replies 0 oor calls

tralffic to nonseryverrs

ing, Networking and




Attacks on Packet Filters

|P' address spoofing

s Fake source address to e trustea
Seurce reuting attacks

u attacker setsia reute other than defiault
TRy fragment attacks

a Split header infe over several tiny: packets

— checks the first packet and lets the remaining
pPackets pass through
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Firewalls — Stateful Packet FEilters

Examine each |P packet in context
n Keeps, tracks of client-sernver sessiens
a Checks each packet validly belengs torene




Elrewalls; - Application Level Gateway: (or Prexy)

Applicatiog:leyel
il ey

Chpiside [ nsiche

e Lo J:l'.
TEILNET ]
[ FIP |
— Liaside hosi

Outside host [ svTP |
 HTTP |

{b) Application-level gateway
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Elrewalls - Application: Level Gateway: (er Proxy)

Use an application SpecIfic gateway: / proxy

IHas fullaccess; to) protecol

a User reguests service: firomi proxy.

x Prexy validates reguest asilegal

x [en actiens reguest and returns result to user
NEed separate proxies for each Service

Advantages
s Tend to be more secure than packet filters
s Easy t10'leg andfaudit all inceming| traiific at the: application; level

DiSadvantages
s Additienal precessing overiead om each cenmnection
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Elrewalls: - Circuit Levell Gateway

Clireuils=bevel
galevwiay

Ol e
conneclion

Chpiside haost

laxide st

(¢} Circuit-level gateway
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Elrewalls: - Circuit Levell Gateway

Relays twe TCP connections

IMpoeses security: by limiting WhIChI SUChI CORNECHIeNS: are
allewed

Once created usually: relays trafficiwitheut examining
CORLENts

Typically used when; trust intermal Users; by allowing
general outhouna conmnections

s Overhead off examining Incoming application data for foieidden
functiens, but doesi not Incur everhead on outgeng data

I
Summer Workshop on Distributed Computing, Networking and Security with Applications | ©-
|




Bastion Host

A system identified by the firewall administrator as a
chitical streng| peint Inithe NEetWork's secukity.

Characteristics

s RUAS SEcUre Gperating systems

n Potentrally exposed 1o “hestile” elements

s Only ther essentiall services, are installied
DINS;, ETIP; SMITR, andiuser authentication

x May suppoert 2 or moere net connections

x Viay be tiustead to enfierce; trusted separation; Between
Retwork conmnections

a Runs cireuit / application level gateways
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Eirewall Configurations

Bastion

Packet-
filtering
router
Private
network hosts

Bl Information
SETVET

(a) Sereened host firewall system {single-homed bastion host)

Eor trafific firom the externall netwerk, only IP packets destined for the
pastien hest are allewed i

Eor trafific firom the internal network, enly. 1P packets; from the hastion
nEsSt are allewead! eut

Bastion hosts perferms
s authentication, and proxy. functions
Both packet-level and application level filtering - better security.
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Eirewall Configurations

Bastion

Packet-
filtering
router
Private
network hosts

M Information
SErver

(b} Sereened host firewall system (dual-homed bastion host)

Secunity’ breachiin (a) = once the firewalliis compromised traffic can
directly flew: inte the' private netwerk

Physically: prevents suchi a security loreach

I
Summer Worksnop on bistributea Computing, Networking and sSecurity witn Applications | 6-




Eirewall Configurations

Bastion

Outside Inside
router 2 router

&

® Information Modem

server

{¢) Screened-subnet firewall system

Tihe most secure configuration

Two firewalls (packet filtering reuters) are usead

Three levels ofi defense

Inside private netwerks invisikle to andiselated! from the' lntermet

I
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Lal ©pjective

s Instalifthe firewalls and set up! the netwerk

s Set up the IR addresses

s [ranslate the security policy’ Inte a set of packet filternngl rules

s Add a symbolic host and network

s Check system) statistics, using reports

s Configure dynamic gateway: and static routes

s Add a packet filterng rule with optiens

s Configure a default gateway’ and static routes

s Add and configure a SmartProxy.

s Configure dynamic andl static Netwerk Address Translation (NAT)

I
Summer Workshop on Distributed Computing, Networking and Security with Applications | @.
|




Development of Firewall Lab: ¥ CYBERGEARD ™

WORLDWIDE

DEFEND YOUR DOMAIN

s Set Up the teachingl lalrfor the undergraduater security education

s Participated in Eirewall Security: Administration course: ofiferead: by
Cyperguard

s Developed the teaching materials 1o help the students' understand
the cencept off Eirewalls

a Have the hands on experience en setting up: the
networks and configuiing the firewalls te
Implement the vamnous Security’ pelicies

s Previde an simulated wide area netwerking
envirenment
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Basic; Configuration

192.168.10.1 192.168.20.1 192.168.30.1 192.168.40.1

192.168.10.10 192.168.20.20 192.168.30.30 192.168.40.40

10.0.10.1 10.0.20.1 10.0.30.1 10.0.40.1
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IP addresses

IHoW. 1! finafeut my’ netwerk configuration (Red Hat Linux)

a |P address
/etc/sysconfig/metwork-scripts/ificig-etho
— Ethernet interface configuration
/etc/hosts
~ hestnames Infio
/etc/sysconfig/network
= reuting INfe. Including default:gateway:
s Usefulf commands
ping
netstat —nr
traceroute
nsleokup, dig
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Secure Operating System

Multilevell Security
s There Is no abselute root in the OS
s Depending on yeur level, you will have different privileges
s Diffierent levels
SYS_PRIVATE
SYS PUBLIC
Root
INetwork
a How! to change the: level
/shin/tiadmin newlviiSYS, PRIVATE
oot
newivl netwerk
s Unixware specific OS command optiens
pPS —€efz
IS -alx

|
etworking and Security with Applications | @.
|




Packet Eilternng

Order: ofi packet filtering rules

s [op down: Rules at the tep will lbe applied first even theugh they:
may: conflict With these at the: bettem

x Remember that the default rules at the
poettem

Inserting packet filtering rules

s Shouldn’t use

m [y te Use Specific service names and hest names or IP addresses

a What Iif there are so many. tyjpes ofi Services and computers to
manage?

> LSe
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Eirewalll Block: Diagiam
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Grouping

The symbelic names; allow: a group ofi related: rules; to; loe
collapsed inte ene rule; greatly simpliiying firewall
administratien

Fhis simplification INCreases Securty by reducing human
error

Namesi can e assigned to) P addresses, networks;, and

services. Once names are assigned, there names can e
used i policy: statement (packet filternng rules) te make
the poelicy: more meaning tera human: reader
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Network Address liransiation

Without NAT, each inside computer weuld' be assigned a
real IP'adaress andl every message passing out threugh

the firewallh\weuld' retaimyits reall source 1P address inl the
neader fields

s Anyone tapping the communications channel can discever the real
|P addresses of the: client cemputers and use this infermation te
proke your internal network leeking fier Weakness

m . Use the firewall as tie active interface torlimit 1R
address visihility. One IP'address on the inside Is mappead te one
unigue extermal 1P address that IS different fromi the: firewallfs: 1P
address

m . Allfinternal hoests appear en the outside network as
origimating frem a single IP address. TThe firewallacts as the man in
the middle and' translates all traffic from one P address te anether
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Dynamic/Static NAT

192.168.20.1 192.168.30.1 192.168.40.1

192.168.20.110

192.168.20.20

10.0.20.1

192.168.30.30

10.0.30.1

192.168.40.40

10.0.40.1




Network Address liransiation

What property off ITCP/UDP communication allows NAT te
WOIK?

s [he concepts ofi ports. Ports can be tracked and manipulated by,
the firewall te convert one establishead host 1P address o a
dififerent 1P address with) a new pert numier. Only: the firewall  has
the key to) the port to pert mapping that it uses
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Users and Proxy: (Application: Level Eirewall)

I this |ah, we create a new' user and setup: the
approprate ETP proxy. fier this User

WWe: can alser setup Wel prexy for a particular User
Rememer that prexy. IS Per service hased
Fhat's Why: Prexy/ 1s alser called an applicatien level firewall
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Alerts, Activities, and Archives

fhe tools available te monitor, audit, and send alerts bhased
0N network activity,

Moenitering activity: Is Impoertant so that yeu can detect anad
fespoend to; threats anal critical conaditiens

YU can cenfigure the firewall torrecognize suspicious anad
criticall events and custemize yeur respense. te these
events

By defiault, the systen generates binary logs and saves
them iR the /var/audit/directory

I configured, the auditiegd process will preduce: the ASCII
10gs firem the binaRy anel save: them, i the /var/audit_10gs
directony
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Alerts, Activities, and Archives

Kernel

(Netguard)

500 everjt tyoas

/var/adm/syslog

Binary audit log
/var/audit

Archive Process via FTP
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