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Message Authentication

Recall why:we iave: used message authentication

1 Vessage authentication: a procedure to verfy that
feceIvead messages come: firomi the alleged source anae
aVve noet een altered.

m Protects twoe parties Who exchianges, firom any. third
Party-
a [rust between tWwe communicating parties




Message Authentication
using MAC (I\/Iessage Authentication Coede)

«+— Source A +— Destination B——»

M

Compare

!

(a) Message authentication

Compare

Egl M 11 Cye (M)

(b) Message authentication and confidentiality: authentication tied to plaintext

Ex,[M]

.9 Compare K2
K, +

Cr,|Ex(M)]
(¢) Message authentication and confidentiality: authentication tied to ciphertext




Wiy, Digitall Signature?

What'is the difference hetween message avthentication
andl digitalf signature?

n Viessage authentication does not pretect two: parties
against each ether.

x Wihat 1. there 1s ne complete trust between sender and
[ECEIVEN?

(Bol sendsi anrauthenticated message to Alice)

a Alicermay ferge a message and clain that It came: firom
Be1 By SIMpPly. creating a Message and append an
authenticatien cede using| the key: Bel and Alice share.

x Boebi can deny sending the message Since It's possible
for Alice to forge a message.

S —————— )
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Digital’ Signature

Digital signatures previde the: anility: to:

5 Veriy auhor, date & time: of signature

s authenticate message contents

m e verified by third parties; te reselve: disputes

IHence, Include’ authentication function wWith additional
capanilities




Digital Signature: Properties

Must depend en the message: signed

MUst use Information URIgUe: te Sender
s o prevent both fergery and denial

Must e relatively easy: ter produce
Must e relatively easy to recognize: & Verty.

Be computationally infeasikle te fierge
s With new: message for existing digital signature
x With firaudulent digitall signature for given; message

Be practical save digital signature in storage

Mest of digital signaturer approaches can ke classified
At tWe' cCategoeries
= Direct vs. Arbitrated




Direct Digital Signatures

Assumed receiver has sender’s public-key:

Digital signature: made: by Sender signing entire: message ol hash with
private-key

Compare

/
Exr [HOM)]




Direct Digital Signatures

can be provided! by further encrypting| Using| receivers
public-key’ or a shared secret key.

Important that sign first then encrypt message & signature

Exu, |Ekr (M)]

I iﬁ-ﬂul Hi A 1) ]




Direct Digitall Signatures

Problems andiweakness ofi direct digital signatures
s Securty depends on the sender’s, private key

~ could e lost andl even the sender may deny sending the
Message claiming that the: private key was stelen

s Some private keys can be actually stelen and the opponent can
replay’ thermessage at later tinme

~Joohan Lee




Arpltrated Digital Signatures

Try to Impreve the weaknesses of direct digitall signatures

Invelves use: off an
s Every signedi message fromthe sender fiist gees to the arbiter

a [he arbiter validates the signed message
a [hen, the arbiter dates and sends It to the recipient

Reguires suitanie level off trust 1 arbiter

Can be Implemented wWith! elther prvate: er public-key.
algerthms
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Arpltrated Digital Signatures

(a) Conventional Encryption, Arbiter Sees Message

Arbiter sees the message
s Any eavesdrepper can see the message

Y. cannoet directly: check the signature: of X

I the future disputes hetween X and Y, Y canl present the
signature receved firom: the arpiter

X andl Y trust ATsuchi that A never releases| the: Secrecy. of
Ky and A,

Joohan Lee

Em



Arpltrated Digital Signatures

(b) Conventional Encryption, Arbiter Does Not See Message

()X = A:IDy 1By [M]IE 1Dy IH(Eg [M])

ArIter cannoet see the message
s Provide confidentiality’ by using secret key /, letween X andiY

he rest Is the same as the: previeus; approach

Proklems
s [he arbiter could deny a signed message in alliance with' the sender

s The arbiter couldl forge the sender's signature 1n alliance with' the
receiver




Arpltrated Digital Signatures

(¢) Public-Key Encryption, Arbiter Does Not See Message

(1) X = A: IDy I|Egg [ IDy 1 Egy (Egg [M])|| signature

(2)A—=Y:|E KR, IDy WE gy -.-[E"‘"R-r [”]] -

X double encrypts a message MwithiX's prvate key, AU,,
and Y's publicikey, AU,

Could solve the previeus; preblems

Joohan Lee Vi1




Authentication Protoceols

Used te convince: parties, ofi each others: identity, and te
exchiange session keys

May: e one-Way: or muttal
Key ISSUes, are

i — 10 protect session keys and! te prevent
masguerade

o — 10 prevent replay: attacks




Vpes ofi Replay: Attacks

Where: a valid signedl message! Is| copiedl andl later resent

" Joohan Lee

Replay a timstamped messages within the validl time window

The onginal message Is suppressed and only the replay.
message arrves at the destination

Reply back te the sender

Possihle i symmetric encryption! is used and the sender cannot
easily recegnize the difference between the sent message and
the recelved message

&=



Counter Replay Attacks

Countermeasures include
|
Keep track of the last seguence number
Asseclated overhead
Generally impractical

Needs synchronized clocks

Accept a message as fresh enly. Iif ther message: contains a
timestamp that IS close enough to A's knewledge: of current time

Using unigue nence (challenge)

Recelver first sends a nonce to the sender and requires the
sender to use the correct nonce value (response)

o X
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Using Symmetrc Encryption

AsS discussed previously can Use a twe-level hierarchy: of
Keys

Ustially withr a trusted Key: Distribuition: Center (KDC)

a Each paity’ shares ewn master key with KDC

n KDC generates session keys used! for connections
PEWEENR Parties

n Viaster keys used to distribute these to them
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Needham-Schroeder Protecol

Original third-party: key: distrbuitien: pretocel

Eor session between A B mediated by KDC
protecel overview: Is:

1. A—>KDC: ID, || 1Dg || N,

2. KDC—A: EialKs [| /511 Ny I ExplAsII/D,] ]
3. A>B: E [AS]| 1D0,]

4. B—A: E N

5. A—B: £ [f(NV)]
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Needham-Schroeder Protecol

Used! te securely distribute a new: session key.: fior
communicatiens; Between A & B

BUt IS Vulnerable to a

= [hen message 3 can be resent convineing Bl that Is communicating
Withr A

= [he opponent deesn’t knew: A~ and: A, but simply replaysiit
Modaifications teraddress this reguire:

s fimestamps (Denning &1)

» Using ani extiia nonce (Neuman 93)



Denning's Protecel

Protocol OVEerVIEW: ISk

1. A—>KDC: ID, || 1D;

2. KDC—AL B IKSHI /D | 7| EvrlASI /21T ]
3. A—B: ELAS|| 1D, T]

4. B—A: E [N]

5. A—B: £ (V)]

A and' B cani verify: timeliness by checking

|Clock — 7] < At, + AL
A, & estimated normalldiscrepancy between the KDC's clock and the local clocks
AL 7 expected network delay time




DennIngrs Pretocol

Suppressed replay attacks

s Sabetage or faults in the clocks ofi the synchrenization efi the
clocks

a [fi the sender’s clock Is ahead off the intended recipient’s clock,
then' the message can be Intercepted and replayed laterr as It It's
current

s (Solution) Clocks need resynchronization regularly.




Improved Pretocol

Protecol eVervIEW: IS:

1. A—B: ID, || N,

2. B>KDC: [Dg || Ny, |1 Exu /O, 1] A (1 75 11

3. KDC—AL E /D N [ K [Ty 11 Eg LD Ko [T 111 A
4. A—=B: E [D| | K 1T, 11 Skl Nyl

IHandshaking pretoce!
s Alternative to aveld cleck resynchrenization for suppress-replay: attack

N for handshaking
INeunce N, Is returned: back to A
INounce A, Is also returned back to B
Therefore, they don't need to synchrenize the clock

o X
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USing Public-Key: Encryption

IHave a range oii appreaches; lhased on the: use ofi pulklic:
Key: encrypion

Need ter ensure that both parties have: the correct punklic
keys: for the ether party.

Using| a centrall Authentication Server (AS)
s Provides public key: certificates

\/arious protecols exist Using timestanps or NONCES
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Denning ASI Pretocol

x A and B don't have each ether’s public key.
s AS has, the public keys

DEnNING presented the: fellowing:

1. A—>AS: ID, || 1D;

2. AS—AL Eyp D KU 3 E sl /D51 IKU | 71
8. A=B0 Epe /D IKU N IFE 2o /OB |KU LT |

EKUb[EKRa[ Ks II ]]

Note session key: Is chiesen by A, hence AS need not he
trusted to protect it

prevent replay but require synchrenized clocks
s Look at || In each step: to use the same |, A and B must have the

&=
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One-\Way Authentication

The sender and the: receiver need not be on-line at same
time (eg. email)

Have the E-mail header 1 cleal ser can be delivered 1y
email system

May: want centents of boedy pretected by encryption and
sender authenticated




One Way Authentication :
USing Symmetric Encryption

Can refine use of KDC hut can‘t have final exchange: of
NOMACES: Se) that B deesn't have te) e en-line

1. A>KDC: 1D, || 1D, |] W,
2. KDC—A: Ei [Ks || 105 [ Vo |1 E LASII/D,
3. A>B: B [KS|| /D] |1 Exs[M]

IDOES Not pProtect agalnst replays

s Could rely on timestamp I message, though email
delays make this preblematic

|
“Joohan Lee gl




_JooO|

One Way Authentication :
Public-Key: Appreaches

IHave seen seme: public-key: approaches

It confidentrality’ IS major Cencenm;, caniuse:

A—BL Byl KsT 1 Exs[IM]

m [Has encrypted Session key, encrypted message

[ aluthentication needed use: a digiial signature withra
digital certificate:

A—=B0 M| ExpaIRIM) I Exgas [ TTHID, KU,
= With message, signature, certificate




Digital’ Signature Standard (DSS)

US) Govt appreved signature scheme EIPS 186

Uses the nasih algoritham

Designed By NIST & NSA i early: 90's

DSS IS the:standard, DSA IS the algorthm

Creates a 201 it signature;, but with 512-1024 bit secukity,

Security depends; on: difficulty off computing| discrete
loganrtams

. __________________________________________________________________________________________________________________________________________________|
_Joohan Lee il
I




Mathematical Background

= 4 a prme number
= O aprmitive prime reet ofi g
o ef arloel ape2 ppleiel epennlelelen el pploje) ¢

m SUcECcessive pewers ofi . canlgenerate all the numbers: hetween 7
and! =7 such that o/ moed g, where 7<i=g-i , will'be distinct and
consists of the Integers 7 to g-1.

s For any integer o less than gandia prime reet o of prme number g,
We: can find a unigue expoenent /such that
p)=a/medigwhere i</ <g-1
expoenent / Is the off Liier the base o and mee! g,




DSA Key: Generation

IHave shared gleball public key: values (19,9,9)x
= alarge prime 2-t<p < 2t
where 512 < L < 1024 bits and Isia multiple ofi 64
s choeose g, a 160 bit prime divisor of p-1
2159 = q = 2160
s choose g = h®D/dmed p
where d<h<p-1, h® D74 (med p)>1

Users cheose private & compute public key:

s choeose 0<x<(q

= computey = gX (mod p)

s |t 1s computationally infieasible terdetermine X, Which Is the discrete
logarithm of y to the base g, moed pp

o X




DSA Signature Creation

0 sIgn a message Vi the sender:
5 generates a random; signature key k.,  k<g

x N, kK must be randem,, be' destreyed after use, and
NEever be reused

then computes signature pair:

- = (g<(mod p))(mod o)
s = (k*.SHA(M)+ x.r)(mod Q)
sends signature: (r,s) with message M

. __________________________________________________________________________________________________________________________________________________|
_Joohan Lee il
I
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[DSA Signature: Venfication

IHaving received Vi & signature (r,S)
10 Verliy a signature, recipient computes:
w = s~t(mod q)

ul= (SHAM) -w)(med q)

u2= (r-w)(moed: g)

v = (g .y*=(mod p)) (mod q)

i V=F then signature Is verified

See ook Wel site fior details; off Prooi Wiy




Summany

ave considerea:

s digital signatures

s althentication pretecols (Imutuall & ene-way)
s digital signature standare

Joohan Lee
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