Cryptography(COT 5937) Lecture 12
6/26/01

Solutions to previous contest problems:

1) ((18338400) = (((25)(34)(52)(283)) = (25 – 24)(34 – 33)(52 – 51)(283 – 1)






 = 4872960

2) n = (17)(19), ((n) = (17 – 1)(19 – 1) = 288

    e(2 because gcd(288,2) > 1. Similarly, e(3 and e(4. But, e=5 is a viable solution.

    Now, we need to solve 5d ( 1 (mod 288) for d. Using the extended Euclidean 

    Algorithm or otherwise, we find that d=173 is the corresponding decryption key.

Probabilistic Primality Testing

First we need to introduce the idea of a probabilistic algorithm. What is most strange about this kind of algorithm is that it does not necessarily produce the correct answer to a question. However, within some tolerance (or probability) it will produce a correct response. (ie. ½ of the answers will be correct...)

This does not seem very useful, but we can indeed repeatedly run these algorithms to increase our likelyhood of correctness for certain types of problems. Probabilistic algorithms are typically designed for problems that have no known polynomial time solution. (If you can’t solve the problem exactly in a given amount of time, you might as well try to approximate the solution...)

For our purposes, we will only define a Monte Carlo algorithm, which is one type of probabilistic algorithm:

A Monte-Carlo algorithm can only be made for decision problems. A decision problem is one that always has either a yes or no answer.

A yes-biased Monte-Carlo algorithm is ALWAYS correct when it answers “yes”. However, this type of algorithm may or may not be correct when it answers “no”.

Similarly, a no-biased Monte-Carlo algorithm is ALWAYS correct when it answers “no” and may or may not be correct when it answers “yes”.

We will say that a yes-biased Monte-Carlo algorithm has a error probability of (, if for any instance in which the algorithm should have answered “yes”, the algorithm gives the incorrect answer “no” with at most probability (.

The decision problem COMPOSITES is as follows: Is a given integer n composite?

We will discuss a yes-biased Monte-Carlo algorithm for the decision problem COMPOSITES. The Solovay-Strassen algorithm is slightly more complex than a test we can use simply based on Fermat’s Theorem. First, we will go through that simple test before tackling Solovay-Strassen, which is more reliable, but also more complicated.

If n is prime, then Fermat’s Theorem implies that an-1 ( 1 (mod n), for all values a(Zn*.

It turns out that for composite values of n, this statement is rarely true. (There are a small number of composite values n for which many of the choices of a make the statement true. But, by in large, for a majority of composite values n, there are very few values a that make the statement above true.) Since this is the case, we can create a simple yes-biased Monte-Carlo algorithm for the decision problem COMPOSITES. Here is the algorithm:

1. Pick a random value a( Zn*.

2. Compute b = an-1 mod n.

3. if b = 1, then return NO(for prime)

    else return YES(for composite).

With 100% assurance, we know that if the value computed in step 2 isn’t 1, then n MUST BE composite. Though it’s difficult to prove, this algorithm incorrectly returns that a value n is prime at most ½ of the time, (except for a few rare cases of n).

Now, let us look at some of the definitions we are going to need in order to understand the Solovay-Strassen algorithm:

The Quadratic Residue(QR) problem: This is a decision problem as follows:

QR: For a given prime p and an integer x(Zp*,  is there any value y(Zp*, where p is prime such that x ( y2 (mod p)?

In essence, the question is asking whether or not you can take the square root of a value x modulo p. To be able to take this square root, you have to be able to find a value such that when it is squared, it equals x modulo p.

The Legendre symbol is defined based on quadratic residues modulo prime values:

The Legendre Symbol: 
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 = 1, if a is QR (mod p)





  -1, if a is NOT a QR (mod p)




               0, if p | a.

We can use these Legendre symbols to define a Jacobi symbol for any positive integer n:
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Notice that a Jacobi symbol is just a definition based on the Legendre symbol and does not necessarily deal with quadratic residues or non-residues modulo n.

Now that we have these definitions in place, we can look at the Solovay-Strassen primality testing algorithm:

1. Choose a random integer a, 1 ( a  ( n-1.

2. if 


answer “n is prime”

    else


answer “n is composite”

We know that if n is prime, this algorithm will most definitely answer prime. (This is because the definition of the Legendre symbol is based on quadratic residues.) However, if n is composite, it is unlikely that it will pass the test in step two.

In the next lecture we will look at how to compute Jacobi symbols, and a probability dealing with the certainty we have that a number is prime after it passes the Solovay-Strassen algorithm a certain number of times.
_1055320213.unknown

_1055320322.unknown

_1055320251.unknown

_1055319789.unknown

_1055320192.unknown

