Cryptography(COT 5937) Lecture 13

6/21/01

Last time we summarized RSA encryption. One of the main reasons that RSA works is Euler’s Theorem, which was simply stated in the last lecture. This time, we’ll prove it:

Euler’s Theorem: If gcd(a,n) = 1, then a((n) ( 1 (mod n).

Definition of a reduced residue system modulo n: A set of ((n) numbers r1, r2, r3, ... r((n) such that ri ( rj, for all 1 ( i < j ( ((n) with gcd(ri, n) = 1 for all 1 ( i ( ((n).

Theorem about reduced residue systems: If r1, r2, r3, ... r((n) is a reduced residue system modulo n, and gcd(a,n) = 1, then ar1, ar2, ar3, ... ar((n) is ALSO a reduced residue system modulo n.

Proof: We need to prove two things in order to verify the theorem above:

1) ari ( arj, for all 1 ( i < j ( ((n)

2) gcd(ari, n) = 1 for all 1 ( i ( ((n)

Proof of 1:

Assume to the contrary that there exist distinct integers i and j such that ari ( arj (mod n). We can deduce the following:

ari ( arj (mod n)

(ari - arj) ( 0(mod n).

n | (a(ri – rj))

We know that gcd(a,n) = 1. Thus, based on a theorem proved earlier, it follows that

n | (ri – rj). But, this infers that ri ( rj (mod n). This contradicts our premise that r1, r2, r3, ... r((n) is a reduced residue system modulo n. Thus, we can conclude that ari ( arj, for all 1 ( i < j ( ((n).

Proof of 2: 

Since gcd(a,n)=1 and gcd(ri,n)=1, it follows that n shares no common factors with a or ri. Thus, it shares no common factors with their product and we can conclude that gcd(ari, n) = 1 for all 1 ( i ( ((n).

Now, we will use this theorem to prove Euler’s theorem:

Let r1, r2, r3, ... r((n) be a reduced residue system modulo n, and gcd(a,n)=1. Then we have that ar1, ar2, ar3, ... ar((n) is a reduced residue system modulo n. Since both are reduced residue systems modulo n, we know that the their products are equivalent mod n:
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Thus, we have that n divides this product. But, we know that gcd(ri, n) = 1 for each value of i. Thus the first large product of ((n) terms is relatively prime to n. It follows that n divides the last factor:

n | (a((n) – 1)

a((n) ( 1 (mod n), proving Euler’s Theorem.

Chinese Remainder Theorem:  If we have a set of equations as follows:

x ( a1 (mod m1)

x ( a2 (mod m2)

x ( a3 (mod m3)

...

x ( ar (mod mr), where m1, m2, ... mr are pairwise relatively prime, then

there is an unique solution x modulo m1 x m2 x ...x mr.

Proof:  Let M = m1 x m2 x ...x mr. Consider a function as follows:

ZM ( Zm1 x Zm2 x ... Zmr.

In particular, a value in ZM maps to a r-tuplet of values from the sets Zm1, Zm2, ... Zmr, respectively. For example, consider a situation where M = 30, m1 = 6, and m2 = 5. 17 ( ZM. Since 17 ( 5 (mod 6) and 17 ( 2 (mod 5), our function would work as follows:

f(17) = (5,2)

By this definition, it’s clear we have a function. (f(x) must map to exactly 1 r-tuplet.) Now, in order to prove the Chinese Remainder Theorem, we must show that this function is a bijection. (ie. Given an ordered r-tuplet, there is a unique value in ZM that it maps to.)

We will prove that this function is a bijection by inverting it.

Let Mi = M/mi, for 1 ( i ( r. Thus, we have that gcd(Mi, mi). Since this is the case, we know from the extended Euclidean algorithm that we can find an inverse of Mi modulo mi. In particular, let yi = Mi-1 (mod mi). Now, we have the following:

Miyi ( 1 (mod mi)

Now, let f-1(a1, a2, a3, ... ar) = 
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In essence, the summation on the right hand side of this equation will give us a value mod M. We must show that this value does indeed correspond to the input values a1, a2, a3, ... ar. Let’s verify this:
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  (mod m1)


      ( a1M1y1 (mod m1), reason given below


      ( a1(1) (mod m1), since Mi and yi are inverses mod mi.

                  ( a1 (mod m1), as desired.

In order to justify the second step, notice that m1 | Mi for 2 ( i ( r, because of how Mi is defined. This, using mod rules, each term in the summation drops out except for the first. We can use the derivation above to show in general that
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Finally, in order to argue that the function is a bijection, and hence the CRT follows, notice that |ZM| = | Zm1 x Zm2 x ... Zmr|.

Here are a few other useful (with respect to RSA encryption and other public key systems) mathematical facts:

Zn* is simply shorthand representation of a reduced residue system modulo n.

If a group has order n, that means that gn = identity element of the group for all members of the group, g.

The order of a particular element g in a group is the minimum value n such that gn = identity. It is certainly not necessary for the other of a particular element in a group to equal the order of a group. However, we do know that the order of a particular element in a group will always divide the order of the group.

Since we have that a((n) ( 1 (mod n) for all values of a ( Zn*, we have that Zn* forms a group with an order of ((n).

A group is cyclic if there exists an element in the group that has the same order of the group.

If p is prime, then Zp* is cyclic. (This is given without proof.) Thus, there exists an element ( such that the order of ( is p-1, the order of Zp*. Such an element is called a primitive element.
For all primitive elements (, we have the following:

Zp* = {(i: 0 ( i ( p-2}

In essence, when we compute successive exponents of (, we will continue getting different values until we reach (p-1 which is the same as (0 (mod p). This ensures that we can generate Zp* by listing successive powers of (.

It turns out that if p is prime, and ( is a primitive element modulo p we can always find a value i such that ( = (i for all ( ( Zp*. It turns out that the order of ( is the following:

(p –1)/gcd(p-1,i).

You will be asked to prove this in your homework assignment. This result infers that the number of primitive elements modulo p is ((p-1).

Contest Questions:

1) Find ((18338400).

2)In an RSA implementation, p=17, q=19, so n=323. Find valid encryption and decryption keys e and d such that e is minimum.
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