Cryptography Lecture 6/19/01 Overview

Public Key cryptography: The basic idea is to do away with the necessity of a secure key exchange, which is necessary for all private key encryption schemes. The idea is as follows:

1) Bob creates two keys, a public key, E and a private key D.

2) Bob posts the public key in a location that anyone can access.

The important thing here is that the knowledge of E does not compromise the value of D in any way shape or form.

3) Now, anyone who wants to send a message to Bob encrypts it using the public key E.

4) Bob can now read the message using his private key D. However, since the value of E gives no information as to the value to D, all others can not read the message.

The idea seems easy enough, but the difficulty is in finding some mathematical function to use in this scheme such that the knowledge of E does not compromise the secrecy of D. Clearly in all the other schemes we have seen, knowledge of the encrypting key all but completely gives away the decrypting key. 

RSA is such a scheme. In the next lecture, we will look how it works and its development. For now, we need to go over some mathematical basics:

First, let’s define the Euler ((phi) function:

((n) = the number of integers in the set {1, 2, ..., n-1} that are relatively prime to n.

((p) = p –1 , for all prime numbers

((pq) = (p-1)(q-1), where p and q are distinct primes. Here is a derivation of that result:

We want to count all values in the set {1, 2, 3, ..., pq –1} that are relatively prime to pq.
Instead, we could count all value in the set NOT relatively prime to pq. We can list these values:

p, 2p, 3p, ... , (q-1)p

q, 2q, 3q, ... (p-1)q

Note that each of these values are distinct. To notice this, see that no number of the first row is divisible by q and no number on the second row is divisible by p. This ensures that there are no repeats on both rows. since p and q are relatively prime, in order for q to be a factor of a number on the first row, it would have to divide evenly into either 1, 2, 3, ... q-1. But clearly, it does not. The same argument will show that none of the values on the second row are divisible by p.

Finally, we can count the number of values on this list. It’s (q-1) + (p-1) = p + q – 2.

Now, in order to find ((pq), we must subtract this value from pq –1 . So, we find:

((pq) = (pq – 1) – (p + q – 2) = pq – p – q +1 = (p – 1)(q – 1).

It also turns out that ((mn) = ((m)((n), when m and n are relatively prime. This will be left as an exercise for you to prove.

Now, we will look and prove the general formula for ((n) given n’s prime factorization.

Let n = 
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Then, we have that ((n) = 
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With a little bit of algebra, we can rewrite this as ((n) = n
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There are several ways to prove this. Here is one method:

We can use induction on r, the number of distinct prime factors of n.

Base case r =1. n = pe. The integers in the range [1, pe – 1] that are  NOT relatively prime to n are p, 2p, 3p, ..., pe  - p. There are pe-1 – 1 of these. Thus, we find that 

((n) = (pe – 1) – (pe-1 – 1) = pe – pe-1, proving the base case.

Inductive hypothesis: Assume for an arbitrary value of r=k where 

n = 
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Now, under this hypothesis, we must prove for r = k+1 the following:

for n’ = 
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((n’) = ((n*
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In order to calculate this value, we could try to count the number of values in the set Zn’ = {1, 2, ... , n’ –1 } that are NOT relatively prime to n’. We could simplify this matter b counting the number of values in that set that are NOT relatively prime to n, and not relatively prime to pk+1.

1) # of values in Zn’ NOT relatively prime to n: (n - ((n)) *
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2) # of values in Zn’ NOT relatively prime to pk+1: n*
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The problem with subtracting the sum of these two from n’ is that some values may occur on BOTH lists above. Thus, we must subtract out the intersection of the two sets above. (Essentially, we must use the inclusion exclusion principle...)

 3) # of values in Zn’ NOT relatively prime to pk+1 

AND not relatively prime to n: (n - ((n)) *
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Before I go on with the calculation of ((n’), I need to justify each of the three values written above. 

The justification for 2 is that one out of every pk+1 values in the range is divisible by pk+1. 

The reasoning behind the other two results is slightly more difficult to see. Imagine writing out the numbers 1, 2, 3, ... n’ in a grid as follows:

1
2 
3
...
n

n+1
n+2 
n+3

2n

2n+1
2n+2
2n+3

3n

.

.

.

n’-n+1
n’-n+2


n’

The grid contains 

Now, here is the key observation: a value on the first ROW is relatively prime to n if and only if the rest of the values in the corresponding COLUMN are relatively prime to n. Thus, if 3 and n are relatively prime, then n+3, 2n+3, etc. are all also relatively prime to n. If however, 3 and n share a common factor, then n+3, 2n+3, etc. all also share that common factor with n. The proof of this fact is left to you.

Now, if we want to count the number of values in the grid above relatively prime to n, all we have to do is multiply are n - ((n) by the number of rows, which is

To arrive at the result for 3, notice that we may only consider values on the grid above that are divisible by pk+1. These are pk+1, 2 pk+1, ... n’. Of these values, we need to only consider those that are NOT relatively prime to n. Since gcd(n, pk+1) = 1, we can factor out pk+1 from each term in the list above and consider which of those values is not relatively prime to n. Doing so yields the list 1, 2, 3, 4, ... n’/ pk+1. We can also arrange these values in a grid like before:

1

2 

3
...
n

n+1

n+2 

n+3

2n

2n+1

2n+2

2n+3

3n

.

.

.

n’/pk+1-n+1
n/pk+1’-n+2


n’/ pk+1

Using the same logic as before, we can argue that the number of values on this grid not relatively prime to n is (n - ((n)) *
 EMBED Equation.3  


. (n - ((n) is the number of values on each row not relatively prime to n, and 

Now, finally, we can calculate ((n’).

((n’) 
= n’ – [(n - ((n)) *
 EMBED Equation.3  


 + n*
 EMBED Equation.3  


 -  (n - ((n)) *
 EMBED Equation.3  


]


= n’ – n*


= n’ – n’ + ((n)* 


= ((n)*[
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[image: image12.wmf]Õ

=

-

-

k

i

e

i

e

i

i

i

p

p

1

1

)

(

)(


= 
[image: image13.wmf]Õ

+

=

-

-

1

1

1

)

(

k

i

e

i

e

i

i

i

p

p

, proving the assertion.

Now, let’s look at a quick overview of RSA, which makes use of the ( function.

Before we take a look, let me just state Euler’s Theorem:

if gcd(a,n)=1, then a((n) ( 1 (mod n).

This theorem is the crux of how RSA works. Here is the overview:

1) Pick large primes p and q.

2) Compute n=pq and ((n)=(p-1)(q-1)

3) Pick a value e such that gcd(e, ((n)) = 1. (Note that this is fairly easy to do by randomly picking values e and testing them with Euclid’s algorithm until you find one that works.)

4) Compute d such that ed ( 1 (mod ((n)). You are guaranteed to be able to do this by the extended Euclidean algorithm.

5) Public keys : e, n

    Private key : d, (n is also necessary for decryption, but is clearly public...)

    Encryption function : En,e(x) = xe (mod n)

    Decryption function : Dn,d(y) = yd (mod n)

Now, we must verify that this is a valid encryption scheme:

Dn,d(En,e(x)) = Dn,d(xe) = (xe)d (mod n) = xed (mod n)

Now we will invoke the given information about the product ed:

ed ( 1 (mod ((n)), thus, we can find an integer k such that ed = k((n) + 1.

Now we have the following:

xed (mod n) = xk((n) + 1 (mod n)


       = xk((n)x1 (mod n)


       = (x((n))kx (mod n)


       = (1)kx (mod n), invoking Euler’s formula.


       = x (mod n), proving that the encryption scheme is valid, assuming that




    the gcd(x,n) = 1.

Since you are picking large primes the probability that gcd(x,n) =1 is quite high. (If you pick 20 digit primes for both p and q, the probability is roughly 1 – 10-20 that gcd(x,n) = 1.
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