Solution – Assignment 9
7.3
a.
A sends a connection request to B, with an event marker or nonce (Na) encrypted with the key that A shares with the KDC.  If B is prepared to accept the connection, it sends a request to the KDC for a session key, including A's encrypted nonce plus a nonce generated by B (Nb) and encrypted with the key that B shares with the KDC. The KDC returns two encrypted blocks to B. One block is intended for B and includes the session key, A's identifier, and B's nonce. A similar block is prepared for A and passed from the KDC to B and then to A. A and B have now securely obtained the session key and, because of the nonces, are assured that the other is authentic.


b.
The proposed scheme appears to provide the same degree of security as that of Figure 7.9. One advantage of the proposed scheme is that the, in the event that B rejects a connection, the overhead of an interaction with the KDC is avoided.

7.4
i)
Sending to the server the source name A, the destination name Z (his own), and 
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, as if A wanted to send him the same message encrypted under the same key R as A did it with B


ii)
The server will respond by sending 
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 to A and Z will intercept that


iii)
because Z knows his key Kz, he can decrypt 
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, thus getting his hands on R that can be used to decrypt ER[M] and obtain M.

10.1
a.
YA = 75 mod 71= 51


b.
YB = 712 mod 71= 4


c.
K = 45 mod 71= 30

10.2
a.
(11) = 10. 210 = 1024 = 1 mod 11. If you check 2n for n < 10, you will find that none of the values is 1 mod 11.


b.
6, because 26 mod 11 = 9


c.
K = 36 mod 11= 3

10.4
From Figure 10.7, we have, for private key XB, B's public key is 

.


1.
User B computes 

.



But 




So step 1 enables user B to recover K.


2.
Next, user B computes 

, which is the desired plaintext.

10.5
a.
(49, 57)


b.
C2 = 29

_956773342.unknown

_956773365.unknown

_952586091

_956773297.unknown

_952586088

_952586089

_952586086

