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Hw7, Q1. Two main components of a cryptosystem are key and cipher (algorithm).  What are the two main reasons of having a key in addition to a cipher?  Conceptually, why is it OK to disclose the cipher to anyone (both good and bad guys)?

Answer: Reason (Having a key in addition to an algorithm):

1) Difficult to keep devising new algorithms (ciphers) that will allow reversible scrambling of information.

2) Difficult to quickly explain a newly devised cipher to the person with whom you’d like to start communicating securely

With a good cryptographic scheme, it is perfectly OK to have everyone, including the bad guys, know the code because knowledge of the cipher without the key does not help unmask the information.

Hw7, Q2. What is the problem with implementing the symmetric cryptosystem?  Why is the asymmetric cryptosystem better in this aspect?

Answer: Symmetric cryptosystem has the key distribution problem: How do you transport the secret key from the sender to the recipient securely and in a tamperproof fashion? If you could send the secret key securely, then, in theory, you wouldn't need the symmetric cryptosystem in the first place -- because you would simply use that secure channel to send your message!  Also it needs a lot of keys, one for each pair of persons communicating with each other.

Asymmetric cryptosystem solves this problem because it uses one key (the public key) to encrypt a message and a different key (the private key) to decrypt it.  The keys (can be both public and private, or just private) have already been sent to the designated users prior to the transmission of message.  Multiple users can have the same private key, but only the user who has the private key can read the message that is encrypted by the corresponding public key that is widely published.

Hw7, Q3. What is a firewall?  List 4 different types of things a firewall can control access over.

Answer: A firewall filters the data coming through the Internet connection into your computer or network of computers. If an incoming packet is flagged by the filters, it is not allowed through.

A firewall can control access over: IP address and domain name access, Port access, Protocol access, Specific text censorship or blocking.

Hw7, Q5. Given the following schemas and relations: 
Schemas:

  

SUPPLIERS(supplier-id, name, city, yearly-sales)



PARTS(part-id, name, color, weight, cost)



JOBS(job-id, name, #-of-workers, completion-date)



SHIPMENTS(supplier-id, part-id, job-id, qty, date-ordered, date-delivered)

Relations:



S(SUPPLIERS), P(PARTS), J(JOBS), SPJ(SHIPMENTS)

Produce a SQL expression to solve the query listed below:
For every supplier who delivered a part on August 2nd, list the supplier name and city as well as the part id number.

Answer:  SELECT S.name, S.city, SPJ.part-id

FROM S, SPJ

WHERE S.supplier-id = SPJ.supplier-id AND SPJ.date-delivered = ‘August 2’;


Hw8, Q1. Construct a (minimum-variance) Huffman code and compute the corresponding entropy value given the following probability distribution of characters ‘A’ through ‘F’ in the alphabet:

p(‘A’) = 0.15

p(‘B’) = 0.15

p(‘C’) = 0.05

p(‘D’) = 0.05

p(‘E’) = 0.10

p(‘F’) = 0.50






The entropy value for the above probability distribution is 

  ((0.15 lg0.15 + 0.15 lg0.15 + 0.05 lg0.05 + 0.05 lg0.05 + 0.1 lg0.1 + 0.5 lg0.5) = 2.0854752

Hw8, Q2. Compute the dissimilarity values of the following two vectors A and B using both the Euclidean and Manhattan formulas:

A = <0, 1, 0.5, 0.3, 1> and B = <1, 0, 0.5, 0.2, 0>.

Answer: The Euclidean distance between A and B = ||A ( B||2 = 
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The Manhattan distance between A and B = ||A ( B||( = |0 – 1| + |1 – 0| +|0.5 – 0.5| +|0.3 – 0.2| +|1 – 0| = 3.1.

Hw8, Q4. Convert the following SAT instance involving Boolean variables A through F into an instance of a 3-SAT problem:

((F) ( (A ( (B) ( (C ( (D ( (E) ( ((A ( B ( (C ( D) ( ((B ( C ( (D ( E ( F)

Answer: Introduce additional Boolean variable X1, X2, … X6, and convert each of those OR-expressions involving less than or greater than 3 literals into 3-literal OR-expressions:

  ((F) becomes: ((F ( X1 ( X2) ( ((F ( X1 ( (X2) ( ((F ( (X1 ( X2) ( ((F ( (X1 ( (X2)

  (A ( (B) becomes: (A ( (B ( X3) ( (A ( (B ( (X3)

  ((A ( B ( (C ( D) becomes: ((A ( B ( X4) ( ((X4 ( (C ( D)

  ((B ( C ( (D ( E ( F) becomes:  ((B ( C ( X5) ( ((X5 ( X6 ( (D) ( ((X6( E ( F)

Hw9, Q1. What are the main differences between computer (digital) evidence and other types of evidences related to crimes?

Answer:
· can change from moment to moment within a computer and along a transmission line

· can be easily altered without trace

· can be changed during evidence collection

Hw9, Q2. (b) Do the following convolution and show the results:

3 4 2 5 3

0 2 2 2 1        -1 -1 -1

1 2 2 2 1   *   -1 -1 -1

3 2 2 2 1        -1 -1 -1

8 4 0 1 2

Answer:    -18  -23  -20

                  -16  -18  -15

                  -24  -17  -13

Hw9, Q3. How to make a perceptron functional?

Answer: We do so by training the perceptron.  A given set of inputs is sent through the network, and the results are being compared with the target outputs.  If there is a difference between the actual and target outputs, the weight are adjusted on the adaptive layer to produce a set of outputs closer to the target values.

Hw9, Q5. Give the two important differences between TCP and IP.

Answer: IP is a connectionless best-effort protocol while TCP is a connection oriented reliable protocol.

Hw10, Q1. Name one NP-complete problem that has been solved by the first DNA computer.

Answer: Hamiltonian Path problem.

Hw10, Q2. What does it mean to unify the query married( john, X ) with the rule married( john, marsha)? 
Answer:  Set the variable X to marsha so that the query matches the rule.

Hw10, Q3. Explain briefly temporal masking and simultaneous masking
Answer: Temporal Masking: When a loud sound is heard, a soft sound will not be perceived immediately after it.  

Simultaneous Masking:  A softer sound that is similar to a louder sound will be difficult to hear. OR As two simultaneous tones become more dissimilar, they become recognizable as separate entities.

Hw10, Q5. What is OpenGL and what is it used for?

Answer: OpenGL is an Application Programming Interface (API) and it is used to enhance Graphics on today’s modern PC systems. It lends a hand in creation, modification, and display of Graphics on almost every Platform of OS used today.

Hw10, Q7. Show 2 iterations of the Manderbrot set computation using the iterative formula:

 
z(t + 1) = z(t) * z(t) + c, with z(0) = 0 and c = 1 + i; 

that is, compute z(1) and z(2) using the formula, and write your answers in the standard form a + bi for complex numbers.  

Answer: z(1) = z(0) * z(0) + c = 0 + 1 + i =1 + i

z(2) = z(1) * z(1) + c = (1 + i)2 + 1 + i = 1 + 2i + (–1) + 1 + i = 1 + 3i.

0





The Huffman Tree with codes: 


A: 100    B: 101  C: 1100  	     D: 1101  E: 111   F: 0
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