
1

32 - 1Exokernel: An OS Architecture For 
Application-Level Resource Management

Exokernel
− An OS Architecture for 

Application-Level Resource Managment

Shufang Wu
shufang.wu@ieee.org

Thursday, March 10, 2005

32 - 2Exokernel: An OS Architecture For 
Application-Level Resource Management

Agenda
• Paper Description (1 Slide)
• What is the Observed Problem? (1 Slide)
• What is the Proposed Solution? (10 Slides)
• How is the Solution? (15 Slides)
• What We Learned (1 Slide)
• References
• Q & A



2

32 - 3Exokernel: An OS Architecture For 
Application-Level Resource Management

Paper Description

• Pages: 16 (including 2 pages of references)
• Two-columns
• Main text:

– Font size: 9

Too much! I have to choose some.
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Problem

Applications

Abstractions Interface
implement define

Physical Resources

Traditional Operating Systemsfixed

Limit
applications:
.Performance↓
.Complexity↑
.Functionality

More Control Wanted!
Benefit 
Greatly
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Solution

Applications

Higher Level Abstractions

Low Level Interface exokernel

Physical Resources

Proposed Operating System Architecture

library OS

Application Level Resource Management
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Solution – Exokernel

• Applications Know Better Than OS
• A Simple, Thin veneer:

– Multiplex and export physical resources 
securely through a set of primitives

• Library OS:
– Simpler and more specialized
– Portability and compatibility
– Simplified by modular design
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Solution – Design (1133)

• One Goal
– Give applications more freedom in managing

• One Way
– Separate protection from management

• Three Tasks
– Track ownership
– Ensure protection
– Revoke access

• Three Techniques
– Secure binding
– Visible revocation
– Abort protocol
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Solution – Design Principles
• Securely expose hardware

– The central tenet of the architecture
– All privileged instructions, hardware DMA capabilities, and 

machine resources

• Expose allocation
– Allow to request specific physical resources

• Expose Names
– Remove a level of indirection: Translation

• Expose Revocation
– Allow to relinquish
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Solution – Design Policy
• Exokernel Hands over

– Resource policy decisions to 
applications/library OS

• Exokernal must include policy to
– Arbitrate between competing 

applications/library OS
– At this point, no different from traditional 

kernels
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Solution – Secure Bindings
• Is A Protection Mechanism 

– decouple authorization from the use
• Can Improve Performance

– Protection checks expressed in simple ops
– Perform authorization only at bind time

• Primitives can be implemented in h/w or s/w
– Hardware mechanisms
– Software caching
– Downloading application code
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Secure Bindings – Examples
• Multiplexing Physical Memory 

– Using self-authenticating capability and address 
translation hardware

– To ensure protection: guards access by requiring 
to present the capability

– To break: change capability and free resource
• Multiplexing the Network

– A software support is provided by packet filters
– Application code, filters, is downloaded into kernel
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Secure Bindings – Examples
• Application-specific Safe Handlers (ASH) 

– An example of downloading code
– Downloaded into kernel to initiate a message
– Associated with a packet filter
– Runs on package reception
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Solution – Visible Revocation

• Way to Reclaim and Break
• Compared to Invisible Revocation
• Can Guide De-allocation and Have 

Knowledge
• A Requirement of Physical Naming
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Solution – Abort Protocol

• Exokernel Takes Back Resources 
“By Force”

• Break All Bindings and Inform
• Repossession Vector

–Record the forced loss of resource
• Repossession Exception
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How’s the Solution? (15 – 1)

• Prototype
– Aegis (exokernel), and ExOS (library OS)

• Aegis
– CPU, MEM, Exception, TLB, Interrupt, NI

• ExOS
– Process, VM, User-level exceptions, 

Interprocess abstractions, Network protocols
– Extensibility
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How’s the Solution? (15 – 2)
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How’s the Solution? (15 – 3)

• Test Four Hypotheses
– Exokernel can be very efficient
– Low-level, secure multiplexing of hardware 

resources can be implemented efficiently
– Traditional OS abstractions can be 

implemented efficiently at application level
– Applications can create special-purpose 

implementation of these abstractions
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How’s the Solution? (15 – 4)

Aegis:
As an 

Exokernel
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How’s the Solution? (15 – 5)

Aegis: Base Costs
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How’s the Solution? (15 – 6)

Aegis: Exceptions
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How’s the Solution? (15 – 7)

Aegis: providing protected control transfer as 
substrate for efficient IPC implementation

L3: the fastest published result.
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How’s the Solution? (15 – 8)

Aegis: using Dynamic Packet Filter

MPF: a widely used packet filter engine.

PATHFINDER: fastest packet filter engine.
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How’s the Solution? (15 – 9)

Conclusion for Aegis

An exokernel
can

be implemented 
efficiently!
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How’s the Solution? (15 – 10)

ExOS: 
Manage OS abstractions 

at application level
Focus on:

–IPC Abstractions
–Application-level Virtual Memory
–Remote Communication
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How’s the Solution? (15 – 11)

ExOS: IPC Abstractions
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How’s the Solution? (15 – 12)

ExOS: Virtual Memory 
measured by matrix multiplication
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How’s the Solution? (15 – 13)

ExOS: Virtual Memory On Seven 
Experiments of Particular Interest

Table 10: Time to perform virtual memory operations on ExOS and Ultrix; times 
are in microseconds. The times for appel1 and appel2 are per page.
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How’s the Solution? (15 – 14)

ExOS: Remote Communication

FRPC: fastest RPC on comparable hardware.
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How’s the Solution? (15 – 15)

ExOS: No Conclusion in Paper☺

Based on the results of these 
experiments, we conclude that:

The exokernel architecture is a viable
structure for high-performance, 
extensible operating systems.
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What We Learned?

exokernel

library OS

Applications

Higher Level Abstractions

Low Level Interface

Physical Resources

Application Level Resource Management

Three Techniques: Secure binding, Visible 
revocation, and Abort protocol
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