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Software Interrupts
Chapter 13



Software Interrupts

Method to interrupt user mode operation
by other processes or due to error

Software Interrupt — Signal

20 software interrupts in UNIX

O Is no interrupt

u.u_signal[n] specifies action on interrupt n



u.u_signal[n]

e Structure u lies in user.h

 Itis the per process data area which Is
swapped out along with process

e Always contains data for the currently
running process




u.u_signal[n]

e Operation to be performed on signal

u-signal[n]

when interrupt #n occurs

Zero

odd non-zero

evell Nnon-zero

the process will terminate itself;
the software interrupt is ignored;

the value is taken as the address
in user space of a procedure which
which should be executed
forthwith.



SIGKIL

e N=9
* Distinguished from other interrupts and
process always terminates on SIGKIL

e Supposed to remain ‘0’ until the end of
process




User Setup

e User can set up the action to be taken for
any signal using the ‘signal()’ system call.

signal(2,1) // sets u_signal[2]=1;
(meaning it will be ignored due to odd number)
o U_signal[SIGKIL] cannot be modified



Causing Interrupt

e Set “p _sIg” In process “proc” entry to
Interrupt number;

— For example: p->p_sig=SIGINT;

e Since only one p_sig is provided, only one
and most recent signal can be maintained.



Handling Interrupt

 The interrupt is always handled when the
target process becomes active

— Interrupts must wait till process becomes
active

 If user-mode action is to be performed, the
user mode stack Is used



Tracing

 Tracing Is implemented using software
Interrupts.

- SIGTRC

« Parent can monitor the progress of a child
process



Implementation

« Specify signal action:
— ssig() — Specify action for signal
e Send signal:
— kill() — Send signal to some process
« Other functions:
— psignal() — Send signal to a process
— signal() — Send signal to all processes from a terminal
— issig() — To check if there is an outstanding interrupt
— psig() — To implement action when issig returns true
— core() — When core dump is indicated for a terminating process
— grow() — To grow stack size when needed
— exit() — Terminates the currently active process
— ptrace() — Implements ptrace system call
— stop() — To stop a process for debugging
— procxmt() — Child carries out certain operations for parent when stopped



Code



ssig()

3614 ssig()

3615 {

3616 register a;

3617

3618 a = u.u argl[0];

3619 e el B e
3620 u.u error = EINVAL;
3621 return;

3622 K

3623 u.u ar0[RO] = u.u signalfal;:
3624 u.u siornalial - 0.0 Aralll:
3625 if (u.u procp->p sig == a)
3626 u.u procp->p sig = 0;

3627 }



kill()

3630 kill()

3631 {

3632 register struct proc *p, *q;

3633 register a;

3634 int £;

3635

3636 £ =0;

3637 a = u.u ar0[RO];

3638 d = u.u procp:

3639 for(p = &proc[0]; p < &proc[NPROC]; p++) {
3640 if(p == q)

3641 continue;

3642 if(a Il= 0 & p->p pid != a)

3643 continue;

3644 if(a==0&&(p->p ttyp!=g->p ttyp||p<=&proc(1]))
3645 continue;

3646 if(u.u uid I= 0 && u.u uid != p->p uid)
3647 continue;

3648 E+4;

3649 peignal(p, u.u arg[0]);

3650 }

3651 1f(f == 0)

3652 u.u error = ESRCH;

3653 }

A S S S S S e e * /



psignal()

3963 psignal(p, sig)
3964 int *p;

3965 {
3966
3967
3968
3969
3970
3971
3972
3973
3974
3975
3976
3977 }

register *rp;

if(sig >= NSIG)
return;
re = Pi
if(rp->p _sig != STIGKIL)
rb-=p 8lg - s8lg:
if (rp->p stat > PUSER)
rp->p stat = PUSER;
if (rp->p stat == SWAIT)
setrun (rp) ;




1SSIg()

3991 issig()

3992 {

3993 register n;

3994 register struct proc *p;

3995

3996 P = Uu.u procp;

3997 if(n = p->p sig) {

3998 if (p->p £lag&STRC) {

3999 stop () ;

4000 if ((n = p->p sig)
4001 return(0) ;

4002 1
4003 1Ir 0 ol nfed)
4004 return (n) ;

= 0)

4005 }

4006 return(0) ;

4007 }

4008 /* - e e e mmem oo * /



psig ()

4043 psig()

4044 {
4045
4046
4047
4048
4049
4050
4051
4052
4053
4054
4055
4056
4057
4058
4059
4060
4061
4062
4063
4064
4065
4066
4067
4068
4069
4070
4071
4072
4073
4074
4075
4076
4077
4078
4079
4080
4081 }

register n, p;
register *rp;

TP = u.u procp;
n = rp->p_sig;

ro->p gsig = 0
L T

if ((p=u.u signallnl) != 0) {
u.u error = 0;

if(n l= SIGINS && n [= SIGTRC)

u.u signalin] = 0;
n = u.u ar0[R6] - 4;
grow(n) ;
suword (n+2, u.u ar0[RPS]);
suword(n, u.u ar0[R7]);
u.u ar0[R&] = n;
u.u ar0[RPS] =& ~TBIT;
u.u_ar0[R7] = p;
return:;

}

switchtmi—=<

case SIGQIT:
case SIGINS:
case SIGTRC:
case SIGIOT:
case SIGEMT:
case SIGFPT:
case SIGBUS:
case SIGSEG:
case SIGSYS:
u.u_argl[0] = n;
if(core())
n =+ 0200;

u.u _argl[0] = (u.u ar0[R01<<8) | n;
exit();




Pipes — Chapter 21

“Pipe.c”



Pipes
o Used for creating Pipes

— Pipe is a FIFO character list
— One group of processes write other read

— Intercommunication



Pipe.c

e Global Variable
— PIPSIZ (4096)

e Functions

— pipe()
— readp()
— writep()

— plock()
— prele()



Structures

INODE — Focus of all file activities — Unique inode for each file

RESY mtruct inode
5660 {
5661 char i flag;
REBZ char i count; /* reference count */
BEE3 int i dew; /* device where inode resides */
REE4d int i number; /* i number, 1l-to-1 with device
REBS addremsa */
REEE int i mode;
REET char i nlink; /* directory entriea */
LEER char i uid; f* owner */
66D char i gid; /* group of cwner */
R&eT0 char i mizel; /* most significant of size */
671 char *i mizel; /* least sig */
EET2 int i addr([8];/* device addresmses constituting file */
5673 int i lastr; /* last logical block read (for
EeT4 read-ahead) */
5675 } inode [NINODE] ;

5678 /* flags */

79 #define ILOCE 01 f* inode is locked =/

680 #tdefine IUPD 02 /* inode has been modified */

681 #define IACC 04 /* inode access time to be updated */

682 #define IMOUNT 010 /* inode is mounted on */

EEEY #define IWANT 020 /* pome process walting on leck */

E684 #define ITEXT 040 /* inede is pure text prototype */




Structure .. File

» One file structure is allocated for each pipe call. It holds read write pointers
associated with each open file/pipe

FREAD
FWRITE
/ FPIPE

5507 struct file
5508 {
509 char f flag;
6510 char f count; /* raference count */f
5511 int f inode; /* pointer to inode structure */
£E512 char *f offeet[2]; /* read/write character peointer */
5613 } file [NFILE];




Structures

0413 atruct user

0414 {

0415 dint u reav[Z]; /* save r5,ré when exchanging atacks */
0416 dint u feav[25]; /* save fp regleters */

0417 /* raav and fsav must be firet in atructurs */
0418 char u segflyg; /* flag for I0; ueer or kernel apace */
0419 char u error; /* return error code */

0420 char u uid; i* effective user id */

0421 char u gid; /* effactive group id */

0422 char u ruid; /* real user id */

0423 char u rgid; /* real group id =/

0424 dint u procp; /* pointer to proc structurs */

0425 char *u basge; /* bage addresa for IO */

p426 char *u count; /* bytes remaining for I0 =/

j427 rchar *u offaet[Z]; /* pffaet in file for IO */
04Z8 dint *u ecdir; /* pointer to inode for current directory */
04289 char u dbuf [DIRSIZ]; /* current pathname component */
0430 char *u dirp; /* current pointer to inode */

04321 astruct { /* current directory entry */
0432 int u ino;

0433 char u_name [DIRSIZ];

0434 } u dent;

0435 dint *u pdir; /* inode of parent directory of dirp */
0436 dint u uieall6]; /* prototype segmentation addressss */
0437 dint u uied[16]; /* prototype segmentation descriptors */
0438 int u ofils [NOFILE]; /* pointeras to file structursa of
0433 open files */

0440 dint u_arg([5]; /* argquments to current system call */
0441 dint u teize; F* text aize (*64) «/

0442 dint u deize; /* data asize (*64) */

0443 dint u =eize; /* stack size (*64) */

0444 dint u _sep; /* flag for I and D ssparaticn */

0445 dint u geav[Z]; /* label variable for quite & interruptes */
0446 int u ssavl[Z]; /* label wvariable for swapping */

0447 int u =ignal [NSIG]; /* dieposition of asignale */
0448 dint u utime; /* thie process user time */

0449 dint u stime; /* thie process system times */




Pipe System Call

Allocate an inode for the root device
Allocate a file table entry

Remember file table entry in ‘r and
allocate another file table entry

Return user file identification in RO and R1

Complete the entries In ‘file’ and ‘inode’
structure.



Pipe - Code

7723 pipal) »  System Call

7724 {

7725 register *ip, *rf, *wi;

7726 int r;

7727 . :
7728 e Wl ean . Allocate an unused ‘inode’ on
7729 if (ip == NULL) ‘rootdeVv’

7730 return;

7731 rf = falloc(); . Allocates a user file descriptor and
7732 if(TE file structure. File descriptor is
7733 copied into user register RO

7734

7735 }

7736 r = u.u arl[RO]; Decrements the reference count
of an ‘inode’ structure

Save the new file descriptor



Allocates a user file descriptor

7737 " and file structure. File descriptor

gggg if{wf == NOLL} { is again copied into user

7740 register RO

7741

7742 return;

7742 } Set pointer to file structure of
read open file to NULL

7744 — Register R1 = Write File Descriptor

7745 Register RO = Read File Descriptor

7746

7747

77448 Make inode pointer of both

7749 structures equal to same inode

7750 ip-»>i count = 2;

7751 ip-=i flag = IACC|IUPD;

77524 ip-»i mode = IALLOC;

7753 }



Function — readp

Two offsets are required:
e For read
 For write (write offset = filesize)

Pass a file pointer to readp - Extract
iInode pointer from the file structure

Lock the pipe

Check if both reader and writer side of
pipe Is active: If not error

Read and unlock the pipe



Readp - Code

» Pass a pointer of file structure from which has

7759 int *fp; a pointer to inode of the pipe
7760 {

7761 regigter *rp, *ip;

7762

7763 rp = fp;:
7764 ip = rp-=>f inode; » Extract inode pointer




Readp — Code .. Cont'd

7765 leoop:

7766 /* Very conservative leocking.

7767 */ _

7768 plock (ip) ; »L_ock the inode

7769 /* If the head (read) has caught up with

7770 * the tail (write), remet both teo 0.

7771 :
1772 [L(zp-st offaet (1) == ip-oi sizeny {—*If Offset becomes equal to size
7773 if (rp->£f offset[1l] != 0) { of the inode than reset

7774 rp->f offset[l] = O;

7778 ip->i sizel = 0;

7776 if (ip-»>i mode&IWRITE) {

7777 ip-»i mode =& ~IWRITE;

7778 wakeup (ip+1) ;

L } s Wake up blocked writer
7780 1

7781

7782 Jf* If there are not both reader and

7783 * writer active, return without

7784 * patigfying read.

7785

7786 prele(ip) ;

7787 if [ip-»>i count < 3)

7788 return; _

7788 ip-»i mode =| IREAD; " Raise the f|ag that |

77590 sleep(ip+2, PPIPE);

7701 ciota 1hony want to read and go to
7792 K

sleep



Readp — Code .. Cont'd

If every thing is fine than read and return:

77585
71796
7797
7758
7799

u.u offset[0] = 0;

u.u offeet[l] = rp->f coffset[1l];
readi (ip)} ;

rp->f cffeset[l] = u.u ocffaset[l];
prele(ip);




Function — writep()

Lock the pipe

Check If both reader and writer side of
pipe Is active: If not error

If pipe Is full wait for reader to consume
characters

Write desired number of bytes




Writep - Code

7905 weicapldpl.. 0| |

TEOE {

7807 raegister *rp, *ip, o;
7808

7809 rp = fp;

TE10 ip = rp->f inode;
TE11 ¢ = u.u count;



Writep - Code

TEB1lZ loop:

TE13 S* If all doma, return.

7814 *

7815 plock (ip) ;

7816

TELT prele(ip) ;

7818 u.u count

TE19 return;

7820

TEZ21 8Fe are no

7822 * write sides of the pipe active,
TRZ23 * return error and signal teoo.
7824

TEZE if{ip-=i count = 2] {

TeZ2E prelelip) ;

Te27 u.u error = EPIPE;

7828 Pnianal[u.q_Prucp, SIGPIPE) :
TEZ29 return;

7830

7831 * Tf the pipe is Eull,

TB32 * wait for reads te delete
7833 * and truncate it.

7834

7835 if (ip->i sizel == PIPSIZ) {
7836 ip->i mode =| IWRITE;
7837 prele(ip) :

Te38 gleap (ip+l, FPIPE) ;
7839 gote loop:

7840

No more bytes to
write - return

Receive the signal
that there are no
more readers

Size reaches
default size — no
more writes can be
done



7844
7845

TE46
7847
7848
7849

Writep - Code

u.u cffeset [0] 0

u.u cffeset [1] ip-»i sizel;

u.u count = minie, PIPSIZ-u.u coffeet[l]);
¢ =- u.u count;

writei (ip);

prele{ip);



Function — plock()

* Locks a pipe before writing or reading

o If already locked:

» Set the want bit
« Sleep

e Otherwise:
« Set the lock flag



7862
7863
7864
7865
7866
7887
TEeER
78609
7870
7871
7872
7873

0151
0152
0153
0154
0155
0156
0157
01te
0159
0180

pleck(ip)
int *ip;

{

Plock - Code

v

register *rp;

o

while (rp->i flag&kILOCK) {

rp->1i flag =| IWANT;
Bleep(rp, PPIPE);

rp->i flag =| ILOCK;

t

/* prierities: do not alter much */

#define
#define
#define
#define
#define
#define
#define

PSWP
PIHOD
PRIEIO
FPPIFE
PWAIT
PSLEF
PUSER

-100
-90
-50
1

40
20
100

Pass pointer of inode that we
want to lock

v

Set the IWANT bit

Give up the processor till a wake
up occurs on ip, at which the
process enters the scheduling
gueue at priority PIPE.



Function — prele()

* Unlocks the pipe after writing or reading

e |f WANT Dbit IS on:
« Wakeup



Prele - Code

7882 prele(ip)
7883 int *ip;

7884 {
7885
7886
7887

TEEE
7889

7890
7891
7892
7893 }

regqister *rp;

rp = ip:;
rp->1 flag =& ~ILOCEK;
if (rp->i flag&IWANT) {
rp->i flag =& ~-IWANT;

wakeup (rp)

Wake up all
processes waiting
on this inode



End



