
COP 4610 Fall 2002
Exam#1
Name:_______KEY______________

5
1.
Apply the even-odd parallel algorithm presented in class for sorting the 6 elements in the following ring of 6 processors.  Show the results of each of the up to 5 passes that it takes to complete this ascending (low to high) sort.
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After Pass 1
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After Pass 5
3
2.
Consider two threads (call them thread1 and thread2), each of which needs exclusive access to common resources. The following is a snippet of code from thread1:
synchronized (obj1) {

// some code

synchronized (obj2) {

// some more code

}

}
Show a snippet of code for thread2 that may lead to a deadlock (deadly embrace) between these two threads.
synchronized (obj2 {

// some code

synchronized (obj1 {

// some more code

}

}
4
3.
How does the Observer design pattern relate to the MVC paradigm? Be explicit, dealing with the needs of all three parts of an MVC architecture.
In MVC, each View must observe changes that occur in the Model in order to keep its presentation of the Model's state up-to-date. Moreover, the Model must observe changes made by the user (via the Controllers, e.g., from button presses or text input).

The Observer pattern supports these needs by allowing observers to be notified of changes experienced by objects they are observing. Thus, the Model (state of some parts of the application) observes changes to the Controller (user input components like buttons). Where appropriate, these changes result in state changes in the Model. The View (the visual presentation of the model's state) observes changes in the model and updates its presentation accordingly.
3
4.
Write UDP, TCP/IP or both, as appropriate, in each of the following

is used for time service
UDP

lost messages are not reported 
UDP

uses ports 
UDP & TCP/IP
is used for http service 
TCP/IP

server "accepts" connections 
TCP/IP
message order is maintained 
TCP/IP


5.
Consider the two relations DIRECTORS and LOCATIONS.

DIRECTORS

	NAME
	BANK

	Arco, M.
	CENTRUST

	Arco, M.
	SUN

	Garcia, R.
	BARNETT

	Jones, A.
	BARNETT

	Sim, R.
	BARNETT

	Smith, M.
	UNION

	Torey, P.
	CENTRUST



LOCATIONS

	BANK
	STATE

	BARNETT
	FL

	BARNETT
	TN

	CENTRUST
	FL

	CENTRUST
	NC

	SUN
	FL

	SUN
	GA




Consider the following query which determines in which states there are banks at which “Arco, M.” is a director.

STATE ( NAME=“Arco, M.” ( DIRECTORS ( LOCATIONS ) )

3

Present the tree associated with this query expression. 

For each of the following expressions, state whether or not it is equivalent to the above.  If equivalent, discuss the advantages and/or disadvantages of this new one relative to our first attempt.  If the new expression is not equivalent, give a short example or discussion of how it gives incorrect answers.
3

STATE ( NAME=“Arco, M.” ( DIRECTORS) ( LOCATIONS ) 

Equivalent and reduces the size (in terms of rows) of one of the tables that participates in the query's join.
3

NAME=“Arco, M.” ( DIRECTORS) ( STATE ( LOCATIONS ) 

Not equivalent because we lose the BANK field which is required for the join, as it is the one common field across DIRECTORS and LOCATIONS. The consequence is that the join fails (or produces an empty table).
3

STATE ( BANK ( NAME=“Arco, M.” ( DIRECTORS) ) ( LOCATIONS ) 

Equivalent and reduces both the number of rows and columns of one of the tables that participates in the query's join. Reducing the number of columns here may not be productive. It definitely would be if there were lots of columns leading to a bulky intermediate table after the join.
5
6.
Assume A and B have private keys that they have shared with a trusted third party C. These keys are SA and SB. Let the private key encryption/decryption algorithm be represented by the functions
PrivateEncrypt(plaintext, key) and PrivateDecrypt(ciphertext, key)
Using the above terminology, describe how A might use private key encryption to securely send the message M to B using C as a trusted intermediary. Show any actions that A needs to do to prepare the message for secure delivery, that C must do to properly relay the message and that B must subsequently do to receive the message. 
A: PrivateEncrypt(M, SA) where we will denote PrivateEncrypt(M, SA ) as M' 
C: PrivateEncrypt(PrivateDecrypt(M', SA), SB) PrivateDecrypt(M', SA ) is then M 
         and we denote PrivateEncrypt (M, PrB) as M''
B: PrivateDecrypt(M'', SB) then yields M, as we wish
5
7.
Let A and B be two participants in a secure transaction. Further let their respective public/private key pairs be 
<PuA, PrA>, <PuB, PrB>. Let the public key encryption/decryption algorithm be represented by the functions
PublicEncrypt(plaintext, key) and PublicDecrypt(ciphertext, key)

Using the above terminology, describe how A might use public key encryption to securely send the message M to B. A must also be identifiable by B, so it can know the real sender is A. Show any actions that A needs to do to prepare the message for secure, authenticatable delivery, and that B must subsequently do to receive the message and authenticate that A sent it.
A: PublicEncrypt(PublicEncrypt(M, PuB), PrA) where we will denote PublicEncrypt(M, PuB ) as M' and PublicEncrypt(M', PrA) as M"
B: PublicDecrypt(Decrypt(M'', PuA), PrB) where PublicDecrypt(M'', PuA ) is then M' and PublicDecrypt(M', PrB) is M, as we wish.
Note that we can actually reverse these, embedding the authentication in the encrypted message, versus authenticating the encrypted message.

4
8.
Explain how MD5 or some other hash function can be used to assure the integrity of a message sent across a network.

We can send a digest, e.g., a 128-bit digest created by MD5. This is a summary of the original message. The receiver can check this to see if the received message leads to the same hash code value. If not, the integrity of the message was compromised in transit. If so, the odds are unimaginably small that the message was compromised.
4
9.
Assume that I have two public attributes name and employed in some bean.
public String name;

public boolean employed;

Show the setter and getter methods for these that are required in the Bean design pattern.

public String getName() { return name; }
public void setName(String name) { this.name = name; }

public boolean isEmployed() { return employed; }

public void setEmployed(boolean employed) { this. employed = employed; }

5
10.
Match each concept in the left column to a term or concept in the right column. Your answers must be provided by filling in the appropriate “concept” number to the right of the "related term or concept."
Concept
Related Term or Concept
1. Effects of a transaction are not seen until it is committed
rollback

4

2. Transaction are all or nothing propositions
tuple space

3

3. A kind of blackboard used in interprocess communications
serialization

5

4. Used when a transaction fails
atomicity

2

5. Used to create version of object that can be passed over a network
isolation

1
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