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Connecting Apache To Tomcat

«  Although it is possible for Tomcat to run standalone and handle
HTTP requests directly (we did this for servlets and jsps), the
Apache server does a much better job of handling tasks such as
static content and SSL connections.

«  For this reason, Tomcat is typically used alongside an Apache
server. Unlike PHP which runs as a module inside the Apache
process, a JVM is external and requires a mechanism to connect
It to the web server.

«  Tomcat inherited the Apache JServ Protocol (AJP) from the
JServ project. AJP is a protocol for connecting an external

process to a servlet container. It is the responsibility of an
Apache module, in this case mod jk, to speak this protocol to

the servlet container (Tomcat).

o
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Connecting Apache To Tomcat (ont)

. In this section of notes, I’1l show you how to integrate Apache and
Tomcat into a single package.

. The ultimate set-up will resemble the figure shown below. Note
that if you also would like Tomcat to run standalone HTTP
requests, it will need to run on a different HTTP port than Apache.
That’s why | set-up Apache on port 8081 and Tomcat on port

8080.
Tomcat Servlet
Apache Web Server
HTTP P Container HTTP
Serviet request
request e et <
g . mod_jk reques > Listen on
http Listen on O ajp13 8009 for http
< < ajp13 »
HTTP Serviet profocel HTTP
response HTTP request response Servlet execution response
handling process

#
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Getting The Tomcat Connector

The first step in Apache-Tomcat integration is to obtain the
Tomcat connector from Apache.

Follow the screen shots on the next few pages to obtain the
mod 7k connector.

Windows based connector binary files will typically have the
name of mod jk.so.
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| X %Cumert - Select

{E Apache Tomcat - Welcome! - Windows Internet

W hitp://tomcat.apache.org/

Eile Edit View Favorites Tools Help

A '!'l Search = | More>»» Signln W& =

x Google

g:? Favorites | 1’5 E Suggested Sites + @ | Free Hotmail & | Web Slice Gallery = " KeepVid- Download and s...
il ~ [ @& v Pagew Safety~ Tools~ @~

b

" Apache Torncat - Welcome!

e |achbs
s Maven Plugin

Commumnity Process.

Apache Tomecat is developed in an open and participatory environment and released under the Apache
License version 2. Apache Tomcat is intended to be a collaboration of the best-of-breed developers
From the main Tomcat webpage, select Tomcat [ ™°™
connectors from the download section. The
current documentation is also available from this

page.

Download

. . from around the wggld
Which version? about getting j
Tomcat 7.0

Tomecat 6.0

Tomcat 5.5

Tomcat Connectors
Tomcat Native

Archives

rerse range
pdB v wikd

che Tomcat pow
of industries and orga

dt. Tomcat, Apache, the Apache feather, and the Apache Tomcat project logo are
trademark#of the Apache Software Foundation.

Documentation

Tomeat 7.0
Tomeat 6.0
Tomcat 5.5

Torucat 7.0.27 Released 2012-04-05
The Apache Tomcat Project is proud to announce the release of version 7.0 27 of Apache Tomcat.

Tomeat Connectord

Tomcat Native
Wiki
Migration Guide

This release is inchudes significant new featires as well as a number of bug fixes compared to version
7.0.26. The notable changes include:

s Support for the WebSocket protocol (EFC6455). Both streaming and message based APIs are
provided and the implementation currently fullv passes the Autobahn test suite. Also included

Prohlem=? are several examples.

@ Internet | Protected Mode: Off fa v H100%
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& Apache Tomcat - Tomeat Connectors

- 3 | ™, http://tomcat.apache.org/download-connectors.cgi

File Edit View Favorites Tools Help x ﬁCDmert - Select

x Go g|E - ""] Search = | More »» Sign In q\ -

57 Favorites | 95 @ Suggested Sites » @ | Free Hotmail @ | Web Slice Gallery = '3 KeepVid- Download and s...

|\ApacheTomcat-TomcatCﬂnnectorsI[rnod_jk] | | ﬁ - * [ g&a * Pager Safety v Tools - @v ”

-

™

% Apache Tomcat NEApache

mod_jk download page. aopg'ﬂgitrigof“

Search the Site [ Search Site ]

Apache Tomcat Tomcat Connectors (mod_jk) Downloads

Use the links below to download Tomcat Connectors from one of our mirrors. You must verity the

+ Home ntegrity of the downloaded files using signatures downloaded from our main distribution directory.

¢ Taglibs

» Maven Plugin Only current recommended releases are available on the main distribution site and its mirrors. Older

releases and the historical mod jk2 are available from the archive download site.
Download

Which - Eecent releases (48 hours) may not vet be available from the mirrors.
o Which version’

Tomcat 7.0
Tomcat 6.0 . . —
Tomcat 5.5 You are currently using http://www.trieuvan.com/apache/. If you encounter a problem with this

Tomeat Connectors mirror, please select another mirror. If all mirrors are failing, there are backup mirrors (at the end of
Terrrat Wathoe the mirrors list) that should be available.

Choose a Mirror

€ Internet | Protected Mode: Off ¥ v HI00%
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& Apache Tomcat - Tomcat Connectors (mod_jk) Downloads - Windows Intemet Explorer

= 0
€I "\ p://tomcat.apache.org/download-connectors.cgi Em ' Goog

File Edit Miew Favorites Tools Help

x Google Izlﬂﬂearch'ﬂj' E% — - : = %%~ __ Signln ~
mod_jk download page.

T} Favorites | 'i.;,', ﬁ Suggested Sites = @ | Free Hotmail @& | Web 5lice Gallery/~
C E—

i

| "™ Apache Tomcat - Tomcat Connectors (rmod_jk] ...

~VITE VErSIon Recent releases (48 hours) n{y not yet be available from the mirrors.
Tomeat 7.0

Tomeat 5.5

¥0mca1; Eﬂﬁectuﬁ You are currently using http://www.trienvan.com/apache/. If you encounter a problem
;mh;;? T with this mirror, please select another mirror. If all mirrors are failing. there are backup
Sreanes mirrors (at the end of the mirrors list) that should be available.

Documentation
Other mirrors: | hitp:/fwww trieuvan.comfapachef |E|

Tomeat 7.0
Tomeat 6.0
Tomcat 5.5

Tomecat Connectors
Tomcat Native Tomcat Connectors JK 1.2

Migration Guide

You may also consult the complete list of mirrors.

For more information concerning Tomcat Connectors {(mod_jk). see the Tomcat
Problems? Connectors (mod k) site.

S::curit‘; Reports » Source (please choose the correct format for your platform)
Find help o JK 1.2.31 Source Release tar.gz (e.g. Unix, Linux, Mac OS)
FAQ = [PGP

Mailing Lists a VD5
Bug Database = JK 1.2.31 Source Release zip (e.g. Windows)

0 Internet | Protected Mode: Off
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Index of /apache/{tomcat/tom = lorer

£ | http://www trieuvan.com/apache//tomcat/tomcat-connectors/jk/binaries/ | bl [ 44| X '-:' Google P -
File Edit Yiew Favorites Tools Help x ﬁ Convert - -1'5 Select
x Go g'E - '"] Search = | More »» Sign In 9 -

5.7 Favorites | 95 € Suggested Sites = @] Free Hotmail @& Web Slice Gallery v " KeepVid- Download and s...

>

|glndexoffapachefftomcatftomcat-cunnectorsfjk...| | ﬁ = * [ @ * Page~= Safety> Tools~ l@lv g

~

Index of /apache//tomcat/tomcat-connectors/jk/binaries

Hame Last modified Size Description

a Parent Directory -

L:.B netware, 03-Mar-2012 11:38 -

ﬁ] windows,/ 26-Mar-2012 00:49 -
[

BEELDME . html 13-Mar-2012 10:10 4&8

Download from your nearest mirror site!

Please do not download from www apache org. Use a mirror site to help us save apache org bandwidth and to speed up vour download. Click

here to find vour nearest mirror.

Hosted by champhay

Done &) Internet | Protected Mode: OFf da v H100% -
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21 Index uffapadlefﬂomcatftumcat connecto . i -

ﬁ, http Sfwww trieuvan.com/apache//tomcat/tomcat-connectors/jk/binaries/wind - Eﬂ |
—___;:

File Edit Yiew Favorites Tools Help x ﬁCDmert - Select

x Go g|€. - '"] Search = | More »» Sign In 'a\ -

5.7 Favorites | 95 € Suggested Sites = @] Free Hotmail @& Web Slice Gallery v " KeepVid- Download and s...

|@Indexoffapachefftomcatftomcat-cunnectorsfjk...| | ﬁ = * [ @ * Page~= Safety> Tools~ l@v

Index of /dist/tomcat/tomcat-connectors/jk/binaries/windows

Important Notices

« Windows Users. Read These First. ..
» (btain the Current Stable Belease
¢ Debugging and Sowrce Code

Download from your nearest mirror site!

Last modified i Description

26-Mar-2012 00:49
HELADER.html 21-Feb-2012 03:00
REEADME .html 24-Mar-2012 06:53 2.TK

tomcat—-connectors—-1.2.35—windows-i386-httpd-2.0.x.zip 24-Mar-2012 06:53 124FE ZIP compressed archiwve

tomeat—roarnmertnra—1 7 [L_rrindowme—1i 3R A-_httrd-7 0 v Tirm asaa~ ?4-_Mar—0717F OAR=53 198 MrmenPBRP BSFTT armnred =i0m aZ

UL 3

& Internet | Protected Mode: OFff da v H100% -
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Index of /apache/{tomcat/tom = ternet
£ http://www.trieuvan.com/apache//tomcat/tomcat-connectors/jk/binaries/wind = | k3l | %5 | X '-:' Google P -
File Edit Yiew Favorites Tools Help x ﬁCDmert - -1'5 Select
x Go g'E - '"] Search = | More »» Sign In 9 -

5.7 Favorites | 95 € Suggested Sites = @] Free Hotmail @& Web Slice Gallery v " KeepVid- Download and s...
Mo v [ = v Pagev Safetyv Tools~v i@~

| ‘€ Index of /apache//tomcat/tomcat-connectors/jk... | |

>

= =IO L S e D=l =—aUle U3 d = o
HEADER.html 21-Feb-2012 03:00 453
README .html 24-Mar-2012 06:53 2.T7TK
ﬁ tomcat-connectors-1.2.35—windows-i386-httpd-2.0.x.zip 24-Mar-2012 06:53 124K ZIP compressed archiwve
I:Ij Ctomcat—-connectors-1.2.35—windows—i386-httpd-2.0.X.2ip.asc 2494-Mar-2012 06:53 1838 CpenPGPF ASCII armored sign_
ﬁ tomcat—-connectors—-1.2.35-—windows—-i386-httpd-2.2.X.Zip 24-Mar-2012 06:53 124K ZIFP compressed archive
[Ij tomcat-connectors-1.2.35—windows-i38e-httpd-2.2.X.zip.asc 24-Mar-2012 06:53 198 CpenPGP ASCIT armored =sign 3
ﬁ tomcat-connectors-1.2.35—windows-i386-httpd-2.4.x.zip 26-Mar-2012 00:49 124K ZIP compressed archiwve
I:Ij tomcat—-connectors-1.2.35—windows—-i386-httpd-2.4.X.2ip.asc 26-Mar-2012 00:49 1838 CpenPGPF ASCII armored sign_
ﬁ tomcat—-connectors—-1.2.35-windows—-i386—-iis.=zip 24-Mar-2012 06:53 173K ZIFP compressed archive
[Ij tomcat-connectors-1.2.35-windows-i386-iis.zip.asc 24-Mar-2012 06:53 198 CpenPGP ASCIT armored =sign
ﬁ tomcat-connectors-1.2.35—windows—-i386—-iplanet.zip 24-Mar-2012 06:53 138E ZIP compressed archiwve
I:Ij tomcat—-connectors-1.2.35-windows—-i386—iplanet.zip.asc 24-Mar-2012 06:533 158 CpenPGP ASCII armored sign
ﬁ tomcat—-connectors—-1.2.35-windows—-xE86 64-1iis.zip 24-Mar-2012 06:53 211K ZIFP compressed archive
[Ij tomcat-connectors-1.2.35—windows—x86 €d-iis.zip.asc 24-Mar-2012 06:53 198 CpenPGP ASCIT armored =sign

Download from vour nearest mirror site!

<

UL

P

@ Internet | Protected Mode: Off

f v H100%
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Installing The Tomcat Connector

Once you’ve downloaded the Tomcat connector, put it in the modules
sub-directory of your Apache installation’s root directory.

"“\.-f_“\ |

+ Apache Software Foundation ~ Apache2.2 - modules

+ &3 [search

File Edit View Tools Help
(=1 Open with...

Mame =

Organize * =5 Views

€3 Burn

Favorite Links | - Date modified | +| Type |-|sze |- Tags ||

[‘. Documents
FE Pictures

!B" Music

Folders
=3 Floppy Disk Drive (A:)

*r

E" Local Disk (C

; CNT4714
| Perflogs
| Program Files
| Apache Software Fo
Apal:hez 2

i n:gl-l:un

croed

mod_headers
mod_ident
mod_imagemap
mod_indude
mad_info
mod_isapi
mod_jk
mod_|dap
mod_log_config
mod_log_forensic
mod_logio
mod_mem_cache
mod_mirme
mod_mime_magic
mod_negotiation
mod_proxy
mod_proxy_ajp

[ mad nrovy halancer

9/5/2011 10:26 AM
9/9/2011 10:26 AM
9/9/2011 10:26 AM
9/9/2011 10:26 AM
9/5/2011 10:26 AM
9/9/2011 10:26 AM
4/11/2012 4:30 PM
9/9/2011 10:26 AM
9/5/2011 10:26 AM
9/9/2011 10:26 AM
9/9/2011 10:26 AM
9/9/2011 10:26 AM
9/5/2011 10:26 AM
9/9/2011 10:26 AM
9/9/2011 10:26 AM
9/9/2011 10:26 AM
9/5/2011 10:26 AM
11 1076 AM

Apache Loadabl. ..
Apache Loadahl. ..
Apache Loadabl...
Apache Loadabl. ..
Apache Loadabl. ..
Apache Loadahl. ..
Apache Loadabl...
Apache Loadabl. ..
Apache Loadabl. ..
Apache Loadahl. ..
Apache Loadabl...
Apache Loadahbl. ..
Apache Loadabl. ..
Apache Loadahl. ..
Apache Loadabl...
Apache Loadahbl. ..
Apache Loadabl. ..
Anarhe | nadahl...

29KE
25KB
29FKE
41KB
33KB
33KB
268 KB
45 KB
29KE
25KB
25KEB
29FKEB
29KE
33KB
I7KEB
63 kB
37KB
5l
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Enabling The Tomcat Connector

Once you’ve put the connector file in the modules sub-directory of your
Apache installation’s root directory, you are now ready to configure Apache to
recognize and enable the module.

To do this you’ll need to edit your Apache configuration file. This is the same
file you edited to enable PHP.

This file is located in the conf subdirectory and is named httpd.

. « Apache Software Foundation » Apache2.2 » conf » v | 3 W Search

File Edit View Tools Help
‘ Organize v &g38 Views L Slide Show & Burn

Favortelinks Name Date taken Tags Size Rating
| |
E: T . extra . original /
|| charset.conv || httpd.conf

E Pictures

More »

| magic | mimetypes

Folders A

6 items
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E,‘ *:\Program Files\Apache Software Foundation\Apache2.2\conf\httpd.conf - Notepad++ - |I:I|E|

Eile Edit Search Wew Encoding Language Settings Macoo Run  Plugins Window 2 Thi Jded lior ¢ X
o . . B = = is was added earlier to
| o HEB < &8 4 W S |thial 23|08 enable PHP
B FS-Pat6p15psi |. Python-Part 1-page10.py E hitpd.conf | 4]
57 #configqure the path to php.ini
52 PHPIniDir "C:/Program Files.fphp"’k Add all of this
59 material to
i # Load mod jk module « enable mod_jk J
6l # Update this path to match your modules location
62 & PnadHndule jk module libexec/mod jk.s3o
63 LoadModule jk module "C:/Program Files/Apache Scftware Foundation/ipache?.Z/modules/mocd jk.sc”
od # Declare the module for <IfModule directiwve> (remove this line on Apache 2.X)
65 & AddModule mod jk.c
66 # Where to find workers.properties
67 # Update this path to match your conf directory location (put workers.properties next to httpd.conf)

x
(K]

JkWorkersFile "C:/Program Files/Apache Scoftware Foundation/Apache?.2/coni/workers.properties™
# Where to put jk shared memory

# Update this path to match your local state directory or logs directory

71 JkShmFile "C:/Program Files/Apache Software Foundation/iApached.2/logs/mod jk.shm™

# Where to put jk logs

o
L1 4

1
[ (%] [}

)

# Update this path to match your logs directory location (put mod jk.log next to accesa log)

T4 JkLogFile "C:/Program Files/Apache Scitware Foundation/Apachei.2/logs/mod jk.log”
75 # Set the jk log level [debug/errcr/info]
76 JkLogLewvel info

# Select the timestamp log format
#JkLogStampFormat "[%a *¥b ¥4 FH:3M:%5 3Y] ©
L # Send ewverything for context fexamples to worker named workerl (ajpl3)

a0 #TkMount Jexamples/* workerl - -

21 JkMount /CHT4714/% worker] <= Add JKMount directives for

22 any servlets and jsps to go
1| | through Tomcat.

Fy
A
&
=

__t:EE . E O E Index of fapache/... . 3 Windows Expl... ~||[} *C:\Program Fil. {J) Today's Date Acc...
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. The JWorkerFile directive (see previous page) refers to a separate
file that configures the ajp13 protocol communications parameters.
An example called workers.properties Is included with
mod jk. For a basic set-up, this default file will work fine.

. There are a couple of things you should verify however: (1)
workers.tomcat home should agree with the value you’ve
already set for Tomcat called CATALINA HOME, and (2)
worker.ajpl3.port must be the same as the one listed in the
Tomcat server.xml file as shown on the next page.

. In more robust applications, additional editing of the JWorkerFile
will be required. For example, if you have more than one installation
of Tomcat on your machine, you’ll need to adjust the
worker.ajp.port parameter in workers.properties to
make sure that mod jk IS connecting to the correct Tomcat
installation as Tomcat installations will not be able to start up sharing
port numbers.
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=101 %]

=

‘él\j}v | . - Apache2.2 - conf -

File Edit \Wiew Tools Help

=views + (E4Bun

Mame

Organize -

Favarite Links

| v| Date modified

- &l Search @
2

| +| Type |+ size  |+|Taes -]

) extra 10/27/2011 2:17... File Folder

EE. Documents
EE Pictures

EQ' Music

Mare ¥

) original
|| charset.cony
| httpd
|| magic
|| mime. types

Folders v L |openssl.anf

Deskin || workers.properties
- 5
I Administrator

¥ C:\Program Files\Apache Software Foundation\Apache2.2 =10 x|

10/27/2011 2:17... File Folder
10/27/2011 2:17... CONV File
4122012 2:45PM  Text Document
10272011 2:17... File

10/27f2011 2:17... TYPES File
9/16/2005 7:20 AM  CMF File
4/12/2012 1:44PM  PROPERTIES File

File Edit Search View Encoding Language Settings Macro Run Plugins Window 2 X

cHHEE 3 el D3|ty ¢ =<[E35"
B F5-Fatfpispsi | B Python-Part1-page 10.py I. httpd.conf ~ [=] wud{ers.pmpertiem

|# Define 1 real worker using ajpl3
worker.list=workerl

LRI % I el

# Set properties for workerl (ajpl3)
worker.workerl.type=ajpl3
worker.workerl.host=1ccalhost
worker.workerl.port=8009

et I = I [ =)

Col:1 Sel:0 |Dus1|,'|.ﬂ1'induws

The portion of the Tomcat
worker.properties file
showing the definition for the
default AJP 1.3 worker. NOTE:
the port number listed here must
match the port number listed in
the Tomcat server.xml file as
shown on the next page.
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E{ C:\Program Files\Apache Software Foundation\Tomcat 7.0 Tomcat7.0.25\conf\serveracml - Notepad

File Edit Search WMew Encoding Language Settings Maoo Run Plugins  Window

?

s ElE = &4l e | i 2 =B8] =1 EENEFE,|SS
B workers properties | B httpd .conf | B weboml =] serverzml | 1 I 'I
79 g ——> |
aa = L!l— Define a 55L HITE/l.l Connector on port 2443
gl This connector uses the J35E configuration, when using APR, the
a2 connector should ke u3sing the OpenSS5L style configquration
83 E: described in the APFR documentation ——->
B4 [4 -
85 <Connector port="E2443" protocol="HITE/l.1l" 55LEnabled="trus"
86 mexThreads="150" scheme="httpa"™ secure="true"
87 clientiuth="£false™ s3lProtococl="TL3" />
g8 I > The portion of the
GE / Tomcat server.xml
a0 <!—— Define an AJP 1.3 Connector on port 2009 --> file showing the
91 «Connector port="8009" protocol="AJP/1.3" redirectPort="8443" /> definition for the AJP 1.3
22 connector. This
394 = <!— BAn Engine represents the entry point (withinm Catalina) that procesad qonnector port number
05 every request. The Engine implementation for Tomcat stand alone listed here must matCh
96 analyzes the HITP headers included with the request, and passes then the port number in the
97 on to the appropriate Host (virtual host). workers.properties
48 - Documentation at fdocafconfig/engine.html ——> file as shown on the
99 previous page.
100 =] “!=— You should set jvmBoute to support load-balancing via AJE ie
101 <Engine name="Catalina"™ defaultHost="localhost"™ jvmBoute="jvml"™>
102 - -2
103 [T] <Engine name="Catalina" defaultHost="localhost"> ;I
eXtensible Mark length : 6577 lines : 143 Ln:1 Col:1 Sel:0 Dos\Wwindows |ANST ms
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Basic Welcome Serviet - Opera

__L' Opera || u Basic Welcome Serviet | --

+« = 2D & web localhost: 308 1/WelcomeServiet. him

m Welcome Sendet

Invoking the original
welcome servlet from
the Apache web server.
Recall that this is a
servlet running inside
the CNT4714 webapp
(also inside first-
example webapp).

:."Start J = m &0 JD Basic Welcome Servle...

To direct input ta this vitual machine, press Cid+3G.
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“1  Mark - TestBed Server - VMware Player File ~ Virtual Machine ~ Help ~

"’ welcome to Serviets! - Opera
l" Opera | [#] welcome to Serviets! -

= s ] http:/localhost: 808 1/CNT47 14 /welcome 17

Hello!!
Welcome To The Exciting World Of Servlet Technology!

I g T T e W] 8:14AM




