
CIS 3362 Homework #2: Substitution Cipher, Vigenere 

Part A: Code Break Questions 

1) Decode the following message, which was encrypted using the substitution cipher. Make sure 
to discuss all the steps you took, the key you arrived at, and the decoded message. 

 
omtdnszdobozdfooxlobzqnabtncobeqzdmpfqrozdosqfbzpofbnaznyfom 
wzdocobbmvoqazdotumbbednzfmtwbhneaedofoqzqbequuvozqzedqtdqbz 
oahnuumfbqabncoqabzmatobinlequusqahzdomtzlmucnaoiqanzdofqabz 
matobmanzoedqtdtmayofohoocohsfnccomflpsnfzdoazoahnuumfbsnfzd 
qbsqfbzpfqrovnznmanzdofqabzfltznfqazdotbhopzednzomtdobmtumbb 
eqzdzdopfosqgthmedoabdoqbmzenfwbdonszoadmbdofnssqtohnnfnpoas 
qahdofzntumqczoahnuumfb 

First thing I will do is a frequency analysis of the ciphertext and compare that with a frequency 
analysis of english characters. I used the tool cryptotool.html found on Arup’s website to 
generate the frequency analysis.​

 
 
 
 
 
 
 
 
 
 
 

 

http://www.cs.ucf.edu/~dmarino/ucf/cis3362/cryptotool.html


I used RStudio to generate my graphs. 

​
English character frequencies​​ ​ ​ Ciphertext character frequencies 
 
Since we are working with a substitution cipher, we can also look for repeated characters. Based 
on what we know, these are the ones to keep an eye out for: 
 
We are deciphering a paragraph so we will want to check the relative 
occurrences of repeat characters while ignoring spaces and using the data 
to help guess the character substitutions. The dataset is shown in the 
figure on the right, which I grabbed from this pdf. 
 
To better illustrate the data, here are the common repeats we want to look 
out for:​
Likely​
L/T: ​ 0.56%​
E:​ 0.48%​
S:​ 0.43%​
O:​ 0.36%​
Less likely​
R:​ 0.14%​
D:​ 0.13%​
F:​ 0.11%​
P:​ 0.10% 
 
If we manually count the double letters in our ciphertext, this is what we find: 
U: 5​ B: 3​ O: 2​ C/N/S: 1​
 

 

https://homepages.math.uic.edu/~leon/mcs425-s08/handouts/doublechar_freq


‘U’ has a high repeat count, but a relatively low frequency count in comparison, which makes me 
think it could be ‘L’.​
U > L 
 
‘B’ and ‘O’ also had high repeat counts, but also high frequency counts, which makes me think 
they could be either ‘E’ or ‘T’​
B > E/T​
O > E/T 
 
Since O and E are both the most frequent letters in the frequency analysis, I settled on: 
O > E​
B > T​
 

 
 
I then filled in H to satisfy the most common trigram ‘THE’​

​
​
From this point onward, I simply tried making common words from the letters we already have. 
My first target was to see if the word ‘WILL’ is in here because we have 5 ‘LL’ pairs to work 
with and the letter ‘I’ is pretty common whereas ‘W’ is somewhat uncommon, making it fairly 

 



easy to identify a match. The letters that appear before ‘LL’ are N(3) and Q(2). We’ll also check 
what comes before as well to scope out any uncommon letters. Here are the results:​
EQUU(2)​
HNUU(3)​
​
N/Q were both common and E/H were both uncommon frequencies for the ciphertext so we are 
left with a toss up. The only step now is to check and see which one looks more plausible. 

 
Substituting E and Q started to form words that looked like actual English. The next possible 
word I noticed was ‘WHICH’ so I went ahead and tried that.​

  
 
 
I noticed that not many letters can make ‘WI_H’ 
make sense aside from ‘T’ so I tried placing the 
‘T’ in that spot instead and replacing the old ‘T’ 
with ‘S’ since ‘IS’ and ‘IT’ are similar in 
frequency. 
 
 
 
I was more confident with this rearrangement 
and I could also piece together ‘Each’, ‘Class’ 
and ‘The Class Wh_t…’. 
 
 
 
 
 
The rest was just matching what made sense 
 
 
 

 



 
 
 
Each of these… 
 
 
 
 
 
 
 
Will find the actual… 
 
 
 
 
 
 
 
Each of these three questions comes with a… 
 
 
 
 
 
 

 
The first person to… 
The message in the class who tracks down… 
In some instances you will find the actual 
money… 
 
 
 
 
Comes with a prize the first person to break the 
message… 
Who teaches a class with the prefix CDA… 
 
 
 

 



Each of these three questions comes with a prize, the first 
person to break the message in the class who tracks down where 
it is will get it which is ten dollars. In some instances you 
will find the actual money, in other instances a note which can 
be redeemed from me are? up for the? ten dollars. For this first 
prize, go to another instructor in the CS dept. who teaches a 
class with the prefix CDA. When she is at work she often has her 
office door open, find her to claim ten dollars. 

2) Decode the following message, which was encrypted using the substitution cipher. Make sure 
to discuss all the steps you took, the key you arrived at, and the decoded message.​
 

Here is the ciphertext: 

ogawoaxjaranngadjlvajkjcfvlvjqlkcevcbfcqojbdcnnlqwoglotceklb 
qjdjjjxfqcxxjbloeqlnntaoawkncwjocxtcffakjkcxjocxtcffakjlbdfl 
kjogjdccqoeqbnjfobabjotdjhqjjwrlnzorjbotvlkjwfcqrlqdoeqbnjfo 
lhlabrlnzfceqvlkjwoctceqnjforannsjlnaoonjscuseanoabocogjrlnn 
cvjbaonafoogjdjiakjabaoevlbdtcerannfabdogjbcojhccdnekz 
 

I’ll be following a nearly identical method as I did to solve Q1 so I’ll try not to repeat myself 
when it comes to explaining my steps. 

 
English character frequencies​​ ​ ​ Ciphertext character frequencies 

If we manually count the double letters in our ciphertext, this is what we find: 
N: 6​ C/F/J/O: 2​ X: 1 

 



‘J’ is special because there exists a triple repeat, which means it is a double repeat that very 
likely appears at the end of a word. This ‘J’ and our ‘N’ which has a high repeat count will be 
what we rely on. 
 
E and J have the highest frequency counts for their graphs, and E has a high double letter count 
and I feel safe saying that there are plenty of words that end in ‘ee’.​
J > E 
 
We are left with the remaining letters with high double letter counts, L and T. However since N 
and T have relatively high frequency counts for their respective graphs, we’ll go with this 
substitution for now.​
N > T 
 

 
 
Let’s find the ‘THE’ trigram. 
 
 
 
 
 
 
 
Probably “That” and “There” 
 
 
 
 
 
 
 
Might be a bit of a stretch, but I could see the 
paragraph starting with “This time…” since it is 
building off of the paragraph we decrypted in Q1 
 
 
 
 
“It is close to my…”? 
 
 
 
 
 

 



 
 
 
This time I will hire… 
It is close to my office… 
 
 
 
 
 
 
I realized I made a mistake, since it makes more 
sense for the D to replace the R, and to use the R 
elsewhere. This would form words like “dollars” 
and “from” which are words we are expecting. 
 
 
 
 
I will hide a piece of… 
That you can redeem… 
 
 
 
 
 
 
Turn left ninety degrees walk… 
 
 
 
 
 
 
Built into the wall… 
Lift the device in it up and… 
 
 
 
 
 
Will be a little box… 

 



This time I will hide a piece of paper. A coupon for ten dollars 
that you can redeem from me. Naturally it is close to my office. 
Come to my office and face the door, turn left ninety degrees, 
walk twenty paces forward, turn left again, walk four paces to 
your left. Will be a little box built into the wall. Open it. 
Lift the device in it up and you will find the note. Good luck. 

3) Decode the following message, which was encrypted using the Vigenere cipher. Make sure to 
discuss all the steps you took, the key you arrived at, and the decoded message. 
 
tgicbsbwogessifdmnmsoqqfoegfiylzpjpbmrnuebarmkcytuelezosbjiew 
zczotpnlbbacfgtpnbhikhzognaozfksfsovnaylslvxagcoghdxfqftxoefn 
yixhmwybusebfywdryarxjuexhohwhpctemjlnrfigjltjrjislrtqcjrrcqs 
jtsmltvomglsvmuestzvfvnlchvsomcmazrtfasxrdhmmtbtgifvtardroexy 
fbcrlqimknjtpjbyabojfcbroaaaslusqgfresswgtpngeotrujtqbhrrdxyb 
tqqaiesegfdbqeyarxtpuxxnvfxslbrmaendhrxuhqbybuviifajuegogeeel 
mbievhkvoeznsuamhzxoztsbjnfnfltmoae 

Naive Approach 
First thing I did was use the `cryptotool.html` tool provided to find repeated N-grams. I did 
modify the code slightly to allow for diagrams as well. 

 

Then I wrote up a quick program in Python to find the distance(s) between a provided N-gram as 
input. Here is what I found: 

 

Here is how to make sense of the data it spat out. The first output details the distance between 
repeat N-grams. The second output prints a dictionary for distances that are valid under mod. For 
example, if we saw a spike for a mod 5, that would mean that there are more N-grams than 
normal that have a distance separation value which is a multiple of 5. Spikes in our data help us 
figure out what the keyword length potentially is. 

 



​
TGI: 230 
digits apart​
 

OGE: 352 
 

ESS: 270 
 

EGF: 287  
 

SBJ: 333 
 

TPN: 10,210  

​
GTPN: 210 
​
YBU: 220 
 

YARX: 180 
 

JUE: 213 
 
 

 
 
 
 
 

I also tinkered with the code on cryptotool.html so that it takes in n-grams of length 2 to get more 
data and it produced similar results. Here is how it looks visualized. We see a spike near 5, 10, 
and 15, with the biggest local spike being at 10. The keyword could have a length of either 5 or 
10 so we’ll check both. 

 



 

We can then see where the letters end up when applying a mod 10 to our ciphertext. If they don’t 
overlap nicely, then we will omit those specific N-grams. Once we pretty up our data, we will 
want to run a brute force algorithm to guess what word was used to encrypt these repeat trigrams. 

 
Sorting out the useful N-grams 
 
 
 
 
 
 
 

After filtering the useful N-grams, we’ll check for gaps. 

Note: since there are 3 ‘tpn’ repeats and only 2 ‘gtpn’ repeats, I will be using 
only ‘tpn’ as it is more reliable and we will mainly be using trigram frequency 
data so we don’t have to worry about gathering 4-gram data. 
 
We will ignore spaces where there is no useful information when brute forcing 

 
 
 
 
 

 

 



We will be using this data from this pdf to grade the weighted score of the trigrams we find when 
searching for multiple trigram matches during our brute force search. More trigram matches and 
matching common trigrams will result in a higher score.  

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

We don’t have good data due to minimal overlap, but we can take refined data we now have and 
write another script to see which combinations between these could make sense. 
 
Merge the 3 datasets using a different script and brute force again… 

 

https://palmer.wellesley.edu/~ivolic/pdf/Classes/Handouts/NumberTheoryHandouts/English%20Statistics.pdf


 
 
Now I will try this on a site that checks for valid words, such as https://www.onelook.com/ to 
find potential keywords. 
 
Azerbaijan 
 
The last note to redeem for money will also be in hec. Walk up 
the main stairway in the lobby of the building from floor one 
all the way to the top floor four. When you take your last step 
you will see a large pillar with a square cross section curve. 
Left around this pillar its attached to the outside of the 
building with a black section about six feet off the ground. It 
is here that I have taped the last coupon. If you are reading 
this you were able to handle sir vigenere’s handiwork so job 
well done 

 

https://www.onelook.com/
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