
CIS 3362 Homework #2: Substitution Cipher, Vigenere Solutions 

By Daniel Gordon 

 
Part A: Code Break Questions 

 

1) Decode the following message, which was encrypted using the substitution cipher. Make sure 

to discuss all the steps you took, the key you arrived at, and the decoded message. 

 
ymlwrpnndvyxijlriewyficlwqvyjvlrislwtpmxsvlihiwyjcywjqqlzwip 

tqvirijjpuiopmuiqyqysynnxlqvijpriqvymuqvyjdipwamclwqampqindq 

vyjyjmqqvirijjpuiqvpqqinnjdlasviwiqviewyfiyjwpqviwqviblzlcqv 

yjrijjpuiyjqlxijowyziqvpqqviwiyjlmibajqnytiqvizipnioyeviwzaq 

amnytizipniqvyjewyfisynnpoqapnndigyjq 

 

Solution 

 

Cryptool.html was used for this question, as well as the formula sheet. 

Pasting in the ciphertext, we get the following frequency breakdown: 

 
A  2.5%  N  5.4% 

B  0.7%  O  1.4% 

C  1.4%  P  6.1% 

D  1.8%  Q 11.2% 

E  1.4%  R  2.5% 

F  1.1%  S  1.8% 

G  0.4%  T  1.4% 

H  0.4%  U  1.8% 

I 15.2%  V  7.6% 

J  8.3%  W  6.1% 

K    0%  X  1.4% 

L  5.1%  Y  9.4% 

M  3.2%  Z  2.2% 

  

Ciphertext 

I 15.2%  U  1.8% 

Q 11.2%  D  1.8% 

Y  9.4%  S  1.8% 

J  8.3%  E  1.4% 

V  7.6%  C  1.4% 

W  6.1%  X  1.4% 

P  6.1%  O  1.4% 

N  5.4%  T  1.4% 

L  5.1%  F  1.1% 

M  3.2%  B  0.7% 

A  2.5%  G  0.4% 

R  2.5%  H  0.4% 

Z  2.2%  K    0% 

English Average 

E 12.7%  M  2.4% 

T  9.1%  W  2.3% 

A  8.2%  F  2.2% 

O  7.5%  Y  2.0% 

I  7.0%  G  2.0% 

N  6.7%  P  1.9% 

S  6.3%  B  1.5% 

H  6.1%  V  1.0% 

R  6.0%  K  0.8% 

D  4.3%  J  0.2% 

L  4.0%  Q  0.1% 

U  2.8%  X  0.1% 

C  2.8%  Z  0.1% 

Table from the reference sheet 

http://www.cs.ucf.edu/~dmarino/ucf/cis3362/cryptotool.html


We see here that I and Q are the two most frequently used letters. If we map these to E and T, we 

get the following. 

 
 

Now that we have a probable T and E, we can look for a trigram that could be “THE”. 

 
 

QVI stands out as a probable trigram, so let’s try it. 

 
 

  



There are 2 TH-T patterns, which could be THAT. 

 

Next, we’ll look for THIS in the N-grams, which should be QV??. 

 

QVYJ looks the part, so let’s try it. 

 

SA-E appears a few times, and 3 of them are the same pattern. It might map to SAME. 



 

Using the SA-E pattern that appears 3 times doesn’t look quite right. Let’s try the other one. 

 

This looks a lot better! And the pattern MESSA-E appears three times, which could be 

MESSAGE. 

 

 

 

 

 

 



THI-G is probably THING.

 

There are two THE-E patterns, one of which might be THERE. (QVIWI and QVIZI) 

 

With QVIWI: 

 

With QVIZI:  

 



The QVIWI pattern gives us a new word, RATHER, so it appears that it is correct!  

 

Moving back to common words, there’s an AN- that might be AND. 

  

S-ME might be SOME.

 



NORMA- is looking quite close to NORMAL.

 

And NORMALL- is probably NORMALLY

 

-ORT-NATELY could be FORTUNATELY.

 

HOME-OR- could be HOMEWORK. 

 



And WHOE-ER is probably WHOEVER, while -REAK looks a lot like BREAK.

 

DES-RIBE maps to DESCRIBE, while E-IST looks a lot like EXIST. 

 

-OB is probably JOB, while C-PHER is CIPHER. 

 

And finally, the end is in sight! PRI-E is PRIZE, and the only other unused letter is Q, so we 

can just slap that in the last slot via process of elimination. There we have it! 

 



2) Decode the following ciphertext that was encoded using the Vigenere cipher with a keyword 

from this wordlist: 

https://www.ef.com/wwen/english-resources/english-vocabulary/top-1000-words/ 

To help you automate your task, I will guarantee that the substring "last" will appear somewhere 

in the plaintext. Here is the ciphertext: 

sxvgjcvpsamltorbqmwaskvytneeyawceflrirtdrwmtoheiutlqxuzbzarbi 

bilphbiblgrflrfayhvoacwxqkvoiyksmmvabzilmodszzkfacmrllotrfomr 

ruqvrbsssjrmnwyxhbbtelvnbzaruaveldxvgtywqqwbfeelviorbqflnmszq 

ropzbtuwngoeijcqtvgqpylyzyjcmisgakbmorignwdspmwuloelrgijhzqwf 

tgpuhzakwbzxukepavgtyoiqxuxcwyrowwwapeaxngiyjxvkuugupiwptddvm 

bghvkenxvjvjhbopnbmjshmzvkndhthoophxs 

Solution 

To solve this, I copied the word list into words.txt, and created a program to loop through each 

possible keyword. The program is attached. 

 

The most important line of the code was the following, which looped through the ciphertext and 

the key and added them together: 

for(int j = 0; j < strlen(ciphertext); j++) 

{ 

    printf("%c", 'a' + ((ciphertext[j] + 26 - 'a' - (key[j % strlen(key)] - 'a')) % 26)); 

} 

 

The program produced the following output when run: 

 
 

To find the correct key, I searched the output for the word “last”: 

https://www.ef.com/wwen/english-resources/english-vocabulary/top-1000-words/


 
 

I got 4 lines, but only the first one actually made sense. The key was “environmental” and 

the plain text was 

 
Okay so I don’t like giving gift cards for the prize because 

half the time people don’t use them and it’s like giving free 

money to some company so instead here is how we will do it this 

time I will still hide something and that something is a note 

which tells you where to go to get some cash so the last message 

question three will have the clue to find an envelope which will 

give you directions to claim your reward good luck 

 

3) Decode the following message, which was encrypted using the Vigenere cipher. Make sure to 

discuss all the steps you took, the key you arrived at, and the decoded message.  

 
jiaikmiwriuopleicwmrdeuiypieepcefhsdewbcssfzrtlraahfjsnyunyel 

enusbxvdnwkplikgkccxpmdwreetsffbeosplaemhyzzilddmszqhbvzolous 

uecsxkafaxzahzavqzxllohpyfskbvdelycstfazuzytzoniwrprnymtkbael 

cwofcfhaciisjyuyeqevcpssrwpokfoekgiikcomzqrxyncolrcwimccswqnf 

ufudnlaxcwokfonpauzkrimfpswymrsmpirjrcojqfgbaecyzwhrzdqyqvvrp 

wiletwcpwajgklzfeeyniikgggfdedsgilprvuketsdewtzaofcktzoegaeba 

ctfekdoaicjvycbygenicftslktecoumbvrhbvweqgeplemhmldpjsoisfksi 

wkom 

 

Solution 

First, I needed to find the key length, so I used Cryptool.java to calculate the index of 

coincidence of various key lengths. 

  

 
However, the key length with the highest IoCs was 12: 

 



From this, I concluded that the key length was 12. 

 

After that, I began to play around with keys in cryptool.java, and tested them with a program I 

adapted from question 2 to take a key from user input and decode the ciphertext with it. The first 

one that seemed valid from a frequency perspective started with HAPPY, but when I tried that in 

my decryption program, it gave me nothing. 

 

  
 

I continued to tweak it. 



  

 
That looked almost legible! 

 

Key?:          yearyoprlbskyearyoprlbsk 

Text:          learmytfghcerhereixasdcy  

Possible text: nearmy??????thereisa???? 

 

So if we adjust the key so the first translated letter is “n” (y -> w) and the “x” is an “s” (p -> 

u) we get a key of “wearyourlbsk”. 

 

Putting that in, we get the first bit as: 

nearmyofghcethereisasdcyclingbinugatisblueligsthewholethjmgupand 

From here, we can make some guesses as to what to change 

Key?:          wearyourlbskwearyourlbskwearyourlbskwe 

Text:          nearmyofghcethereisasdcyclingbinugatis 

Possible text: nearmyofficethereisarecyclingbinthatis 

If we change the key to reflect that, we get a key of “wearyourmask” and a plaintext of 

 

Near my office there is a recycling bin that is blue. Lift the 

whole thing up and underneath it I will put an envelope with a 

note in it. This is the note you need to find which will tell 



you where to go to claim the reward. That’s really all this 

message needs to say, but to make it easier for you to crack I 

am now rambling so that you have more characters to use for each 

bin and your various tests. As I write more, it is more likely 

that statistically the IC and MIC tests will help you recover 

the key. I bet the key will not surprise some of you. 

 

  



Part B: Written Questions Similar to Quiz/Exam Questions 

 

4) Find 45-1 mod 157  

 

Solution 

For this, we’ll use the EEA. 

 

157 = 45 * 3 + 22 => 22 = 157 – (3 * 45) 

 45 = 22 * 2 + 1 =>  1 =  45 – (2 * 22) 

 

1 = 45 – (2 * 22) 

1 = 45 – (2 * (157 – (45 * 3)) 

1 = 45 – ((2 * 157) – (6 * 45)) 

1 = 45 – (2 * 157) + (6 * 45) 

1 = (7 * 45) – (2 * 157) 

(7 * 45) = 1 mod 157 

 

45-1 mod 157 is 7. 

 

  



5) For an alphabet of size 93, a set of affine encryption keys is a = 20, b = 87. (Thus the 

encryption function is f(x) = (20x + 87) % 93.) Determine the corresponding set of decryption 

keys. 

 

Solution 

For an Affine encryption formula of 𝑓(𝑥) = (𝑎𝑥 + 𝑏) mod 𝐿 (where L is the length of the 

alphabet), the decryption key will be found by inverting the encryption formula and solving for  

x (i.e. 𝑑(𝑥) = 𝑐(𝑥 − 𝑏) mod 𝐿, where 𝑐 is the modular inverse of 𝑎 mod 𝐿.) 

 

In simpler terms, we need to find the modular inverse of 𝑎, which is 20 in this case, for a mod of 

93. Then, we’ll invert the function, and have the two keys for decryption. 

 

Using the EEA to find 20−1 mod 93: 

 

93 = 20 * 4 + 13 

20 = 13 * 1 +  7 

13 =  7 * 1 +  6 

 7 =  6 * 1 +  1 

 

1 = 7 – 6 

1 = 7 – (13 – 7) 

1 = 7 – 13 + 7 

1 = -13  + (2 * 7) 

1 = -13 + (2 * (20 – 13)) 

1 = -13 + (2 * 20) – (2 * 13) 

1 = (2 * 20) – (3 * 13) 

1 = (2 * 20) – (3 * (93 – (20 * 4))) 

1 = (2 * 20) – ((3 * 93) – 3(20 * 4)) 

1 = (2 * 20) – (3 * 93) + (12 * 20) 

1 = (14 * 20) – (3 * 93) 

14 * 20 = 1 mod 93 

20-1 mod 93 = 14 

Now, we can begin inverting the function: 

𝑥 = (20𝑦 + 87) mod 93 

(𝑥 − 87) = 20𝑦 mod 93 

14(𝑥 − 87) = (14 ∗ 20)(𝑦) mod 93 

14𝑥 − 1218 = 𝑦 mod 93 

14𝑥 + 84 = 𝑦 mod 93 

𝑑(𝑥) = (14𝑥 + 84) mod 93 

 

Thus, our decryption key is 𝑎 = 14, 𝑏 = 84.  



6) Let x be a positive integer. A set of letters consists of 10 As, 30 Bs, 50 Cs, 70 Ds, and 90 Es. 

What is the index of coincidence of the set? Leave your answer as a fraction in lowest terms.  

 

Solution 

The size of the set is 10 + 30 + 50 + 70 + 90 = 250 letters. 

 

IOC calculation: 

Index of coincidence forumla: ∑
𝑥(𝑥 − 1)

𝑛(𝑛 − 1)
 

 

=
10(9)

250(249)
+

30(29)

250(249)
+

50(49)

250(249)
+

70(69)

250(249)
+

90(89)

250(249)
 

=
10 ∗ 9 + 30 ∗ 29 + 50 ∗ 49 + 70 ∗ 69 + 90 ∗ 89

250 ∗ 249
 

=
10(9 + 3 ∗ 29 + 5 ∗ 49 + 7 ∗ 69 + 9 ∗ 89)

10 ∗ 25 ∗ 249
 

=
(9 + 3 ∗ 29 + 5 ∗ 49 + 7 ∗ 69 + 9 ∗ 89)

25 ∗ 249
 

=
1625

25 ∗ 249
=

25 ∗ 65

25 ∗ 249
=

65

249
 

 

The index of coincidence is 
65

249
. 

 

  



7) The set of letters S consists of 5 As, 40 Bs, 35 Cs, 10 Ds, and 10 Es. The set of letters T 

consists of 15 As, 10 Bs, 35 Cs, 30 Ds and 15 Es. What is the mutual index of coincidence 

between sets S and T? Leave your answer as a fraction in lowest terms. 

 

Solution 

Set S is 5 + 40 + 35 + 10 + 10 = 100 letters, and Set T is 15 + 10 + 35 + 30 

+ 15 = 105 letters. Using the formula for mutual index of coincidence, we get: 

 

Mutual index of coincidence forumla: ∑
𝑥 ∗ 𝑦

𝑛 ∗ 𝑚
 

=
5 ∗ 15 + 40 ∗ 10 + 35 ∗ 35 + 10 ∗ 30 + 10 ∗ 15

100 ∗ 105
 

=
5(15 + 8 ∗ 10 + 7 ∗ 35 + 2 ∗ 30 + 2 ∗ 15)

100 ∗ 105
 

=
25(3 + 8 ∗ 2 + 7 ∗ 7 + 2 ∗ 6 + 2 ∗ 3)

100 ∗ 105
 

=
3 + 8 ∗ 2 + 7 ∗ 7 + 2 ∗ 6 + 2 ∗ 3

4 ∗ 105
=

86

4 ∗ 105
=

43

2 ∗ 105
=

43

210
 

 

The mutual index of coincidence is 
43

210
 

 


