Fall 2012 CIS 3362 Homework #2 Solutions

1) Using the Index of Coincidence test, 9 comes up as the most likely length of the keyword. In playing with the letter frequencies, the keyword is revealed to be: JOHNCHITT, the president of UCF. Here is the corresponding plaintext:
One of the keys to success in this class and many classes for that matter is perseverance. Also note that sometimes people have spelling mistales in their messages. So don’t be led astray by this little accidental errors. If someone was really trying to thwart you they could easily spell man more words incorrectly. I tried to create a keyword that wouldn’t be in the dictionary just in case someone did a dictionary search. See how am I speling prevents a long repeated ngram.
Spaces, apostrophes and capitalization have been provided. The original spelling is intact.

2) By guessing that the first three digrams are “th”, “is” and “is”, we can make the hunch that if “th” isn’t in the keyword, then ‘t’, ‘h’, ‘w’ and ‘f’ are likely to form a box like this:
F  H
T  W
Since I and Q appear to be in the same row (the other option is that Q is directly below I), this leads to a fairly bizarre conclusion that both are likely to be in the key word. In all honestly, the other option, that Q is directly below I is probably more likely, but will eventually lead to a dead end. If we end up deciding that Q and I are in the keyword, then it follows that S and V are in the same row as well, which is likely to be the row with T and W:
Q    I
  F    H
S T  V W
Since U usually follows Q, we can deduce the following:
Q U I
  F   H
S T V W
From here, we see that only 1 of X, Y and Z will follow W, so that two of those letters are in the keyword. Unfortunately, there are words with Q, X and Y and words with Q, Z and Y. It probably makes sense to try out both and see what happens. In particular, it probably makes sense to do a dictionary search at this point, looking for different words that start with QUI and have two of the three letters, X, Y and Z. The only two that I can think of are “quizzically” and “quixotically.” (I didn’t run the dictionary search, so there might be others.) If we try both of these, we see that “quizzically” is the key and the Playfair matrix is:
Q U I Z C
A L Y B D
E F G H K
M N O P R
S T V W X

Here is the message:

This is a tough Playfair and eventually I will give out some matching plaintext. But good luck for those of you who want to try to break it without that. I have picked a rather interesting keyword, don’t you think? If you are the first to break this, come to my office and say the magic word which is icosahedrom. Then I will give you a prize.

3) The attached program, matinv.c solves this question via brute force, by trying to satisfy the following matrix equation:


In particular, the equation above can be broken down into three sets of three equations each. Three equations are in a, b and c. The next three are in d, e and f. The last three are in g, h and i. We separately solve these three systems of three equations each, finding a, b and c utilizing brute force, by trying all 263 values for each triplet. The attached code would theoretically work for larger matrices, but the time it would take would get prohibitive reasonably quickly. For an n x n matrix the run-time would be O(26n). The solution the program produces is:



4) The program for this question is also attached as hill.c. For the specific sample given in the assignment, the output is:

uwfnrlkdqfdkxjlgiynfqchxakxxfvfzrmgbalakfk 

