CIS 3362 : Homework # 4 Solution

Advanced  Encryption Standard
1) Show the first eight words (w[4] through w[11]) of the key expansion for a 128-bit key of all ones.
Calculating w[4] :
Here, i = 4

temp = w[i-1] =  w[3] = ffffffff
RotWord(temp) = ffffffff
SubWord(RotWord(temp)) = 16161616 (using the S-box table)
Rcon[4/4] = 01000000 (using round constant table)

XORing SubWord with  Rcon[4/4] : temp=  16161616 XOR 01000000 = 17161616 

XORing w[4-4] with temp we get w[4] , hence  w[4] = w[0] XOR temp 

                                                                                              = ffffffff XOR 17161616 = e8e9e9e9
The next three keys are just calculated using XORS with ffffffff. These are:

w[5] = 17 16 16 16

w[6] = e8 e9 e9 e9

w[7] = 17 16 16 16

Calculating w[8] :

Here, i = 8
temp = w[i-1] =  w[7] = 17161616
RotWord(temp) = 16161617
SubWord(RotWord(temp)) = 474747f0 (using the S-box table)

Rcon[8/4] = 02000000 (using round constant table)

XORing SubWord with  Rcon[8/4] : temp=  474747f0 XOR 02000000 = 454747f0 

XORing w[8-4] with temp we get w[8] , hence  w[8] = w[4] XOR temp 

                                                                                              = e8e9e9e9 XOR 454747f0 = adaeae19

The next three keys are just calculated using XORS with the appropriate previous values:

w[9] = ba b8 b8 0f

w[10] = 52 51 51 e6

w[11] = 45 4747 f0

2)  Given, 
Plaintext  = 000102030405060708090A0B0C0D0E0F

         Key = 10101010101010101010101010101010
a) Original contents of State, displayed as a 4 x 4 matrix. 

For making that matrix we have to write down plaintext contents grouped by byte columnwise (i.e. 1st column – 1st row first, then 1st column- 2nd row etc.) 

	00
	04
	08
	0C

	01
	05
	09
	0D

	02
	06
	0A
	0E

	03
	07
	0B
	0F


b) Value of State after the initial AddRoundKey

In this case , above State matrix is XORed with Key matrix.
	         State
	
	                      Key
	            Result

	00

04

08

0C

01

05

09

0D

02

06

0A

0E

03

07

0B

0F


	XOR
	10
10
10
10
 10
10
10
10
10
10
10
10
10
10
10
10

	=  10
14
18
1C
    11
15
19
1D
    12
16
1A
1E
    13
17
1B
1F


	
	
	
	


c) Value of State after SubBytes :
In this case AES S-box is used on above result matrix.
	             State
	
	                     After SubBytes

	=  10
14
18
1C
    11
15
19
1D
    12
16
1A
1E
    13
17
1B
1F

	                     →
	  CA
FA
AD
9C
82
59
D4
A4
C9
47
A2
72
7D
F0
AF
C0



d) Value of State after ShiftRows :
In this case a shift on the bytes is performed on each row. Here 1st row shifted 0 time, 2nd row 1 time,  3rd row 2 time and 4th row 3 time to the left.
	             State
	
	                     After ShiftRows

	 CA
FA
AD
9C
82
59
D4
A4
C9
47
A2
72
7D
F0
AF
C0

	                     →
	  CA
FA
AD
9C
59
D4
A4
82
A2
72
C9
37
C0
7D
F0
AF


	
	
	


e) Value of State after MixColumns :

The forward mix column transformation, called MixColumns, operates on each column individually. Each byte of column is mapped into a new value that is a function of all four bytes in that column. Each element of the product matrix is the sum of products of elements of one row and one column. In this case, the individual additions and multiplications are performed in [image: image2.png]GF(2°).




	         
	
	                      
	            Result

	02

03

01

01

01

02

03

01

01

01

02

03

03

01

01

02


	   X
	ca
fa
ad
9c
 59
d4
a4
82
a2
72
c9
47
c0
7d
f0
af

	= 06
87
8f
56
    45
a2
4e
e5
    97
  4d
8b
7a
    25
49
7a
3f


	


These calculations can be done by hand, or by a computer program. These particular values were created with the code posted online (AES.java.)
