CIS 3362 Homework #2
Classical Polyalphabetic, Polygraphic Ciphers Solutions

1) Using the index of coincidence test with 9 bins yields the following values for each bin:

6.26, 5.98, 6.46, 4.0, 4.3, 7.69, 7.38, 4.61, 5.53

None of the other bin sizes leads to any values above 6% (except for 3 bins). We can exclude 3 because the other two bins are much too small. Using both the mutual index of coincidence tool (matching with the English language) and the visual aid given in Cryptool, as well as matching a word to the first four letters, the beginning of the keyword becomes “CHAD”. From here, either subsequent guessing, or realizing that the Dolphins starting quarterback is Chad Henne, will help you complete the keyword to be “chadhenne”. Here is the corresponding plaintext:
I will make this message slightly harder to break by omitting a particular word that you think will appear. But a digram from that word appears in this message often. Can you guess what word I am referring to?  I really need to post this homework assignment soon so I will hurry up and finish this message.
2) A bin size of 8 reveals the following index of coincidences for each bin:

5.72, 7.13, 12.52, 8.14, 7.54, 6.28, 7.68, 6.42

This is clearly the length of the keyword. Using the mutual index of coincidence or the Cryptool graphs yields that “IN” are likely to be the first two letters of the keyword. The last two letters are likely to be “OR”, from there, using the given plaintext derived from plugging in these letters will reveal the keyword “inductor”. Here is the corresponding plaintext:
Since I hid a prize last time I will hide another one this time to give everyone another chance. The prize will be the exact same thing as last time. To find out what it was you have to ask the person who won last time. Or maybe you can just figure it out by finding it this time. I will give the prize to a certain assistant in the office numbered two hundred and forty six. Her first name is almost the same as the first name of one of my favorite actresses who was in Ten Things I Hate About You and the Bourne Ultimatum. The names are just off by the last letter.
Note: As the message indicates, I am a big Julia Stiles fan.
3) The first pair of letters indicates that SO and AG form a box, with SA on one row and OG on the another. The second indicates that LAS are either all on the same row or column. Since S and A are on the same row, L must also be on this row. Since S and A are on a row together, it makes sense that both are in the keyword, or at least that S is. It also stands to reason that O and G are not on the keyword and are on a row below where S and A are. Since O comes after G in the alphabet, we surmise that G is early in the row, towards the left, and O is towards the right. This puts S near the beginning of the its row and A towards the end of its row. The second pair tells us that L precedes A and that A precedes S. If the latter is the case, then we must have that A is at the END of its row and S at the beginning. Now, our first row (it could be the second, but first is more likely) is:
S __  __ L  A

It is also likely that G and O are on the third row, unless the keyword has lots of letters from the end of the alphabet. This means that only one letter from P – Z is in the keyword. But, we know that this letter is S, so our matrix looks like the following now:

S   __ __  L  A

__ __ __ __ __

G  __ __ __  O

P   Q   R  T  U

V  W  X  Y  Z

The third pair tells us that M is to the left of O. This indicates that N is in the keyword:

S   __ __  L  A

__ __ __ __ __

G  __ __ M  O

P   Q   R  T  U

V  W  X  Y  Z

The fourth pair is already in our matrix. The fifth pair tells us that F and D are on the same row and that I and L are on the same row. Thus, I is on the first row and D and F are on the second row. This means that F has to be underneath L and that D will be directly underneath I on either the second or third column. We’ll guess the second for now:

S   I   __  L  A

__ D  __  F __

G  __ __ M  O

P   Q   R  T  U

V  W  X  Y  Z

From here, you have to guess the keyword, or try to make a guess at more of the plaintext to fill in the rest of this chart. During this process, we discover that the plaintext is about chess. The corresponding keyword is “siciliandefense” and the corresponding Playfair matrix is:

S   I   C  L   A

N  D  E  F   B

G  H  K M  O

P   Q  R  T  U

V  W X  Y  Z

The plaintext is:

So almost fifty eyears after Claude Shannon made the proposal on how to program a computer to play chess the quest for the holy grail was finally over. It did not end with the greatest chess game ever but how the match ended was not up to us.
Note: This plaintext was taken from the book, Behind Deep Blue by Feng-Hsiung Hsu, the chief architect of the hardware for Deep Blue.
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Corresponding ciphertext: YDLNHTRSE

5) Set up the following equation:
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This yields the following four equations

6a + 17c = 1 mod 26



6b + 17d = 0 mod 26

13a + 21c = 0 mod 26



13b + 21d = 1 mod 26

13(6a) + 13(17c) = 13 mod 26

13(6b) + 13(17d) = 0 mod 26
6(13a) + 6(21c) = 0 mod 26


6(13b) + 6(21d) = 6 mod 26
-----------------------------------


------------------------------------


95c = 13 mod 26



95d = -6 mod 26

17c = 13 mod 26



17d = 20 mod 26

23(17c) = 23(13) mod 26


23(17d) = 23(20) mod 26

c = 13 mod 26




d = 18 mod 26

Plug back into the first equation to get 
Plug back into the first equation to get

6a + 17(13) = 1 mod 26


6b + 17(18) = 0 mod 26

6a = =220 mod 26



6b = -306 mod 26

6a = 14 mod 26



6b = 6 mod 26

6a = 14 + 26n, for some integer n

6b = 6 + 26n, for some integer n

3a = 7 + 13n




3b = 3 + 13 n

3a = 7 mod 13




3b = 3 mod 13

9(3a) = 9(7) mod 13



9(3b) = 9(3) mod 13

a = 63 mod 13




b = 27 mod 13

a = 11 mod 13




b = 1 mod 13

Thus, a = 11 or 24 mod 26.


Thus, b = 1 or 14 mod 26.

Thus, we have four possible decryption keys:
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Of these, the one that works is the first one, 
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6) Here is the frequency of each letter:

A 11
B 8
C 13
D 4
E 4
F 5

IC = 
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7) Here is the second set of letter frequencies:

A 5
B 4
C 6
D 6
E 8
F 7

MIC = 
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_1347092469.unknown

_1347093816.unknown

_1347093832.unknown

_1347094466.unknown

_1347094854.unknown

_1347094095.unknown

_1347093825.unknown

_1347093799.unknown

_1347091916.unknown

_1347092245.unknown

_1347091636.unknown

