CIS 3362 Homework #4 Solutions
Phi Function, Euler's Theorem, RSA Encryption

1) Determine the following values:

a) Φ(170)  = Φ((2)(5)(17)) = 1x4x16 = 64
b) Φ(3945)  = Φ((3)(5)(263)) = 2x4x262 = 2096
c) Φ(5403265623) = Φ((38)(77)) = (38 – 37)(77 – 76)  = 3087580356

d) Φ(9834345) = Φ((33)(5)(97)(751)) = (33 – 32)(4)(96)(750)  = 5184000
e) Φ(202500000) = Φ((25)(34)(57)) = (25 – 24)(34 – 33)(57 – 56) = 54000000
2) Without the aid of any computing device, show how one can use Euler's Theorem to determine the remainder when 491058 is divided by 201.

Φ(201) = Φ((3)(67)) = 2x66 = 132.

It follows that 49132 ≡ 1 mod 201.

Then, we can show that:

491058 ≡ (49132)8492 ≡ (1)8492 ≡ 492 ≡ 2401 ≡ 190 mod 201.

Thus, the desired remainder is 190.
3) Create your own RSA keys given the following specifications: both p and q have to have 8 digits in their decimal representation and both e and d have to have at least 10 digits in their decimal representations. You may use Java's BigInteger methods, but please don't use the sample program posted on the course web page. (The point of this question is to see if you understand the process, step-by-step.) Attach the code you wrote to do this.

Using the online posted program, here is one example:

p = 23456789


e = 1234567899
q = 98765441


d = 1850688704955219
4) A primitive root, α, of a prime, p, is a value such that when you calculate the remainders of  α, α2, α3, α4 , ... , αp-1, when divided by p, each number from the set {1, 2, 3, ..., p-1} shows up exactly once. In fact, one can simply check if α is a primitive root by calculating these remainders and seeing the first exponent that produces a remainder of 1. If p-1 is that exponent, then α is a primitive root. Write a short program that prompts the user to enter a prime number, p, and a value in between 1 and p-1, and then tells the user whether or not the second value they entered is a primitive root of p.
The solution is attached as the file primitiveroot.c.
5) Two separate RSA keys both use the same value of n = 21877. In particular, in one of the sets of keys, e = 13249 and in the other set of keys, e = 14567. It is known that the same message M has been encrypted using the public keys above yielding the ciphertexts 4222 and 19647, respectively. Determine integers x and y such that 13249x + 14567y = 1. Consequently, determine the original value of M without ever finding 
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 or either value of d. (Hint: Remember what it means to raise a value to a negative exponent – first raise it to the -1 power, and then raise that result to the corresponding positive power. Furthermore, remember that raising a value to the -1 power means finding its modular inverse.) Please show each step of your work. If you use one/edit one of the programs shown in class or write your own code, please include that in your write-up.

First, use the Extended Euclidean Algorithm (or modInverse) to obtain that

x = 12456, y = -11329 
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Now, note that the inverse of 19647 mod 21877 is 5237 and use modExp to get:
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