CIS 3362 Homework #2 Solutions

1)  Using the index of coincidence test, the best match is for the keyword length of 9. (Here are the IofCs for each of the bins: 6.15%, 7.5% 5.55% 6.3%, 6.0%, 9.15%, 6.6% 6.19% and 7.14%.) Once this is determined, visually inspecting the letter graphs allows you to try to get each of the 9 graphs to line up. In particular, the absence of J, Q, X and Z in most of the English language is probably the best way to line up these graphs. Once you line up the first few and get the keyword letters "HURR" it's a plausible guess that the keyword is indeed "HURRICANE". Here is the decrypted message:

I figure it is time I hide a prize. I hope no one works on this problem right away because I have yet to buy the prize. But I will have it by Thursday of this week for sure. That is the eleventh of September so I am unambiguous. The prize will be hidden near the health center in a circular area. I will dig a little spot for it. The spot will be on the outer edge of the soil and it will be on the easternmost spot of the circle . Good luck!
2) For this one, the index of coincidence test was a little last definitive. Still, based on some of the very high numbers, the best match is a keyword length of 7 (Here are the IofCs for each of the bins: 4.39%, 9.14%, 10.85%, 6.46%, 8.78%, 6.21% and 5.64%.) Once again using the same technique with each of the bar graphs (lining up all of the "missing spots") we get the keyword, "KNIGHTS". The only tough bin is bin number three because for some bizarre reason, there are hardly any Es in this sample! Here is the plaintext:

In two weeks the UCF football team is traveling to Boston to play BC. Last year we would have lost to them but this year they don't have Matt Ryan so I am hoping we have a shot. It's too bad we lost to USF though. That comeback was quite exciting! Though one of these days we'll have to pull one of those close ones out. In the mean time, hope you enjoyed breaking this message.
3) The matching plaintext that was eventually given was "THEPLAYFAIRCIPHERI". The first key matches to look at are the following pairs (written as plain -> cipher):
EP -> SQ

IP -> ST

RI -> TM

From these three pairs, we can ascertain that E and P are opposite corners of a rectangle as are S and Q. Furthermore, this infers that S comes before E on a row, so it means that S and E are both most likely in the keyword while P and Q are not. Since P and Q are adjacent, S and E must be also. Here's are grid so far:

S
E

P
Q

With IP matching with ST, we see that we have another rectangle formed. Since we know that S is in the top row (or maybe the second row, but most likely the top row), we now know that I is in the keyword, so we have:
S
E

I

P
Q

T

Now, since RI matches to TM, this is a third rectangle, so clearly, we have:

S
E
M
I

P
Q
R
T

You could continue working it out from here, but it should be pretty clear based on #1 and #2 that the keyword is most likely "SEMINOLE". Here's the plaintext:

The Playfair Cipher is a tricky one. But it's interesting to see the patterns that persist in it once you start placing letters in the grid. It's amazing how much process of elimination you can use. The key is finding consecutive letters that are on the same row or same column. If you can find several of these and piece together a whole row or column that is really huge. Let's hope my message gave you that ability.
4) The matching plaintext that was eventually given was "IFYOUHAVEPICKEDUPO". First use the matching pair, YO -> OE. These are on the same row or column. The first doesn't seem to make sense since the letters are all over the place and don't seem to be part of a regular keyword. Thus, put them in a column. But, this has O following Y, which is weird. This most likely means that Y is NOT in the keyword but is on the bottow row, and the O is a wrap-around to the top (and IS part of the keyword) while the E is below the O and not part of the keyword (unless it's real long). 

Next utilize IC -> PI. These are also likely on the same column and not row, but with no wrap around. This gives us the following grid:



O


C

E


I


P





Y

Now, utilize EP -> CS, which clearly places S right above Y. Then, look at KE -> LD. None of these are in the keyword and they'll form a box with the letters in their natural order. So this is what we have now:




O


C
D
E


I
K
L


P

S




Y

Since DU -> FQ, it is likely that Q is in between P and S and F is to the right of E, meaning that R is in the keyword:




O


C
D
E
F


I
K
L


P
Q
S
U




Y

With PO ->SA, we can fill in A above the C. Finally with AV -> GW, we can put the W on the bottom row below P and the G to the left of the A to yield:

G
A

O


C
D
E
F


I
K
L


P
Q
S
U

V
W


Y

At this point, it's pretty clear that the theme in keywords as continued and that that the keyword is "GATOR". Here is the plaintext:

If you have picked up on the theme of the keys I have been using you should be able to get this one right off the bat. The lesson with that is if you pick up on auxiliary patterns or if people utilize an encryption scheme poorly makes the cryptanalyst's job much easier. Lucky for you guys I am a collegiate football fan. Notice how I left the Bulls out of the mix. That was definitely intentional. In the meantime by the time you are reading this you will most likely be done breaking messages, hooray!
5) 
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The ciphertext is "LGLKZQFHH."

6) Here are the frequencies of each letter:

	Letter
	A
	B
	C
	D
	E
	F

	Frequency
	15
	14
	3
	5
	7
	6


Plugging into the formula we get the following for the IofC:
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7) Here are the frequencies for the second text:

	Letter
	A
	B
	C
	D
	E
	F

	Frequency
	8
	8
	5
	7
	8
	6


Plugging into the formula we get the following MIofC with the previous text:
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