CIS 3362 Homework #1 Solutions

1) Trying all 26 possible shifts, we find that the encryption key was 17, thus to decrypt, we can subtract 17 (or add 9) to each letter. Here is the message:

Welcome to the cryptography class. Hopefully you figured out this message quickly.
2) Trying all 312 possible keys, we find the following:

Today is game day. It is time to tailgate. Go UCF!
The encryption keys are (a = 7, b= 22). The decryption keys are (a = 15, b = 8).
3) Trying all 312 possible keys, we find the following:

Sometimes I hide a prize and reveal where it is in one of these messages, but not this one, sorry!
The encryption keys are (a = 19, b = 2). The decryption keys are (a = 11, b = 4).
4) The highest letter frequencies are Z (15.2%), T (9.6%), O (8.3%), Q (7.6%) and G (7.2%). Since E and T are the two most frequent letters, it is likely that Z maps to either E or T. After some trial and error (looking for the, where a t is followed by an e after two characters), we settle upon Z = T and T = E. Utlizing the repeated trigrams that are most likely the, we find I = H. It is also likely that O and Q represent vowels, one of which is almost definitely A. From here, we can eventually conclude that Q = A and O = I.

From this point on, enough is filled in that some intelligent guessing can finish out the message:
This is my favorite key to use in substitution. Can you figure out the pattern that I used? Just carefully look at the what a matches to then what b matches to etc. until you figure it out. This is a key that would be easy enough to remember whithout writing it down. By the way did you notice that misspelling a bit ago? They can make substitutions harder to break.
KEY:

	Plain
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M

	Cipher
	Q
	W
	E
	R
	T
	Y
	U
	I
	O
	P
	A
	S
	D

	Plain
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	Cipher
	F
	G
	H
	J
	K
	L
	Z
	X
	C
	V
	B
	N
	M


5) This one was tricky. Looking at the letter frequencies, we see Q(11.1%), O(9.3%), V(9.3%), B(8.8%), Z(8.4%) and T(7.5%). But the biggest hints are most likely the repeated pieces of text "CZBHMQZNHP" and "MQTNOVUD". We'd be tempted to think that Q is E, but this will eventually lead to problems. The key to figuring out this cipher is getting either these two words, or finding the word "THIS" which is "VDQT", the first four letters of the cipher text. Here's the solution and key:
This is an unordinary dispatch. Can you find out why? I do not know if I can form a long dispatch with this unordinary anomaly. Don't you think it is a difficult task; just a solitary symbol missing can bring havoc to cryptanalysts. What is that symbol? If you crack this you will know.
	Plain
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M

	Cipher
	O
	E
	U
	M
	W
	A
	G
	D
	Q
	R
	J
	I
	S

	Plain
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	Cipher
	Z
	B
	N
	F
	H
	T
	V
	K
	L
	X
	C
	P
	Y


6)  f(x) = 9x + 17 (mod 26)

      x = 9y + 17 (mod 26)

      x – 17 = 9y (mod 26)

     3(x – 17) = 3(9y) (mod 26)

     3x – 51 = y (mod 26)

     y = 3x + 1 (mod 26).

7) Let's set up equations for the original encryption keys, a and b:


4a + b = 20 (mod 26)


19a + b = 11 (mod 26)

Subtracting the top from the bottom, we get


15a = -9 (mod 26), now multiply through by 7.


7(15a) = -63 (mod 26)


a = 15 (mod 26)

Now, substitute to solve for b: 4(15) + b = 20 (mod 26)





 b = -40 (mod 26)





 b = 12 (mod 26)

Original encryption function is f(x) = 15x + 12.  
