CIS 3362 Homework #8

Chapter 9: Key Management, Digital Signatures, Hash Functions, and Certificates

Note: This is a group assignment. Each pair of students should turn in one write-up in class on the due date. Both students' names should clearly be at the top of the front page of the assignment. Students may also turn in the assignment by themselves if they do not wish to have a partner.

Do the following problems from the text on pages 262 – 266: 2, 3 (use CAP for this), 4, 11, 12, 13

Problem 2:

Answer: A simple way is to find two words using the same characters. They will have the same hash value as the hash value is just the XOR of all the characters, in any order. For example, god and dog have the same hash value 01101100.
Problem 3:

Answer: CAP indicates the correct hash value should be 4A56. So this message is invalid.
Problem 4:

Answer: Bob sends 
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, using CAP we can find it to be 12823069772189633304.
Problem 11:

Answer: Use CAP to find these values
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These values are known to both Alice and Bob.

Alice calculate 
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Bob calculate 
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Alice calculates 
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 and sends it to Bob.
Bob calculates 
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 and sends it to Alice.

If you use the protocol, the value that both Alice and Bob get is 828.

BUT, 
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. The issue here depends on whether your calculate K inverse mod p or mod (p-1). For this problem, it is IMPOSSIBLE to do the latter, since K and p-1 share a common factor of 15. BUT, if you do the former, you simply DON'T calculate gab mod p. Due to the vague description in the text, I will "count" either 828 or 2195 as a "correct answer."
Problem 12:

Answer: 
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Problem 13:

Answer:
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