CIS 3362 Homework #7

Chapter 8: Public Key Ciphers Solution
1) For a particular set of RSA keys, it is known that n = 19873407974104597147, and e = 91247182832917. Determine the value of 
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and d. You may use CAP or any of the programs I have shown you in class, or any utility that you write. Please explain all the steps that you took and why you took them in your solution.
Solution

Using CAP, or coding your own factoring method, you should eventually find that

n = 9123723991x2178212317. (10 points)

So, φ(n) =9123723990x2178212316 = 19873407962802660840 (5 pts)
Using the Java BigInteger class, d can be determined by finding e-1 mod φ(n).

d = 6059580266095742413 (5 pts)
2) Write an utility program to implement the Fermat factoring method to factor 30991999. Have your program write out the result of each step of the algorithm and determine the final factorization. If there are more than 10 steps, show the first ten steps, and then the last step.
Solution

The program that produced this output is posted along with this solution. Here are the first 10 tests of output:
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21762

5570

32901
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44042
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5573

66330

5574

77477

5575

88626
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99777

5577

110930 (1 pt for each line)
5668
1134225 = 10652 (5 pts here)
Thus, 30991999 = (5668 + 1065)(5668 – 1065) = 6733x4603

(5 pts for the answer)
3) Two separate RSA keys both use the same value of n = 21877. In particular, in one of the sets of keys, e = 13249 and in the other set of keys, e = 14567. It is known that the same message M has been encrypted using the public keys above yielding the ciphertexts 4222 and 19647, respectively. Determine integers x and y such that 13249x + 14567y = 1. Consequently, determine the original value of M without ever finding 
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 or either value of d. (Hint: Remember what it means to raise a value to a negative exponent – first raise it to the -1 power, and then raise that result to the corresponding positive power. Furthermore, remember that raising a value to the -1 power means finding its modular inverse.) Please show each step of your work. If you use one/edit one of the programs shown in class or write your own code, please include that in your write-up.

Solution
Use function question5() in the code to get x = 12456, y = -11329 (10 pts)
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Use CAP to find the mod exponent
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 (3 pts)
Use CAP to find the inverse of 19647 is 5327, then find the mod exponent
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 (5 pts)
M = 9448 x 12396 mod 21877 = 9827 (2 pts)
CAP can also be used to verify the answer.

4) Given an El-Gamal cryptosystem where p = 1823483, g = 15867, and b = 1090750, show three possible encryptions using k = 13451, k = 90912 and k = 1003121 of the message 909134. 

Solution

Using the posted code for question 4, we obtain the following ciphertexts:

11 points for the set up, 3 points for each set of answers.

k = 13451, c1 = 958520, c2 = 1772593

k = 90912, c1 = 1499349, c2 = 838526

k = 1003121,  c1 = 1028186, c2 = 1567875

5) Given a knapsack cryptosystem with the public key set: { 75076539, 15666230, 108665657, 64921578, 111920268, 92738675, 87964607, 101981004, 108705923, 10105117, 59440997, 99830777, 104405469, 1504209, 115059062, 99016263, 122955987, 74451021, 34594740, 69189480, 46507862, 72836178, 127749468, 48192207} and you have recovered the ciphertext 738720866, determine the 24 plaintext bits and then convert these into text using the ascii code.

Solution

Running the posted program, which simply uses a brute force technique to solve the subset sum problem, we find the subset of values that adds to 738720866 to be:

15666230, 87964607, 101981004, 10105117, 104405469, 99016263, 74451021, , 69189480, 127749468 , 48192207. (10 pts)
Using our original set, this means that the message bits are:

01000011 
01001001 
01010011 (5 pts)
This converts in decimal to 67, 73, 83, which are the ascii characters for CIS. (5 pts)
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