CIS 3362 Homework #2

Chapter 2: Monoalphabetic Ciphers

Due: Tuesday, 9/18/07 

This is a group assignment. Each pair of students should turn in one write-up in class on the due date. Both students' names should clearly be at the top of the front page of the assignment. Students may also turn in the assignment by themselves if they do not wish to have a partner.

Note: Last time, many people worked alone. I really think working in pairs may reduce the total amount of time spent on this particular assignment, so please try to find someone to work with, don't be antisocial =)

Decode the following ciphertexts. Please use the CAP tool, and in your write-up, describe the steps you took and why you took them in decrypting the ciphertext. At the end of your description, reveal the full matching plaintext.

1) (Vigenere) 

einxyxxklhspdbxkoynxlesnrhynkntgosuuqhybqiilztxzpymckhmydpqiglivbigpytmewbqfmbgbhlfwwuikwydedxejhnqadfinkyzngneihzdtwtruzbqgwbwyroxsexikbigqqmlvzukiztxuxgbhlxvzvmytdecjrcdtseppslquwkwfpyiwwkivomqqwlmuhmuizbrblnuhcbrurzmrggwglwgdmlwgrn

After computing the IC values, I got that the keyword length might be 8. None of the possible keywords that cap produced were correct, but several of them got 4 or 5 letters in the keyword. Utilizing the guesses that were correct, and working backwards with guesses to the plaintext yielded the keyword “dumpster”.
bob i getting a little bit low on my supply if you know what i mean so i have to see you again the quicker the better please tell me when you are free and where i should meet you by the way that dumpster is smelly so i really prefer somewhere else besides i think it is kind of a conspicuous spot
2) (Vigenere)
fcqufgeqdlgxrifjgliivjzbkdssqzpswiwtdmljqiyfugsvsbywobfszkawwirudbzjwxndmdfxwrvmlbxxmvvaoixmywdfsjyymxsmwgvmyppjhfcjtisstieqywsfwffizjixdbcwkiqkciilftxtsajjpgvphgvwcbcmskpwnieskqefqmlybatyklvaluleypwmgmrirawdsriywtccmrvifjxwlimsucszdicfqiwzkzbrhfcttvxmynwmmhtwfjscpcgvogphmkpwmdyxifefzsywyitjxwtdm

Shift        KeyWord Character

              1        2        3        4        5        6        7    

   0        8.151     7.151     5.151     6.151     6.151     7.151     7.151  

   1       12.151    12.151    15.151     4.151     8.151    14.151    13.151  

   2        3.151     9.151     6.151     2.151     4.151    15.151    10.151  

   3        8.151     0.151     9.151     7.151     5.151     3.151     8.151  

   4        9.151    13.151    10.151    12.151    12.151     4.151     6.151  

   5       11.151     5.151     2.151    12.151     9.151     6.151     7.151  

   6        5.151    10.151     3.151     9.151     5.151     1.151     7.151  

   7        8.151     9.151     4.151     8.151    12.151    11.151     7.151  

   8        5.151     7.151    10.151     1.151    10.151    16.151     7.151  

   9        3.151     0.849     9.151     2.151     6.151     4.151     2.151  

  10        5.151     5.151     6.151     7.151     4.151     3.151     1.151  

  11       10.151    14.151     7.151     9.151     8.151     5.151     6.151  

  12        8.151     6.151     2.151     8.151     1.151     8.151     7.151  

  13        6.151     8.151    16.151    12.151     6.151     7.151    16.151  

  14        9.151    10.151    11.151     9.151    10.151     6.151    10.151  

  15        6.151    12.151     9.151     2.151     9.151     8.151     5.151  

  16        6.151     2.151     6.151     6.151     8.151     1.151     5.151  

  17       13.151     6.151     6.151    11.151     7.151    13.151    10.151  

  18       13.151    12.151     0.849     6.151     7.151    12.151    10.151  

  19        6.151     0.151     5.151     7.151     2.151    10.151     9.151  

  20        7.151    13.151    13.151     8.151    13.151     7.151     6.151  

  21        0.849    10.151     6.151     4.151     7.151     7.151     4.151  

  22        2.151     6.151     4.151     4.151    11.151     0.849     0.849  

  23        4.151     3.151    12.151     9.151     7.151     5.151     7.151  

  24       12.151     2.151    10.151    11.151     8.151     7.151    10.151  

  25       11.151     9.151     4.151     8.151     0.849     5.151     5.151  

Keyword: frisbee
Plaintext:

Alice, calm down easy there. It’s cool. I have some time tomorrow. How about sev en pm this time? Let’s meet at the nineth hole of the Frisbee golf course on campus. No one ever plays Frisbee golf, so we should be okay. In the mean time, might I suggest that you find a second hobby? I mean it’s great you make me rich and all but it would probably be good if you cut you're your habit some.

3) (Autokey)
cffyhbesstmcpeihjoavxzfseeiwmujlsdhefwahzvhbpufeekwutlogizbkosxlftxgsvecfwnbwmfgrbvtbzmcmcoytyjtpewpyynzhjsgrvjllrzhiyqgetsagkxtoftzahjiaamzlkjkyffkmackmepddyzhiakfdowqylfhmuwfwsxiphixokvfpwzhyvaaiampqqmwvetnikwtxtokrrlobvixegorgqon

Key word: breathe length 7
Plaintext:

Bob, you are so overdramatic besides I have another hobby and it’s not Frisbee golf or your information. I actually have learned yoga. I find that it balances out my drug habit perfectly. Thanks again and I will see you later tomorrow. In the mean time I will be calming practicing my yoga.
First, I assumed that this autokey is an plaintext cipher. Then,
I used CAP to find the possible length of keyword and when I tried the breathe (length 7), it worked.
4) (Nihilist)
48    43    65    44    45    27    69    65    83    54

72    36    37    74    76    57    31    65    68    66

97    25    54    27    39    53    97    54    63    27

76    35    75    54    82    58    65    56    66    24

43    27    38    36    73    35    54    38    45    73

65    44    45    39    75    66    65    37    66    46

46    45    73    36    72    65    69    54    65    28

65    37    65    72    85    37    83    28    37    66

76    35    53    65    39    42    66    25    62    55

39    66    64    54    53    27    39    52    65    34

45    29    69    45    74    35    54    59    57    35

74    37    76    28    68    66    96    58    82    25

35    34    76    48    63    28    69    66    65    28

63    25    65    33    75    54    82    27    68    62

63    25    45    38    46    43    75    46    44    46

57    64   103    37    53    27    69    44    96    54

66    38    58    35    96    64    43    28    47    62
103   34    72    29    69    46   103    25    46    59

57    33    93    64    63    47    37    66   104    27

43    37    67    72    65    44    65    36    47    46

66    44    55    65    68    35    65    58    53    36

56    35    97    36    55    59    37    43    74    28

45    68    69    66    65    48    45    27    48    56

96    26    63    29    37    36    84    54    42    25

(Cited from Solution of Stephen Fulwider & Viral Shah)

For this problem you can write a program. The program goes through each number e and lists all of the numbers which could possibly add up to that it. Then examining this output list yielded repeated numbers at a particular interval. Using this method, you could find that every 6 elements look similar and you can guess the keyword length is 6. Then you could go through and looked at every 6th element, figuring out which numbers appeared in every set. After doing this, every set reduced down to one number that existed in every set and no others that were in every set. These numbers were 13-31-14-24-21-52. Maybe this was not guaranteed to be the order of keyword2, but it is some permutations of this.
For getting the valid correct orders of keyword2, you lined up the first 6 numbers of the ciphertext, and under it lined up the 6 numbers you could know that you should subtract the key-number from the cipher-number in order to get keyword number. You will find the only one solution:
24-21-52-13-31-14．
You could guess the first word of the message might be “alice”. Using this, I carried out the subtractions for the first 5 numbers, resulting in 24-22-13-31-14. You would know that the numbers mapped in the table to A-L-I-C-E.

1    2    3    4    5

1                    I    E

2              L         A

3       C

4 

5 

This table reveals that the keyword was 8 characters and might be the form “_IE_L_”, using http://www.oneacross.com, you got the possible keyword1 was “FRIENDLY”. Using this, you were able to fill in the rest of the table, and once that was done, you could get the keyword2 “ADVICE”. 
You will find it easy to decrypt ciphertext to plaintext by using CAP.

aliceitscooliwasjusttryingtogiveyousomefriendlyadvicebutiamgladyouthinkyouhaveitallundercontrolincidentallythelateststuffiamgettingforyouisofreallyhighqualitysomakesureyoudontburnthroughitveryquicklybecauseitllgetyatillnexttimeiamsigningoff (first key: friendly, second key: advice)
5) Use the Euclidean Algorithm to determine the greatest common divisor of 3077 and 2295. Please show all of your steps.

Solution: Using the Euclidean Algorithm:

gcd(a, b)=gcd(b, a mod b)

3077 = 1x2295 + 782

2295 = 2x782 + 731

  782 = 1x731 + 51

  731 =  14x51 + 17

     51=    3x17, so the desired gcd is 17.
6) Use the Extended Euclidean Algorithm to find an integer solution for x and y to the equation 106x + 377y = 1.
Solution: 

                377=106*3+59

                106=59*1+47

                 59=47*1+12

                 47=12*3+11

                 12=11*1+1

12-(47-12*3)=1

4*12-47=1

4*(59-47)-47=1

4*59-5*47=1

4*59-5*(106-59)=1

9*59-5*106=1

9*(377-3*106)-5*106=1
9*377-32*106=1, thus x = -32, y = 9 is a solution.
7) Assume that the Martian language has six letters: A, B, C, D, E and F. Compute the index of coincidence of the following piece of Martian text:

ABDDEB FAAB EEB ABBBA CABA CEBBFA FAFAFA BEAB BAEFCD BDAEDA
Do not use CAP or the other online tools I have provided for your calculation. Rather do it by hand and show all the steps. (You can put basic things into a calculator, but I want to verify that you know all of the steps in computing an index of coinicidence.)
Solution:

A=15
B=14

C=3

D=5

E=7

F=6

Total=50
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