CIS 3362 Homework #1
Chapter 2: Monoalphabetic Ciphers

Due: Tuesday, 9/4/07 

Note: This is a group assignment. Each pair of students should turn in one write-up in class on the due date. Both students' names should clearly be at the top of the front page of the assignment. Students may also turn in the assignment by themselves if they do not wish to have a partner.
Decode the following ciphertexts. Please use the CAP tool, and in your write-up, describe the steps you took and why you took them in decrypting the ciphertext. At the end of your description, reveal the full matching plaintext.
1) (Keyword-(shift) 
uvrisfsyfnrivpflnyrkurpzjxffuwfipflkfdrbvkyvuifgfww

Solution: 
Try every shift value using CAP from 1,2, ……，until Shift 17
(Tips: you can see “ww” at the end of this ciphertext. It helps you save time to solve this problem )
Plaintext:  dear bob， how are you？

                 what day is good for you to make the drop off？
2) (Affine)
ojigyidzibadzmlupowbiqzdeijjumhhigysyydsyxyzibpdzyggdekjoxx
wdzypmstudyldybts
Solution: C=aP+b (mod 26), 
Due to the limitation of a (GCD (a, 26) =1), coefficient a could only be those values as follows: 1,3,5,7,9,11,15,17,19,21,23,25.
First, set a = 1,

Then try every possible value of b from 0 to 25

If it doesn’t work, set a = 3,

Go on trying every possible value of b from 0 to 25

Until a=25

You can find the answer:  a=9, b=14

Plaintext:

Alice, I think Thursday night will suffice. Meet me behind the cctwo lab by the dumpster ten pm.

3) (Multiliteral) 
drugdrggrudduursgurduggrggrudsduugrsdssguggsddgrdsggrudsdrd
sguggdggrgsrrdgdsdduddsgrdssddsgr  Key=drugs
Solution:   You can see five letters d, r, u, g, s, I first try “drugs” and it works. In addition, if “drugs” doesn’t work, you could try other words until you decipher the ciphertext. 
                 d    r    u    g    s
            d   a    b    c    d     e

            r    f    g    h     i     k

            u    l    m    n    o    p

            g   q     r     s    t    u

            s    v    w    x    y   z

You can divide ciphertext into small parts with 2 letters. “dr”, ”ug”, ”dr”. 

You see first row “d” and second vertical  “r”, you can find letter “b”.

Also, it shows third row “u” and fourth vertical “g” and you get letter “o”.

Do until finish all letters.

Plaintext: Bob thanks for the coke. You are the best drug dealer ever.
4) (Substitution)

oeqhzazqsztctsnjtaaqutvoziqkoetwteqxatziqzjouizitkfvigtctso
azsnohuzgrtegrtgxsjtaaqutazggjxeiwxzngxstvtkegjtqhroqjukqrz
iqzngxqffsgctgyjnatscoethoeltkwqeloaqkagghtgyjnaqzoayotrexa
zgjtsaqkzigxuioiqctjqrtozghzitosafttroqkkoazoiqctntzzgsorto
hzitoswouwkqelptz
4. Substitution: 
4-1.  Compute letter frequency in this message 
	A
	6.7%
	N
	2.8%

	B
	0%
	O
	8.7%

	C
	2.4%
	P
	0.4%

	D
	0%
	Q
	8.3%

	E
	4.3%
	R
	3.2%

	F
	1.6%
	S
	4.7%

	G
	7.1%
	T
	13.4%

	H
	2.8%
	U
	2.8%

	I
	5.1%
	V
	1.2%

	J
	4%
	W
	2%

	K
	4%
	X
	3.2%

	L
	1.2%
	Y
	1.2%

	M
	0%
	Z
	9.1%


4-2. Consider frequency information of each letter in regular English text, and list a sequence of letter frequency that matches regular plaintext and ciphertext.

From large to small:

Plaintext:     E  T  A  O  I  N  S  H  R  D  L C  U  M  W  F  G  Y  P  B  V  K  J  Q  X  Z

Ciphertext:  T  Z  O Q G  A   I   S   E  J   K R  X  H   N  U  C W F  L   V  Y  P B   D  M

Also you can cut this sequence into several groups to reduce trying times

4-3. Cut into pieces by repeated N-grams

Oeqhzazqsz tctsn  jtaaqut  vo  ziq  koet  wteqxat  ziqz  jouiz  it kfvig tcts o

Azsnohuzgrtegrtgxs  jtaaqut  azggjxeiwx  zngx  stvtkegjtqhroqjukqr  ziq zngx

qffsgc tgyjna tsc  oet  hoeltkwqeloaqkaggh tgyjna qzoayotrexa

zgjtsaqkzigxui  oiqct  jqrtozg  h  zit os  afttroqkkoaz  o iqct ntzzgsorto

  hzitos  wouwkqelptz

Hints: Using it to solve repeated N-grams

e   e       e ss a    e   tha        e    that  the     st         e           st

TCTS JTAAQUT  ZIQ OET ZIQZ ZIT OAZ GRT GXS AZG

T              e         a   e           s   a       sa        ha   e      e       the

ZNGX GJT  ROQ  TGYJNA QEL AQK OIQCT  RTO HZITOS

Trying message: (I see “JTAAQUT” appears twice, and it seems like word “message”.)
ever      message     tha      e    that  the     st         e           st

TCTS JTAAQUT  ZIQ OET ZIQZ ZIT OAZ GRT GXS AZG

T            me      ia   e    m    s   a       sa      iha ve    ei        thei

ZNGX GJT  ROQ  TGYJNA QEL AQK OIQCT  RTO HZITOS
Repeat trying different words that match each other.

Finally I get the answer.
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And you don’t need to deal with Q, X, Z with B, D, M (ciphertext)

oeqhzazqsztctsnjtaaqutvoziqkoetwteqxatziqzjouizitkfvig

icantstarteverymessagewithalicebecausethatmighthelpwho

tctso

everi

azsnohuzgrtegrtgxsjtaaqutazggjxeiwxzngxstvtkegjtqhroqj

stryingtodecodeourmessagestoomuchbutyourewelcomeandiam

ukqrz

gladt

iqzngxqffsgctgyjnatscoethoeltkwqeloaqkagghtgyjnaqzoayo

hatyouapproveofmyservicenickelbackisalsooneofmysatisfi
trexa

edcus

zgjtsaqkzigxuioiqctjqrtozghzitosafttroqkkoazoiqctntzzg

tomersalthoughihavemadeitontheirspeediallistihaveyetto

sortohzitoswouwkqelptz

rideintheirbigblackjet

Result:

I can’t start every message with Alice because that might help whoever is trying to decode our messages too much.

But, you’re welcome. And I am glad that you approve of my service. Nickel back is also one of my satisfied customers.

Although I have made it on their speed dial list, I have yet to ride in their big black jet.
5) Given that the encryption function for an affine cipher is f(x) = 17x + 4 (mod 26), determine the corresponding decryption function. Please show all of your work.

f(x) = 17x + 4 (mod 26), so we can set up solving for the inverse function as follows:

x = 17f-1(x) +4 (mod 26)

23*17f-1(x) = 23*(x – 4) (mod 26), because 17-1 = 23 (mod 26)

f-1(x) = 23*(x – 4) (mod 26)

f-1(x) = 23x – 92 (mod 26)

f-1(x) = 23x + 12 (mod 26)

6) In another affine cipher, you have determined that the plaintext 'e' most likely maps to the ciphertext 'w' and that the plaintext 't' most likely maps to the ciphertext 'b'. Assuming these are correct, determine the original encryption keys, a and b, in the formula f(x) = ax+b (mod 26). Please show your work by setting up the appropriate equations and solving them.
Solution: e-(w

                t--(b

'w'= a
[image: image2.wmf]´

'e'+b(mod)26    equation 1

'b'= a
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't'+b(mod)26     equation 2
22= a
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4+b(mod)26      equation 1

1= a
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19+b(mod)26      equation 2
Equation 2 – 1:  -21= 15a (mod 26)


     15a = 5 (mod 26)


      7*15a = 7*5 (mod 26), since 15-1 = 7 (mod 26)



     a = 35 (mod 26)



     a = 9 (mod 26) 
Now, solve for b by substituting into the second equation.

1=19
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9+b(mod26)

b=12

and the function is f(x) = 9x+12(mod26) 
_1250498684.unknown

_1250498833.unknown

_1250498620.unknown

