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Question 1 (10 + 10 = 20 points) 
The security levels TOP SECRET, SECRET, CONFIDENTIAL, and UNCLASSIFIED (ordered from highest to lowest), and all possible categories formed by the subsets of {NU, EU, US} form a lattice under the operation 
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 (subset of). Bush is cleared into security level (SECRET, {NU, EU}).

i. Document “Anna” is classified as (CONFIDENTIAL, {NU}). Does Bush dominate “Anna”? Justify.
Bush dominates Document “Anna” as CONFIDENTIAL ≤ SECRET and {NU} 
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 {NU, EU}.
ii. Document “Bella” is classified as (SECRET, {EU, US}). Does Bush dominate “Bella”? Justify.

Bush ¬ dominate Document “Bella” as {EU, US} 
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{NU, US}.
Question 2 (10 + 10 = 20 points)

The security requirements of a software have been evaluated as EAL5 (semi formally designed and tested). Some one found a mistake in the EAL2 (structural testing). What would be the trustworthiness of the software? Justify your answer.

Since there is a mistake in EAL2, so the trustworthiness of the software will be EAL1. Also since there was an error in EAL2, so it can’t be even tested for EAL2. It can only be tested at this point for EAL1.
Question 3 (10 + 10 = 20 points) 
In SSL phase 3 of handshake protocol, client generates PM_secret (which is a 48 byte pre master key secret), encrypts it with the public key of the server KUs, then adds a padding block “PAD” (48 bytes). After this it creates the message authentication code (MAC) of 16 bytes of this encrypted message with PAD. The encrypted message with PAD and the MAC are put together and sent to the server with a header (CL_Header) of 16 bytes. Besides these, no other information is sent. The message sending can be shown as:
Client  (  Server: M1.

Indicate the contents of the sent message M1. Use the notation used in the class. What will be the length of the message?
CL-Header[EKUS [ PM-Secret] || PAD || MAC [EKUS [PM-Secret] || PAD]]
16 + 48 + 48 + 16 = 128 bytes
Question 4 (5 + 5 + 5 = 15 points) 
In Biba’s model, a system consists of a set S of subjects, a set O of objects, and a set I of integrity levels. The levels are ordered. The relation ≤ 
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 I * I holds when the second integrity level either dominates or is the same as the first. The function i: S 
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O ( I returns the integrity level of an object or a subject. 

i) When can s ε S can read o ε O?

If an only if i(s) ≤ i(o).

ii) When can s ε S can write to o ε O?

If an only if i(o) ≤ i(s).

iii) When can s1 ε S can execute s2 ε S?

If an only if i(s2) ≤ i(s1).

Question 5 (15 + 5 + 5 = 25 points) 
Consider an environment where there are “n” workers and one boss. One morning, boss calls a meeting where all n workers show up. Boss announces publicly that at least one of you has a cheating wife. Each worker can see the cheating wife of their fellow worker but is unaware of his own wife’s behavior. Boss then asks the following question over and over: 

can you tell for sure whether or not your wife is a cheat? 

Assuming that all workers are intelligent, honest, and answer simultaneously.

i) How many announcements, does the boss has to make before his workers admit that their wives are cheat? Assume that in total there are 1 ≤ k ≤ n cheating wives. 
K announcements
ii) What is the common knowledge in this case? 
The public announcement by the boss in the presence of all workers made sure that everybody know that everybody know and so on.
iii) Suppose that the boss does not announce the fact that at least one of you has a cheating wife publicly. Instead, he calls each individual worker in his office and secretly tells him that at least one of you has a cheating wife. Also assume that workers do not talk with each other about what boss told them and the meeting remains perfectly confidential. What in your opinion has happened to the common knowledge in this scenario?
The common knowledge was the public nature of the boss’s announcement. Now, the situation has been changed by the confidential nature of boss’s announcement of a fact. This new private nature of boss’s telling a fact to his employers has removed the common knowledge from the situation. There is no common knowledge now. This lack of common knowledge will also stop the workers to find out if their own wife is a cheat or not. 
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