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What is Computer Forensics?

Computer forensics is largely a response to a demand for service
from the law enforcement community [Noblett, Pollitt, and
Presley]. The term "Computer Forensics™ was coined in 1991 in
the first training session held by the International Association of
Computer Investigative Specialists (IACIS,
http://www.cops.org) in Portland, Oregon [Marcella and
Greenfield]. Computer forensics is “the application of science
and engineering to the legal problem of digital evidence”
[Sammes and Jenkinson].

Marcella, Albert J., Jr. and Greenfield, Robert S., Cyber Forensics: A Field Manual
for Collecting, Examining, and Preserving Evidence of Computer Crimes, Second
Edition, Chapter 17, Auerbach Publishers, 2002

Noblett, Michael G., Pollitt, Mark M., and Presley, Lawrence A., Recovering and
Examining Computer Forensic Evidence, Forensic Science Communications,
Volume 2, Number 4, US Department of Justice, October 2000

Sammes, T. and Jenkinson, B., Forensic Computing, Springer-Verlag, 2000


http://www.cops.org/

Roles of computer (or digital device) played
In digital crime investigations:

as the instrument used in committing a crime (an intruder or a
computer virus writer using computers in illegal activities)

as the victim (a comprised system, data stolen or deleted)

as a container or storage warehouse for a crime (a cell phone
that has pictures of a stolen car, text messages with suspects)

O The Digital Evidence discipline became part of the American
Society of Crime Laboratory Directors/Laboratory
Accreditation Board’s (ASCLD/LAB) accreditation program in
April 2003, see articles by John J. Barbara, Mark Pollitt, and
Carrie Whitcomb discussing the efforts led by the SWGDE
(Scientific Working Group on Digital Evidence)
a Formation of the new Digital and Multimedia Sciences Section
of the American Academy of Forensic Sciences, 2/20/2008



http://www.forensicmag.com/articles.asp?pid=21
http://ncfs.org/swgde/SWGDE_History.pdf
http://www.utica.edu/academic/institutes/ecii/publications/articles/9C4E695B-0B78-1059-3432402909E27BB4.pdf
http://www.aafs.org/

Computer Crimes and Crime Scene
Investigation:

As personal computers and access to the Internet become more
prevalent the modern society is increasingly dependent on the
computer and networking technologies for storing, processing,
and sharing data, and for email and message communication.

The proliferation of computers has made computer-based
systems and computer networks easy targets for criminal
activities.

“Computer crimes were originally thought of just in the terms
of hackers and virus makers, mainly due to the fact that at first
only a few geeks had access to computers, but now anyone can
point and click and use a computer to commit just about any
crime,” Sgt. Stenger , OCSO Computer Crime Squad



Computer (or digital) forensics involves the
following steps in handling of digital evidence:

preservation (acquiring evidence without tampering, chain of
custody, transport and storage, collecting data within legal
constraints)

Identification (labeling each item of evidence, bagging and
tagging, identifying with case number, descriptions, date/time
of collection, signatures of handlers)

extraction (authenticating evidence using hashes, using tools
and established procedures for data analysis, keyword searches,
hex and graphics viewer, establishing timeline of events,
corroborating evidence, who-what-when-where-why-how)

documentation (actions taken during investigation, the
findings)

Interpretation (testifying and presentation in the court, as an
examiner or expert, see a recent news article)



http://www.informationweek.com/news/showArticle.jhtml?articleID=189900017
http://en.wikipedia.org/wiki/Digital_evidence

Computer (Digital) forensics tools:

Features provided to aid in forensic examination:
Recover previously deleted files and folders
Recognize disk partitions and common file systems
(Windows FAT and NTFS, Linux ext2 and ext3, Unix UFS)
Carve graphics and other files of known signatures from
unallocated disk clusters
Search strings using regular expressions
Review registry files (on Microsoft Windows systems)
Recover user passwords
Recover emails and instant messages (IMs)
Provide timelines of file access activities based on date/time
stamps
Identify known files based on hash sets
Identify artifacts specific to the operating system on disk



Host-based computer forensics vs. network
forensics:

host-based forensics deals with personal or desktop devices,
small enough to be taken down and imaged for analysis

network forensics deals with servers, company databases,
network devices such as routers, firewalls, intrusion detection

Three issues involved in computer forensics investigations:

technical (the can-we issue): are there tools to extract the
necessary evidence, does the investigator have the expertise

legal (the may-we issue): is there violation of the 4"
amendment of the US Constitution which guards against
unreasonable search and seizure, digital wiretapping

ethical (the should-we issue): ethical concerns relating to the

use of computer forensics include proper use of prosecutorial
and police discretion (see “Computer forensics: admissibility
of evidence in criminal cases™ by Jerry Wegman)



http://en.wikipedia.org/wiki/Fourth_Amendment_to_the_United_States_Constitution
http://en.wikipedia.org/wiki/Fourth_Amendment_to_the_United_States_Constitution
http://en.wikipedia.org/wiki/Fourth_Amendment_to_the_United_States_Constitution
http://www.cbe.uidaho.edu/wegman/Computer Forensics AA 2004.htm
http://www.cbe.uidaho.edu/wegman/Computer Forensics AA 2004.htm

Email and IM investigations:

find email artifacts in client-based email (e.g., Outlook’s PST
files, Outlook Express DBX files) and web-based email
(Yahoo, Hotmail)

use FTK or open-source tools libPST (for Outlook),

Eindeutig (for Outlook Express), AOL clients (for AOL
email) to reconstruct emails

apply string searches (grep) to filter relevant emails and
Instant messages (IMs)

track email origins (reading email header information)


http://alioth.debian.org/projects/libpst/
https://sourceforge.net/project/showfiles.php?group_id=146246

Windows Registry Files:

Identify installed applications (date/time, configurations,
deleted applications)

Identify installed malicious code (compromised systems with
virus, rootkit, spyware programs)

Identify “most recently used” documents to understand recent
activities on a computer

Identify USB devices connected to the computer

use FTK registry viewer (or regedit) to view registry files



Internet Web-browsing Activity:

Internet Explorer (IE) uses history, cookies, and temporary
Internet Files (i.e. Internet cache) to save web activities

use FTK or open-source tools pasco and galleta to view
browsing activities (both pasco and galleta are available at
http://sourceforge.net/docman/?group 1d=78332)

use Paraben’s Netanalysis (commercial tool) for Internet
cache, history, cookies, even in unallocated clusters

two articles written by Keith J. Jones and Rohyt Belani about
web browser forensics (for IE and Mozilla/Firefox history
and cache files) are
http://www.securityfocus.com/infocus/1827 and
http://www.securityfocus.com/infocus/1832



http://sourceforge.net/docman/?group_id=78332
http://www.securityfocus.com/infocus/1827
http://www.securityfocus.com/infocus/1832

Live system forensics and incident response:

extract information about running applications (processes),
open files, network connections, data contained in RAM

server machines that cannot be shut down or have too much
data requiring filtering from live system

real time forensic analysis on remote systems (e.g., EnCase
Enterprise edition) in corporate environments

open-source tools Helix and FIRE provide support for live
system forensics

freeware tools that monitor processes, file and disk
operations, and registry activities in real time, available at
http://technet.microsoft.com/en-
us/sysinternals/bb545027.aspx

two articles (1, 2) on forensic analysis of live Linux systems


http://technet.microsoft.com/en-us/sysinternals/bb545027.aspx
http://technet.microsoft.com/en-us/sysinternals/bb545027.aspx
http://www.securityfocus.com/infocus/1769
http://www.securityfocus.com/infocus/1773

Static and dynamic analysis of unknown
executables:

malicious codes such as virus, rootkit, spyware are
executable (binary) files

string searches of executables may reveal minimum
Information regarding the code’s functionality

a disassembler such as OllyDbg features an intuitive user
Interface, advanced code analysis capable of recognizing
procedures, loops, API calls, switches, tables, constants and
strings, an ability to attach to a running program, and good
multi-thread support.

a disassembler and debugger such as IDA Pro provides
controlled execution and debugging of executables allowing
user interactions and analysis of runtime behaviors



http://www.ollydbg.de/
http://www.hex-rays.com/idapro/

Data Analysis:

Forensic examiners typically are given some
background information from the investigator
(case agent) — things like names, addresses, time
window, types of files (spreadsheets, pictures,
movies), Installed applications -- that will aid the
examination phase.

Experienced examiners know where (files, folders,
Windows registry) to look for relevant evidence,
how to corroborate evidences, and how to get the
most out of forensic tools.
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(el Patiics ) | - Enseripts
P Tree pane e
2% I Examples
BLEHCOM
FHLEE
— g File Mounter
—“tg MSF Parser
% Scan Local Machine
L3 Sweep Case
. - Include
View pane

T~

Filter pane

HD-Win2000YHD-WinZ0004C0Documents and Settingsiforensics CF21Local Settings’ Temporary Internet Files\Content...\0439139597 01, TZ22Z777[1].jpg (PS 2656603 LS 2656540 CL 664135 SO 000 FOO LEO)

Guidance Software’s EnCase



http://www.guidancesoftware.com/products/ef_index.aspx

Other Forensics Tools (cont’d):

File List

<html>cheady</head<body><pra>Contents Of File: a:fHCES Home Fage files/ avbar.htm
Viewer for
§1t;!DOCTYPE WTML PUBLIC *-//W3C//DTD HTHL 4.0 Tramsiticoal//EN®ige: selected file
&1ty == saved from url=(0035)hcep://wew. nefs. vl edu/cavbar. heel =-=igt;

Elr:ETMLLgE;E1e  HEADLQE: £1e; TITLECQE :Naxinnal Center for Faremsie Seispesile;/TITLELQE:

yPuNDDmerromws. ¥ | §11:META hito-squiveContent-Type contenc==rext/heal; charsat=iao-BES0-1"4aT; -

e ——— £ |
TSK/Autopsy’s Interface for File Analysis



http://www.sleuthkit.org/autopsy/index.php

Helix live system analysis:

HELIX v1.7 (3/7/2006)

Brought to you by:

€

http:/iwww.e-fense.com
helix@e-fense.com

phioto_requ...

Helix initial screen

You are running this application in a LIVE Windows
environment. There is ABSOLUTLEY NO WAY to protect
this live environment from changing.

This application WILL make changes to the running
system. This is an accepted risk you must be willing to
take.

If you are not willing to accept this risk or do not
understand what you are doing then exit now, otherwise
agree and proceed at your own risk....

Choose Your Language:



http://www.e-fense.com/helix/

Helix live system analysis (cont’d):

CIHELIX v1.7 (317/2006) l=13
File Quick Launch Page Help

ma"" PNCHPEAT RESTOMNSE » ELECTRONIC INSCOYERY » COAMPLTEIR FORCNSICS

wacant.pdf Forens |

iy

Encase phota_requ...

Built-in tools on Helix CD


http://www.e-fense.com/helix/

Using Helix to image disk:

Helix uses dd (data dump) to duplicate disks (see
explanation of the command syntax and options at

http://www.softpanorama.org/Tools/dd.shtml)

] afelai=l File  Qui

NSOV EIRY » COAAPLTER FORCRSICS

Live Acqguisition

ource:


http://www.softpanorama.org/Tools/dd.shtml

Using helix to image a floppy disk
(cont’d):

ELIX 1.7 (3/7/2006)

nch  Page Help

- B e e

=+ HELIX Forensic Command Shell

wacant.pdf Forens

Tl -]
p

Ty




Audit.log file after dd is complete:

(X

B audit.log - Notepad E] i
File Edit Format Wiew Help

Forensic acguisition utilities, 1, 0, 0, 1035
dd, 3, 14, 2, 1035
Copyr1ght (C) 2002-2004 George M. Garner Ir.

Command Line: Fausdd. exe =LA of=cidvtemphimagez.dd bs=512 conv=noerror —-mdSsum —-—wverifymds -—-mdSout=c:“temp imagez.dd.
Based on original version developed by Paul Rubin, David Mackenzie, and Stuart Kemp
microsoft windows: wversion 5.1 (Build 2600, pProfessional sSerwvice Pack 22

22,08/2006  21:18:03 (UTC)
22/08/2006 17:18:03 (local time)

|
current User: LANG-ESDELSDB26%cs

unable to display device infoCopying “h\.“A:r to cihtemphimagez. dd.
%8112a918193F09708F06bb7o7ef201l2a [NaN W] woihtemph N imagez. dd”

verifying output 1
\8112a918193f09?08f96bb?9?6f2912a M dhac] *oohwtemphMNimagez. dd
The checksums do match.

Qutput c: \temp\1mage2 dd 14745680,/1474560 bytes (compressed/uncompressed)
288040 records in
288040 records out




Forensics Software Tools:

Guidance Software's EnCase (commercial, requires license
dongle)

Access Data Forensic Toolkit (commercial, runs in demo
mode without license dongle)

Penguin Sleuth (knock-off of Knoppix with extra forensic
tools)

Helix (another knock-off): booting from Penguin Sleuth or

Helix will boot all drives Read-Only, boots into Linux In
RAM (with more than 128MB of RAM)

The Sleuth Kit consists of command-line tools and a
browser-like front-end Autopsy

Spada (Law Enforcement only, also a knock-off)
AccessData’s FTK Imager (does not require license dongle)



http://www.guidancesoftware.com/products/ef_index.aspx
http://accessdata.com/forensictoolkit.html
http://www.linux-forensics.com/downloads.html
http://www.sleuthkit.org/sleuthkit/index.php
http://www.sleuthkit.org/autopsy/index.php
http://accessdata.com/downloads.html

Forensics Software Tools (cont’d):

Norton Utilities/SystemWorks (DiskEdit is the primary one)
* Unerase - in 2003 and earlier
* Unformat - in 2003 and earlier

* gDisk - in 2003 and earlier
WhatFormat, FileAlyzer: tools to analyze files
Quick View Plus: views many different file types (read-

only)
WinHex: Computer Forensics & Data Recovery Software,

Hex Editor & Disk Editor

— [ A Microsoft article on Fundamental Computer Investigation
Guide For Windows, Jan. 11, 2007
A National Institute of Justice’s Electronic Crime Scene
Investigation: A Guide for First Responders, Second Edition,

April 14, 2008



http://symantec.com/
http://www.jozy.nl/whatfmt.html
http://www.safer-networking.org/en/filealyzer/
http://www.avantstar.com/intradoc-cgi/idc_cgi_isapi.dll?IdcService=SS_GET_PAGE&ssDocName=QuickViewPlusOverview
http://www.x-ways.net/winhex/index-m.html
http://www.microsoft.com/technet/security/guidance/disasterrecovery/computer_investigation/default.mspx
http://www.microsoft.com/technet/security/guidance/disasterrecovery/computer_investigation/default.mspx
http://www.ojp.usdoj.gov/nij/publications/ecrime-guide-219941/welcome.htm
http://www.ojp.usdoj.gov/nij/publications/ecrime-guide-219941/welcome.htm

Forensic Report:

Is FTKReport - Windows Internet Explorer

y v |'_féC:'l,DDl'lHD-WinZDDD-vl.?l'l,report'l,index.htm

b e

v|¢, )\|

ﬁ 'ﬁ? [88]']@http:,l’,l’www.accessdata.com... ['@FTKReport Xl l

B8

b : 3
- - l-_;}Page - fTools -

L

Case Information
CASE REPORT

Case Information
s Case Description
Evidence List

Supplementary Files

10/1/2007
FTK Version Version 1.71, build 07.06.22
Case Summary Case Number 07-001

Case Location C:\001\HD-Win2000-v1.71\

Case Log Forensic Examiner slang
Agency UCF
List by File Path Address
All Ttems Phone
Encrypted Files
Deleted Files Fax .
E-mail Messages E-mail
Comments
MS Access database
File fisting database Investigator slang
= = Agency UCF
Usftr_glgﬂf;romf_s Address 4000 Central Florida Blvd.
University of Central Florida
Selected Bookmarks Orlando, FL 32816
o — Phone (407)823-2474
Attachement1 Fax
Spreadsheet in Recycler E-mail lang@cs.ucf.edu
Comments
Selected Graphic
Thumbnails =
Page 1 v| AccessData Forensic Toolkit®

Report Created Monday, October 01, 2007 4:28:39 AM

:‘ My Computer "‘\ 100% -

FTK’s Case Report




Careers in Computer Forensics:

An article on computer forensics careers available at _
http://About.com under careers > tech careers > computer jobs

Monster.com’s career advices on computer forensics

Careers Iin the U.S. Government, at http://www.usajobs.gov/
entering keywords “computer forensic”

Search http://www.careerbuilder.com/ entering keywords
“computer forensics”

It Is a tough job to be a computer forensics expert: “in view of
the above | find that the defendants have not met their burden of showing by a
preponderance of the evidence that Moshlak's methodologies are reliable under
Federal Rule of Evidence 702, or would otherwise assist the jury to understand
the evidence or to determine a fact in issue. Therefore, it is my recommendation
that plaintiff's motion to exclude Moshlak as an expert witness at trial be

GRANTED.” in United States District Court, D. Puerto Rico, Nilda RIVERA-

CRUZ, Plaintiff, v. LATIMER, BIAGGI, RACHID & GODREAU, LLP, etal.,
Defendants,.Civil No. 04-2377 (ADC). June 16, 2008.



http://jobsearchtech.about.com/od/computerjob13/a/comp_forensics.htm
http://about.com/
http://career-advice.monster.com/job-industry-profiles/technology/Careers-in-Computer-Forensics/home.aspx
http://www.usajobs.gov/
http://www.careerbuilder.com/
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=1004365&DocName=USFRER702&FindType=L

The Defendants' expert witness Mr. Steven Moshlak
contacted me via email on 11/29/2008 and gave the following
response to the ruling of the Daubert Hearing:

"After reading Chief Magistrate-Judge's R&R (Report and
Recommendation), it was quite contrary to the testimony and
exhibits that were presented at the Daubert Hearing. Although the
US District Judge assigned to this case relied upon the Magistrate's
R&R, she never saw the testimony and the attorneys for the
defense should have aggressively pursued the misinformation. No
mention of the alteration of the data contained on the hard drive,
while in the custody of the Plaintiff's Counsel's Expert, was noted in
the R&R, which can impact the credibility of the Plaintiff's case, nor
was the testimony cited that the basis for the CF methodology
employed is based upon US Department of Justice computer
forensics methodologies.

In essence the attorney is responsible for being an advocate of the
client and the interface with the court, not the CF person. Thus, the
CF person was essentially left "hung-out to dry," due to the
sa/_stems and circumstances beyond the control of the CF person in
this case."
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