CGS5132, Spring 2002 

S. Lang

Syllabus for Computer Forensics 2

January 8, 2002

Instructor: Dr. S. Lang


203 CSB, (407) 823-2474


lang@cs.ucf.edu
Instructor’s Office Hours:


Tuesday and Wednesday: 2 to 4 pm;


Thursday: 5:30 to 6:30 pm.

Text: Incident Response: Investigating Computer Crime, by Mandia and Prosise, Osborne/McGraw-Hill, 2001, ISBN 0-07-213182-9.

Objectives:

The purpose of this proposed course is to teach the concepts of computer system security models, fundamentals of computer networking and the layered protocol architectures, detection and prevention of intrusion and attack, digital evidence collection and evaluation, and the legal issues involved in computer forensic analysis.  Documented cyber crimes and intrusion records will be used as case studies.  The course emphasizes both the conceptual models and the hands-on experience of using tools with the Internet and the Web browsers as the underlying media.  

Topics:

(1) Computer system security models, user identification and authentication, access control lists.

(2) Cryptography and key management, password protection.

(3) Fundamental concepts of computer networks, TCP, UDP, IP protocols of the Internet.

(4) The World Wide Web and HTTP, DNS, Email and SMTP, telnet, ftp.

(5) Internet security and standards (SSH, SSL, IPsec), Web browser security (JAVA, CGI scripts).

(6) Taxonomy of Computer Attacks – system flaws (buffer overflows, out-of-band data, CGI coding), insecure OS, poor configurations, communication vulnerabilities, attacks on network communications (denial-of-service, Emails, packet sniffing, TCP hijacking, routing attacks, sequence number guessing).

(7) Intrusion Detection and Prevention– system logs, audit trails, monitoring, firewalls, vulnerability scanning, Intrusion Detection System (IDS) tools on UNIX and Windows NT systems.

(8) Forensic Analysis – statistical and pattern matching techniques, case studies of documented attacks and analyses, legal issues (securing and documenting the attacks, digital evidence collection and evaluation, reporting and help).

(9) Presentation and evaluation of team projects.

Prerequisites:
Undergraduate degree in CS or a closely related field, or Computer Forensics I, or permission of the course instructor.

Grading Policy:

Homework assignments, classroom and lab participation, report and oral presentation of a team project where students work in small groups on approved topics, using additional reading materials and online sources as references.

Course Website:
Go to the web site http://www.cs.ucf.edu/courses/cgs5132/spring2002  to find the course information for this class, including links to course related web resources.
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(13) CERT (Computer Emergency Response Team) at http://www.cert.org, a reporting center at the Software Engineering Institute (SEI) of Carnegie Mellon University, for Internet security problems.  It provides technical assistance and coordinates responses to security compromises, identifies trends in intruder activity, works with other security experts to identify solutions to security problems, and disseminates information to the broad community. 

(14) InfoSec and InfoWar Portal maintained at http://www.infowar.com.  It provides links to Internet crime watch, crime reports, security solutions, publications and conferences, law and legal issues, products and services. 
(15) Network Security Library maintained at http://secinf.net.  It provides links to online publications related UNIX, Windows, WWW, firewalls, security.

(16) PC Guide at http://www.pcguide.com/topic.html covering everything you want to know about the PC including hardware, operating systems, vendors, pricing, etc.

(17) Computer and Network Security Reference Index at http://www.vtcif.telstra.com.au/info/security.html including links to advisory bodies, web sources, vendors, news groups, and FAQ’s.

(18) TUCOFS - The Ultimate Collection of Forensic Software at http://www.tucofs.com/tucofs/tucofs.asp?mode=mainmenu covering lots of links.

(19) Forensic links at  http://www.forensicdna.com/Links.htm including links to general forensic science and legal sources.

(20) Linux links at http://topology.org/soft/linux.html with lots of links.

