CGS5132, Spring 2005




Assigned: February 22, 2005
S. Lang

Assignment #3 (50/60 pts.)

Due: March 8 via WebCT

Note: Question #4 is for the Computer Science graduate students only.

Instruction: The purpose of this assignment is to learn how to use Windows 2000/XP tools discussed in the lectures to analyze processes, their effects on files and registry keys, and to understand the system log files.  You can do this assignment on any Windows 2000/XP PC (such as the ones in the lab), but be sure to document the time and the computer (OS type, computer model) you use to answer the following questions.

1. (20 pts.) Install the Process Explorer tool (Process Explorer v.9.0, download from www.sysinternals.com) on a Windows 2000/XP PC.  

(a) Identify the 2 processes, winlogon and csrss, using the tool, and report all information about the processes (PID, description, owner, etc.).  Furthermore, report the Registry keys and the DLLs that are accessed by these two processes.

(b) While the Process Explorer is still running, change its update speed (under the view option) to paused, then open the command window (choose Start, then Run, then type cmd).  Go to the Process Explorer window and choose Refresh Now under View.  Report what is changed due to the opening of the command window.  Also, report the Registry keys and DLLs accessed by the command window process.

2. (20 pts.) Install the Filemon and Diskmon tools (ntfilmon and diskmon from www.sysinternals.com) on a Windows 2000/XP PC.  Start the two applications filemon and diskmon and run them in their separate windows.  You will see many file and disk event traces scrolling up in these two windows.  (You need to specify a pattern, such as the wildcard character “*” in the Include textbox when starting Filemon.) Wait until the event tracing seems stopped. For both applications, choose “clear display” under Edit menu, and make sure under Options menu, you have Auto Scroll, Clock Time, and Show Milliseconds checked (others unchecked).  For each of the following 3 commands entered in the command-prompt window, capture and identify the associated file and disk events and, in particular, determine how many disk read and write operations, respectively, are involved in each case.  Use the filter/highlight option to include only the cmd.exe in the filemon window (which would simplify the display).

(a) Enter the command cd C:\subdir in the command window assuming subdir is a subdirectory’s name.  

(b) Enter the command dir in the command window assuming the current directory is subdir which is a subdirectory under C:\.

(c) Enter the command copy file1.txt file2.txt assuming file1.txt is a small text file (less than 1K bytes) under the current subdirectory C:\subdir.

For part (c), also identify the disk sector(s) for the two text files involved.

3. (10 pts.) Install the dumpsec tool from http://www.systemtools.com (see lecture notes on Windows 2000/XP for details).  Run the dumpsec program and use it to answer the following questions:

(a) Use the Help menu, follow its Contents and under permission and audit settings for file system, find the interpretations of file permissions RWXDPO for directories and for files.

(b) Use the Report menu, dump the users in a column format, dump the permissions for all shared directories, and dump permissions for the registry keys, choosing HKEY_CURRENT_USER.  

4.
(10 pts., for CS graduate students only) Continued from Question #2, Part (c), use a disk viewer (reader) to view the contents of the disk sectors identified for the text file used in this part.  Some free (shareware) disk viewers are available at http://lists.gpick.com/pages/Hard_Disk_Tools.htm.  Report the results including the disk sector(s), the size, and the contents, and which tool(s) you use for the answers.

