CGS5132, Spring 2005





Assigned: February 1, 2005

S. Lang

Assignment #2 (50 pts., 60 for CS grads)
Due: February 15 viaWebCT

(Note added 2/2/2005): Link (d) for Question #1 for computing modular exponentiation is changed
Instructions: You may want to visit http://www.antilles.k12.vi.us/math/cryptotut/mod_arithmetic.htm to learn more about modular arithmetic before you start doing some of the questions.  The page contains examples and program demonstrations of many of the arithmetic operations used in cryptographic algorithms.

1. 
(15 pts.) Create an RSA public/private key pair using the following step:

(1) Select two primes p and q both in the 1000 to 2000 range (use link (a) below)

(2) Compute n = pq, and compute m = (p – 1) (q – 1) (use a calculator, e.g., in Windows/Programs/ Accessories)

(3) Determine an integer e that is relatively prime to m, i.e., GCD(e, m) = 1.  This can be done by randomly selecting an integer e in the range up to 10000 using link (b) below, then calculating GCD(e, m) using link (c.1) below.  Repeat this process of randomly selecting e and computing   GCD(e, m) until that GCD(e, m) equals 1.  At this point, link (c.1) has computed values x and y such that ex + my = 1 assuming that you used e for value a and used m for value b during the computation.  Write down the value of x, which may be positive or negative.
(4) Compute the “multiplicative inverse” of e (mod m), that is, determine an integer d such that ed ( 1 (mod m).  (The value x copied down from Step (3) is the value for d.  However, you may need to apply the mod m operation to d to make sure that the value of d is within the range of 1 and m; you may need to add m to it after the mod m operation. For example, use the mod calculator at link (d) below.  Then, you can verify that dividing ed by m gives a remainder 1, for example, by using the mod key on Windows calculator.  You can use link (c.2) below to compute the “inverse” of e, which should equal d.) 

The public key consists of the integers e and n; the private key consists of integers d and n.

Now perform the following steps to demonstrate encryption and decryption using your selected RSA keys:

(5) Pick a random integer T, T < n (n is the modulus selected in Step (2)).  (T is the “plaintext” to be encrypted.)

(6) Encrypt T by computing Te (mod n).  Call the result C, which is a number < n.  (C is the “ciphertext”.)

(7) To decrypt C, compute Cd (mod n).  This result should equal T.

(Note that Windows Calculator may have difficulty computing Te or Cd in Steps (6) and (7) because the values become too large.  Use the Linux/Unix command dc or use new link (d) below for these two steps.)  

The following links are useful for answering this question:

(a) A table of odd primes (excluding 2) below 5000: http://arts-sciences.cua.edu/math/glenn/primes.pdf  

(b) A link to a random number generator: http://www.randomizer.org/form.htm 

(c) Links that run the extended Euclid GCD program: 






(c.1) http://users.erols.com/eweidaw/applets/EuclidExtension.html and 


(c.2) http://www.antilles.k12.vi.us/math/cryptotut/extended_euclidean_algorithm.htm 

(d) A new link to compute modular powers: http://www.math.umn.edu/~garrett/crypto/a01/FastPow.html 
(e) A link that generates primes on the fly: http://www.valdosta.edu/~ckicey/primes.html 

(f) A link that explains primitive roots for a prime modulus: http://www.apfloat.org/prim.html 

(g) Finding primes and primality testing including links to the recent (2002) polynomial-time algorithm: http://www.utm.edu/research/primes/prove/ 

2. (15 pts.) Use a chart to compare the cryptographic algorithms DSA, 3DES, AES, MD5, and ECC (Elliptic Curve-based encryption), in terms of their speed, strength and key length (if applicable), functionalities provided (e.g., integrity, authentication, etc.).  Additional attributes are also welcome.

3. (20 pts.) Install the Linux forensic tools sleuthkit and the autopsy forensic browser on a Linux machine in the lab, following the steps described in the document www.cs.ucf.edu/courses/cgs5132/spr2005/notes/linuxForensics.doc.  Download the file named “floppyimage” from the site www.cs.ucf.edu/courses/cgs5132/spr2005/homework, which was the image of a floppy disk with the FAT file system, use it to create a case and analyze what is in the image.   Generate a report that contains: (a) a summary of the file types; (2) a listing of deleted files and directories, and description of their contents (or the actual contents if possible); (3) results of a keyword search using “NCFS” as the key (case sensitive), indicate where the matched strings are located and in which files; (4) the names of the 2 most recently accessed files (or directories), and 2 most recently modified files (or directories); (5) the MD5 hash values of the image file both before and after the analysis work.

4.
(10 pts., For CS graduate students only) Using the notations of Question 1, explain the time complexity for each of the Steps (2), (3), (4), (6), and (7), assuming the number n has t bits (thus, 2t–1 ( n ( 2t –1; or, equivalently, t = (lgn( + 1).  Write your answers in terms of n assuming n could have an arbitrary number of digits.

