CGS5132, Spring 2005





Assigned: January 18, 2005

S. Lang

Assignment #1 (50 pts., 60 for CS grads)
Due: February 1, via the WebCT

Instruction: The main purpose of this assignment is to become familiar with the basic file protection mechanism of the Unix operating, commands for creating files/directories and running processes, and places to find information about the running processes.  Be sure to specify what version of the Unix/Linux system and on what machine that you use to get your answers for each of the questions.  The command “uname” with proper options (e.g., uname –arv) can be useful for this purpose.  An accompany files “LinuxQA.doc” and “hw1helpsp05.doc” provide some useful exercises for this assignment.

0.
Read the two pdf files posted on the last slide of the security models notes.  Pay attention to the following terms: access control matrix, ACL, capability lists, DAC (discretionary access control), MAC (mandatory), RBAC (role-based), NRU, NWD, etc.

1. (30 pts., 5 for each part) Suppose you are trying to perform the following file operations on a Unix/Linux system, where you are not the super-user (root), and you are considered as an “other” type of user for the files (and directories) involved in each of the cases, that is, you are not the owner (user) of the file and you are not in the same group as the owner either.  Specify the minimum (necessary) file privileges (rights) required in each case in order to carry out the operations:

(a) Change directory (using command cd) to directory /usr/lang.  (Note: Assume you are not the owner or in the same group of the owner, for the destination file.  Also, you are not the super-user (root) of the system.  The same remark applies to all subsequent questions.).

(b) Find the size and date information about a particular file (using ls –l) named /usr/lang/exam1.txt, but not about the contents of this file.

(c) Remove (delete) an existing file named /usr/lang/examScores.

(d) Copy a file named examScores from your directory to under the directory /usr/lang.  (There are two cases to consider: there may or may not be a file by the name /usr/lang/examScores existing).

(e) Copy the entire directory tree (using command cp –r) from /usr/lang/ to your own home directory.

(f) Execute an executable file /usr/lang/a.out (not a shell script).

2.
(10 pts.) Locate at least five system log files on a Unix/Linux system which record events and activities that are of forensic values.  For each log file you identify, specify its location within the file system, and give a brief description of the information saved in the file, illustrated with some examples.  
3.
(10 pts.) A shell script is a file containing shell commands and possibly other shell language features that can be executed together; thus, it is similar to a batch file of the DOS system.  In this question, you are asked to create a shell script (given below), run it in the background, delete its source file, then try to get as much information about the process running the shell script as possible.  This can be accomplished by using process related commands such as ps, top, and by going to the /proc directory and the subdirectory for this process.  Document every step you do (starting with how to create the file) and document the resulting information you find.  Chapter 6 of the textbook contains useful ideas for this question.

The shell script (to be saved as file hw1Q3 under your home directory):

#!/bin/sh










          while true










       
   do












grep done $HOME/hw1Q3
 > /dev/null






sleep 10








  
          done

After you created the shell script (using an editor, e.g., vi), save it as file hw1Q3 under your home directory, then change its mode to executable (by you).  You can then execute the script in the background simply by invoking its name followed by the & sign (typing $HOME/hw1Q3& then hit the Enter key, assuming you are at the home directory).  Since the script runs an infinite loop (which outputs the word “done” but sends it to a null device once every 10 seconds), you will need to kill the process eventually by either using the kill command or by bringing it to the foreground and typing CTRL-C.

4.
(10 pts., For CS graduate students only) Write a program in C (or C++ or Java) and name it hw1Q4.c, which opens the file “hw1Q4.c”, counts the occurrences of the string “open”, then writes the count to an output file named “output”.  At the end, add a sleep(5*60) statement to keep the program from terminating for at least 5 minutes (or longer) (Use a suitable file extension for C++ or Java program accordingly.)  Compile the program into an executable file “a.out”, execute it and answer the questions from Problem 3 given above.  That is, use the information stored in the /proc directory to find as much information about the executable as possible, even after the executable file a.out and the source program hw1Q4.c have been deleted.

