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The following remarks provide some details on how to complete the questions on Assignment #1.  Most comments are specific to using the PC’s in the NCFS classroom; those comments that are generic to all Unix versions are noted as such.  

Question 1.  You can write your answers without testing things out on a Unix/Linux machine if you really understood Unix.  Alternatively, and it is more interesting to do, you want to experiment with the permission settings on the directories and files in order to find the correct answers to this question.  Here is what you can do using the lab PCs (Rm. 315 of NCFS) which allow anyone login as the superuser (the root).  An approach to using a Unix system (e.g. on UCF’s Pegasus system) as a non-root user will be explained later.


First, turn the lab PC on and boot it into Linux (select the top version of Linux).  Wait until the system prompts for a user name, enter the name root and use the password to be mentioned in the class.  The Linux GUI (similar to Windows) will be up. You then create two users, say, johndoe and joesmith, create files and folders using johndoe’s directory and account and set the file permission bits, then try to perform the specified operations per Question 1 using joesmith’s account.  The following describe the steps you need to do.

· Create accounts and login as different users:

Click on the suse icon on the lower left, choose system settings, then choose YaST.

You may be asked to enter the root password.  In YaST select Security and Users in the left column. Select Edit and create users in the main window. This brings up a window that allows adding new users (the first option on the menu bar). Click on the “Add User” option, add the user with user name doe, full name john doe, and assign password johndoe, all names in lower cases. Similarly, add the user with user name smith, full name joe smith, and password joesmith. Close the windows.

· Create directories and files, set permission bits, then access the files from another user:
Click on the terminal icon on the bottom of the screen (next to the suse icon, looks like a monitor with a sea shell in front of it). This will bring up a command window for the root user (since you are logged on as the root).  Type in the following su command to log in as the user doe: su – doe. (Note that there is a space before and after the “–“ character.)  Now you are logged in as the user doe, which you can verify by typing the command whoami. Use command pwd to know the current directory, which is johndoe’s home directory.  Now you can create subdirectories using the mkdir command, and create a text file using an editor such as vi (or pico).  A simple way to create a one-line text file is to use the echo command and redirect its output, as follows: echo “This is a test string.” > test.txt.  Use the command ls –l test.txt to find out the current permission settings for the text file.  You can set the permission bits using the chmod command.   Use the command ls –ld to find out the permission settings of the current directory.  By default, the x (search) permission is turned off from group and other users, which prevents other people from accessing anything files within jogndoe’s home directory. You can repeat the process of clicking the terminal icon and using the su command to log in as the other user joesmith. Now you can try to perform the file-related operations on johndoe’s files per Question 1 from joesmith’s terminal. 

· General comments on file permissions:
In general terms, a person who “access” a file /dir1/dir2/file needs at least the “x” permission (search) to all intermediate directories of the file (i.e., both /dir1 and /dir1/dir2), and possibly other permissions on the file /dir1/dir2/file itself depending on the type of the access.  You need the “r” permission of a directory file if actual reading of the directory is needed (more than searching the directory).  In particular, an operation such as “ls” at the current directory requires (at least) the “r” permission of the current directory, and the “x” permission of all higher-level directories leading to the current directory.  Write your answers for this question in the form of the 9-bit (or 10-bit) rwx settings for all the files involved in the access operation, i.e., including those for the intermediate directories when applicable.

· How to answer Question 1 using Knoppix?
Knoppix by default has two different users, the root and the default user.  You can use these two users to do the assignment in the same way as described above, by first booting the PC into Linux using the Knoppix CD.
· How to answer Question 1 on a single-user terminal?
In case you don’t have the root access to the Unix/Linux system you are using, or if you want to do the experiments using a single, non-root account, you can create the necessary directories and files as their owner, change the user (owner) permissions of these files, and try to perform the operations per Question 1 as the owner.  The results should be the same (I think).  As an example, you can set the user (owner) permissions to 0 on a file, then you as the owner will have no access to it.  (Obviously, you can reset the file permission by using the chmod command.)  Every UCF student has a Unix account on UCF’s Pegasus computer.  Information about your Pegasus account can be found in the following document http://www.acs.ucf.edu/forms/Pegasus_Info.pdf.  UCF’s Academic Computer Support homepage is located at http://www.acs.ucf.edu/forms.html. 

Questions 2 & 3.  The textbook’s chapters 6 and 13 will be useful.  Also, read the notes on Unix especially the last part, and related links to tutorials.  The manual pages about “proc” which you can read by typing “man proc” to a command window of a Unix/Linux system provide useful information. 

