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Abstract—Internet Threat Monitoring (ITM) systems have
been widely deployed to detect and characterize dangerous
Internet global threats such as botnet and malware propagation.
Nonetheless, the effectiveness of ITM systems largely depends on
the confidentiality of their monitor locations. In this paper, we
investigate localization attacks aiming to identify ITM monitor
location and propose the formal model of such attacks using com-
munication channel theory. We also develop novel techniques that
significantly increases the accuracy, efficiency, and secrecy of ITM
localization attacks. Specifically, we introduce (i) a frequency-
based modulation technique to effectively reduce the interference
from the background traffic and achieve a high attack accuracy,
(ii) both time and space hopping techniques to randomize signal
pattern and make the attack hard to detect by the defender,
and (iii) Multiple Input and Multiple Output (MIMO) based
techniques to increase the attack efficiency of identifying multiple
monitors simultaneously. We derive closed formulae for the
performance analysis of our proposed techniques and conduct
extensive simulations. Our data validate our theoretical findings
and demonstrate that the adversary can identify ITM monitors
accurately, efficiently, and secretly.

I. INTRODUCTION

There are a variety of dangerous and widespread threats
(e.g., botnet and malware propagation) over cyber space.
To deal with those attacks, the deployment of collaborative
monitoring and defense systems over the global Internet is
important. Such a system can be used to characterize and
mitigate threats in a timely fashion [1], [2] and the Internet
Threat Monitoring (ITM) systems has been a major effort
in this end. Generally speaking, a ITM system consists of a
detection center and a number of monitors distributed across
the Internet. Each monitor that can be deployed at firewall and
other network devices records traffic associated with a block
of IP addresses and transmits traffic data logs to the detection
center. The data center then analyzes recorded traffic data and
makes the aggregated reports of monitored traffic available to
end users.

Although the size of IP addresses covered by an ITM system
is much smaller than the size of global Internet addresses, the
collected traffic data log can provide insights for the public
to characterize and detect threats over the Internet and the
effectiveness of such systems led to the deployment of a
number of similar ITM systems [1], [2], [3], [4]. Based on
the operation model of ITM systems, their effectiveness relies
on the confidentiality of IP addresses covered by monitors,
which are also denoted as monitor locations. If an adversary
finds monitor locations, the attack can bypass the detection of

the ITM system. As we can see, the confidentiality of monitor
locations is vital for the effectiveness of ITM systems.

In the past, there are several attacking mechanisms designed
to identify ITM monitor locations [5], [6]. For example, in the
localization attack [5], the adversary launches a short high-
rate probing traffic to a targeted network and then queries
the detection center to determine whether a spike of traffic is
shown in the queried data. If so, the adversary identifies that
a monitor is deployed in the targeted network. Although this
attack can compromise the location of ITM monitors, it also
reveals itself to an ITM system through checking the traffic
volume. In our previous study, we investigated an Pseudo-
Noise (PN) code based attack against ITM systems [6]. In
the attack, the adversary launches a (time-series) stream of
low-rate probing traffic, marginally modulated (on the time
domain) by a secret Pseudo-Noise (PN)-code. While the low-
rate property prevents the defender (i.e., the ITM system) from
observing an obvious regularity within the published traffic
data, the adversary can recognize the PN code modulated traf-
fic from the traffic data published by the ITM system through
leveraging its unique knowledge of the PN-code. Nevertheless,
to conduct accurate and secret attack, the adversary needs use
a long time of PN code to modulate the traffic, leading to
attack inefficiency. Different from the existing study, in this
paper we adopt frequency domain, hopping, and MIMO based
techniques, which enable accurate, efficient, and invisible
localization simultaneously.

The contributions of this paper are summarized as fol-
lows. We formalize localization attacks using the model of
communication channels and explore attacking techniques
to achieve accuracy, efficiency, and secrecy simultaneously.
To be specific, we develop a frequency-based modulation
technique to effectively reduce background traffic interference
and achieve a significantly higher attack accuracy than existing
techniques. To the end of secrecy, we find that, if the probing
traffic is modeled by a unique frequency, the defender may
use Fast Fourier Transformation (FFT) to quickly identify this
frequency pattern, and thereby detect the attack. To make
localization attacks again invisible, we adopt time and space
hopping techniques - i.e., by choosing a random hopping
pattern to randomize the probing pattern over time or on
different ports or different sub-networks - which makes the
attack extremely difficult to detect by the defender. We also
develop two types of MIMO based techniques to enable the
simultaneous localization of multiple ITM monitors, thereby
improving the attack efficiency.
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In terms of evaluating the effectiveness of our investigated
techniques. We consider the attack accuracy in terms of the
probability for the adversary to correctly identify monitor
locations based on probing traffic, the attack invisibility in
terms of the probability for the defender to detect the attack,
and the attack efficiency in terms of the time required for iden-
tifying the location of monitors. We conduct simulations on the
proposed attack techniques using real-world traffic traces. Our
data show that our proposed techniques can identify monitors
accurately, efficiently, and secretly. For example, our attack
can achieve an accuracy (i.e., successful rate) of more than
80% while the probability for the attack being detected by
the defender is less than 10%. We show that the hopping-
based technique can achieve a similar level of attack accuracy
but requires more time to launch attack to further reduce the
detection probability. With the MIMO-based techniques, the
attack efficiency can be improved.

Our work is also closely related to network security data
sharing [7] and the mechanisms including trace sanitization
[8], secured query [9], secured multiparty computation [10].
Our work is also related to covert channels [11], [12]. Different
from existing work, our research addresses adopts the commu-
nication theory to explore the space of modulation techniques
in frequency domain and different communication channels.

The remainder of the paper is organized as follows. In
Section II, we first present the idea to explore the space of
attack techniques and then present our proposed techniques
in details. We report our simulation results in Section III,
followed by final remarks in Section IV.

Fig. 1. Basic Attack

II. OUR APPROACHES

In this section, we first introduce our basic idea of formal-
izing the problem of ITM-monitor localization with the com-
munication channel model. Then, we present frequency- and
hopping-based modulation techniques for localizing monitors
accurately and secretly. Finally, we present the MIMO-based
techniques to increase the localization efficiency.

A. Basic Idea

In our previous work [6], we investigated a localization
technique to identify the monitors of a ITM system. Figures 1
describes the basic procedures of this attack [6] and it consists
of the following six steps: (i) Step 1: Encode probing traffic.
The adversary generates an secret attack signal and uses the
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Fig. 2. Demonstration of Frequency-based Modulation

attack signal to modulate the probing traffic. (ii) Step 2: Probe
target. The probing traffic embedded with the signal will be
launched to the target network. (iii) Step 3: Update logs. The
monitor in the network will update traffic log information
to the detection center periodically and data traffic will be
aggregated and stored in the database of detection center.
(iv) Step 4: Query. The adversary queries the ITM detection
center. (v) Step 5: Query Response. The adversary will obtain
the aggregated report, which is the queried data from the
data center. (vi) Step 6: Decode probing mark. The adversary
correlates the traffic with the signal in Step 1 and determines
whether the embedded signal exists in the queried data or not.
If the embedded signal is identified, the adversary confirms
that the targeted network is deployed with an ITM monitor -
thereby compromising a confidential monitor location.

Our main idea of formalizing the problem of localizing
monitors in ITM system is to use the model of a com-
munication channel. This enables us to explore techniques
for ITM monitor localization using various modulation and
communication techniques, which will be discussed below. In
the following, we show our ideas in exploring the modulation
and communication channels, respectively.

1) Modulation: To identify monitor location, the adversary
needs to determine a secret signal according to which the
probing traffic is modulated. Such a modulation process can be
conducted in the domain of either time or frequency. Notice
that in our previous work [6], we developed techniques to
modulate the probing traffic using the PN code in the time
domain. Differently, in this paper we adopt the frequency
domain based technique. According to FFT, the probing traffic
modulated by a unique frequency with low Signal-to-Noise
Ratio (SNR) can be easily identified. This demonstrates how
the frequency based modulation can be an effective way to
achieve a high localization accuracy.

However, the above technique has its limitation because
other parties could observe the regularity of signal via FFT
analysis as well. Then the secrecy of localization will be
lost. To address this problem, we develop the hopping-based
techniques. The adversary may choose a random hopping
code and extend the modulation process to make the signal
random. Because the adversary knows the hopping code, she
can issue queries to recover the complete signal. Without
knowing the hopping code, it will be very hard for other parties
to recover the signal. The detailed description of hopping-
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based techniques can be found in Section II-C.
2) Channel Models: As shown in Figure 1, the adversary

launches probing traffic modulated by a specific signal to
a targeted network. Because the adversary knows the signal
embedded in the traffic, she decodes the reports published
by the detection center to distinguish the embedded signal
pattern from the background noise traffic (e.g., traffic collected
by the other monitors). This creates a covert channel for the
adversary to identify the monitor from the traffic mixture.
A key rationale behind our idea is that the identification of
the monitor can be regarded as the transmission of a one-
bit message through a noisy communication channel. Hence,
we can model probing and aggregate queries as input and
output antennae for a communication channel and explore the
localization techniques using the SISO and MIMO channel
models.

Notice that the localization technique studied in our prior
work [6] is in analogy to a SISO system. In this system, the
adversary transmits the signal by actively manipulating the
traffic on a pre-determined port of one monitor over time -
i.e., in analogy to a radio system, which uses one antenna
to transmit the signal over time. The adversary issues the
same aggregate query over time and this is in analogy to
a radio system, which uses one antenna to receive signal
over time. Similarly, the adversary can form a MIMO channel
by launching probing traffic on multiple monitors or launch-
ing probing traffic on different ports associated with same
monitor spontaneously (analogy to multiple input antennae),
and receives the mixtures on different monitors or traffic
from different ports (analogy to multiple output antennae).
Obviously, by using the MIMO channel, multiple localization
sessions can be conducted simultaneously and the efficiency of
monitor localization can be improved. The detailed description
of MIMO-based techniques can be found in Section II-D.

B. Frequency-Based Modulation
We now introduce a simple and efficient frequency-based

modulation technique. With this technique, the adversary will
generate a probing signal with a designated feature frequency.
Then, the probing traffic will be sent to the targeted network.
After obtaining the published reports from ITM, the adversary
will conduct the frequency-based analysis such as FFT to ex-
amine unique frequency pattern in the published data. Positive
or negative diagnosis of the designated frequency would help
the adversary to confirm whether the monitor is deployed in
the target network or not.

The attack consists of the following two stages: (i) Stage
1: Encoding. The adversary generates a square wave with
frequency f and strength A and modulates the probing traffic
using the square wave signal. Then probing traffic will be
launched to the targeted network. (ii) Stage 2: Decoding. The
adversary queries the ITM detection center and obtains the
aggregated report and then conduct FFT on mixture traffic,
including both probing traffic and background traffic. If there
is a spike or peak in the spectrum density in the designated
feature frequency, the adversary confirms that the monitor is
deployed in the targeted network.

Figure 2 shows a demonstration of frequency-based modula-
tion technique. We implemented the frequency-based modula-

Fig. 3. Principle of Time Hopping

tion technique in Matlab 7.0 and validated its effectiveness
on real-world traffic data. As we can see, after applying
FFT, the spike indicates that the published report contains the
signal with the designated feature frequency as we expect.
Nevertheless, the embedded signal might be easily spotted by
the defender once she also conduct the analysis in frequency
domain and detects the attack. To make the attack invisible,
we apply the hopping-based modulation technique, which will
be discussed next.

C. Hopping-based Modulation

Although frequency-based modulation achieves a high lo-
calization accuracy, it can lose the attack invisibility because
other parties can observe the regularity of signal using FFT. To
address this issue, we introduce the hopping-based modulation.
With the hopping-based technique, the adversary will random-
ize the probing traffic. Only the adversary knows the hopping
pattern so that she can issue queries with conditions to recover
the complete signal. Without knowing the hopping pattern, it
will be very hard for other parties to recover the complete
signal. Hence, the invisibility of attack can be guaranteed. The
hopping procedure can be conducted in either time or space
domain, which will be detailed next.

1) Time Hopping: Time hopping is a communications
signal technique, which can be used to achieve Anti-jamming
(AJ) or low probability of intercept (LPI) [13]. In our system,
the probing traffic is not launched regularly in time domain.
Instead, probing data in each time slot is distributed to different
time windows in background traffic controlled by a random
hopping code, which is only known by the adversary. Figure 3
shows the principle of time hopping. By using time hopping,
the probing traffic is distributed in random manner over time.

The adversary follows the following two stages in this
attack: (i) Stage 1: Encoding. The adversary generates a square
wave with frequency f and strength A and a random hopping
code from 1 to i, where i is the maximal length of window
to randomize the location of one bit signal. The adversary
then modulate the probing traffic using the square wave signal
and hopping code, and probing traffic will be launched to the
target network. (ii) Stage 2: Decoding. The adversary queries
the ITM and obtains the aggregated report. According to the
hopping procedure, adversary selects the data based on the
hopping code and applies FFT on the mixture traffic and then
test the existence of spikes on frequency f0. If yes, the monitor
is identified.

2) Space Hopping: Different from hopping the signal over
time, the adversary may use different ports (as the space) to
randomize the probing traffic. As the adversary knows the
port hopping pattern, it can recover the original signal. The
principle of space hopping is shown in Figure 4. It is merely
impossible to recover the frequency pattern in the published

2013



4

Fig. 4. Principle of Space Hopping

report without knowing the sequence of random ports as
hopping pattern.

The adversary follows the following two stages in this
attack: (i) Stage 1: Encoding. The adversary a square wave
with frequency f and strength A and selects i random numbers
in range 1 to j, where i is the length of probing signal, j is
the number of port to randomize the location of one bit signal.
The adversary sends the probing traffic to corresponding port.
For example, the ith random number is j, then at time slot
i, the ith probing traffic is launched to port j. (ii) Stage
2: Decoding. The adversary queries the ITM and obtains
the aggregated report. According to the hopping procedure,
the adversary selects the data bit according to the hopping
pattern (e.g., at time slot i, she selects the data from port j).
The adversary then applies FFT on the mixture of probing
traffic and background traffic and tests whether the spike on
frequency f0 is exists or not. If yes, the monitor is identified.

Notice that while space hopping alone might exhibit pattern
to the ITM monitor, the probability of it being detected is
much lower than the frequency-based modulation because
of the other background traffic that the ITM monitor may
receive from various ports. In addition, for the purpose of this
paper, space hopping is mainly used in combination with time
hopping to further reduce the visibility of the attack.

D. MIMO-Based Techniques

The hopping-based techniques make the attack pattern in-
visible. Unless one is aware of the hopping pattern, it is
extremely difficult to discover the probing traffic. Nevertheless,
the hopping techniques increase the length of encoding and
decoding processes and requires a longer time for identifying
the monitor location. To make the attack efficient, we develop
MIMO based techniques by launching the probing traffic either
on multiple ports on one monitor (or the same port on multiple
monitors), that is analogy to multiple input antennas, and
receives the mixtures on different ports (or the same port on
multiple monitors), that is analogy to multiple output antennas.

We now use one example to show MIMO technique that
multiple localization sessions can be conducted in parallel
on the same port of different monitors. The detailed steps
in encoding and decoding are listed as followings: (i) Stage
1: Encoding. The adversary generates a square wave with
frequencies (say f1 and f2) with strength A and launch the
probing traffic to network M1 and M2 on the same port,
respectively. (ii) Stage 2: Decoding. The adversary queries the
ITM and obtains the mixture report and then conduct FFT of
mixture traffic. The adversary then validates the existence of
spikes on the feature frequencies f0 and f1, which indicates
whether monitors are deployed at M1 and M2, respectively.

We would like to summarize that the frequency-based
technique is robust to interference from the background traffic
because of invariant frequency in frequency domain. The
localization algorithm can distinguish its pattern even when
the strength of attack traffic is small in comparison with the
background traffic. For example, the volume-based scheme,
relies on a high rate of attack traffic and thus is very sensitive
to the interference from background traffic. As we discuss
above, both the time and space hopping techniques show
high invisibility, which makes the attack invisible to anyone
who does not know the hopping code. Both the time and
space MIMO-based techniques can probe multiple monitors
simultaneously by either sending different frequency modu-
lated probing traffic to the same port on different networks or
sending the same or different frequency modulated traffic to
different ports on different networks. By integrating those three
techniques, the attack accuracy, efficiency, and invisibility can
be achieved simultaneously.

III. PERFORMANCE EVALUATION

We simulated our proposed techniques in Section II us-
ing Matlab 7.9.0 and validated the effectiveness of those
approaches using real-world traffic traces. In our simulation,
we consider the following parameters: the amplitude of attack
signal (denoted as A) and the feature frequency of attack signal
(denotes as F ). We consider the following two metrics: (i)
The attack success rate, PD, defined as the probability that
the adversary correctly determines that a selected target net-
work has been deployed with monitors. From the adversary’s
perspective, the higher PD, the better the attack accuracy. (ii)
The attack false positive rate PF , defined as the probability that
the adversary mistakenly determines a target network deployed
with monitors. From the adversary’s perspective, the lower PF ,
the better the attack accuracy is.

Figure 5 shows the attack accuracy of our baseline
frequency-based technique. We can see that the adversary
could achieve a high attack successful rate while preserving
a low attack false positive rate. For example, when attack
strength A is only 0.25, the attack successful rate is around
80% while the attack false positive rate is only around 10%.
We also compare the performance of attack vs. attack strengths
A. As we can see, the attack successful rate increases with a
stronger attack.

Figures 6 and 7 show the results of time and space hopping
techniques. We set the attack strength is 0.25. Recall that
the hopping technique aims to making the attack invisible to
the party, who does not know the secret hopping pattern. In
comparison with Figure 5, we observe that the hopping-based
techniques achieves the same level of attack accuracy as the
baseline frequency technique. For example, when the strength
of attack is only 0.25, the attack successful rate is around 80%
while the false positive rate is around 10%.

Figure 8 shows the performance of one MIMO case that
localizes two different monitors with the same port. From
the figure, we observe that the attack successful rate and
false positive rate to be the similar for localizing Monitor
1 and Monitor 2, because there is no interference for the
probing traffic introduced for localizing two monitors. The
effectiveness of the second MIMO case is shown in Figure
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9. After comparing it with the baseline frequency technique,
we can say that the attack accuracy of MIMO is worsen. The
reason is that different frequencies may interference to each
other. There is a trade-off between the accuracy and efficiency
and how to set the accepted accuracy and efficiency is another
topic of study.

IV. CONCLUSION

In this paper, we formalized localization attacks against
ITM system using models of communication channel. We
then proposed techniques based on frequency-domain mod-
ulation and time and space hopping to achieve both accuracy
and invisibility of the attacks, while using the concept of
MIMO communication channel to improve attack efficiency.
We analyzed the effectiveness of our proposed techniques both
theoretically and experimentally. Our extensive experiments
based on real-world traffic traces demonstrated the effective-
ness of our proposed techniques on identifying ITM monitors
accurately, efficiently, and secretly.
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