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ABSTRACT

The use of the UML specification language is very widespread
due to some of its features. However, the ever more complex
systems of today require modeling methods that allow errors
to be detected in the initial phases of development. The use
of formal methods make such error detection possible but
the learning cost is high.

This paper presents a tool which avoids this learning cost,
enabling the active behavior of a system expressed in UML
to be verified in a completely automatic way by means of
formal method techniques. It incorporates an assistant for
the verification that acts as a user guide for writing prop-
erties so that she/he needs no knowledge of either temporal
logic or the form of the specification obtained.
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1. INTRODUCTION

The Unified Modeling Language (UML) [3, 5] has unques-
tionable advantages as a visual modeling technique, and this
has meant that its applications have multiplied rapidly since
its inception. To the characteristics of UML itself must be
added numerous tools that exist in the market to help in
its use (Rational Rose, Argo UML, Rhapsody ...). However,
unfortunately, none of them guarantee specification correct-
ness.

However, it is widely accepted that error detection in the
early phases of development substantially reduces cost and
development time, as the errors detected are not transmitted
to or amplified in later phases. It would thus be very useful
to have a tool that would allow the integration of this semi-
formal development method with a formal method to enable
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system verification. This paper presents a tool —TABU
(Tool for the Active Behaviour of UML)— to carry out this
integration by providing a formal framework in which to
verify the UML active behaviour.

The tool uses SMV [4] (Symbolic Model Verifier) like for-
mal specification, as it has the adequate characteristics for
representing the active behaviour of a specification in UML.
The main reason for this is that it is based on labeled tran-
sition systems and because it allows the user’s own defined
data types to be used, thus facilitating the definition of vari-
ables. It also uses symbolic model checking for the verifica-
tion, which means that the test is automatic, always obtains
an answer and more importantly, should the property not
be satisfied generates a means of identifying the originating
error.

The tool carries out, with no intervention on the user’s
part, a complete, automatic transformation of the active be-
haviour specified in UML into an SMV specification, focus-
ing mainly on reactive systems in which the active behaviour
of the classes is represented through state diagrams, while
activity diagrams are used to reflect the behaviour of class
operations. XMI [6] (XML Metadata Interchange) is used
as the input format, thus making it independent of the tool
used for the system specification.

On the other hand, the tool has a versatile assistant that
guides the user in writing properties to be verified using
temporal logic. The verification is carried out in such a way
that the user needs no knowledge of either formal languages
or temporal logic to be able to take advantage of its po-
tential; something which has traditionally been difficult to
overcome when deciding on the use of formal methods. In
addition, notions of the form of the specification obtained
are unnecessary: that is, knowledge of the internal structure
of variables or modules obtained is not required for verifi-
cation. Figure 1 is a graphical representation of the tool’s
architecture, the engineer only need knowledge of UML and
the system studied, the tool obtain automatically the formal
representation in SMV from textual representation in XMI.
Parallel, a wizard helps to write properties to verified using
LTL (Linear Temporal Logic), moreover if the property is
not satisfied, the tool shows a counterexample trace.

The rest of the paper shows the functionalities of the tool
illustrated through a case study. It is analysed in terms of
two main aspects of the tool: how to obtain a formal specifi-
cation from the UML diagrams, and how the assistant helps
and guides in verifying properties. This is followed by a re-
view of the work in the same field from the literature and,
finally, the conclusions are presented along with possible fu-
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Figure 1: Tool architecture

ture work.

2. FROM UML TO SMV

The tool input is a UML specification which has been for-
matted using the XMI exchange syntax. From this input, a
SMYV specification is automatically generated. Three kinds
of diagram are taken into account when transforming the
active behaviour from UML into SMV: class, state and ac-
tivity diagrams. The first provides information concerning
the elements that make up the system and their relation-
ships, while the second and third provide information about
the behaviour, through time, of each of those elements.

In order to show how the tool works we use the example of
an automatic teller machine (figures 2, 3, 4, the diagrams of
card class have been omitted by fault of space), both because
it is a very well known example, and because it incorporates
in its specification most of the existing building blocks of
statemachine and activity diagrams.

The following is the basic description of the system. First
of all, the user introduces the credit card followed by a pin
number. The system checks whether it is correct and, if
not it allows the user to try again. If the user introduces
three consecutive wrong pin numbers, the card will not be
returned to the user. Once the right pin is introduced, the
user will be allowed to push the operation button. This op-
eration updates the card information including the available
left-over. At any time, the user can push the cancel button
that will make the card to be returned and an error signal
to be generated.

3. CLASSDIAGRAM

The fundamental concept taken as our starting point is
that of the active class. The system is specified in terms
of active classes which are associated to the reception of
signals. The behaviour of each active class is reflected in a
different SMV module, which in turn is instantiated in the
main module by each of the class objects.

Each SMV module, representing a class, needs the signals
the class receives as its input parameters, and those the
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Figure 3: State diagram of the ATM class

class emits as output parameters. Thus, the said signals are
reflected in the class diagram using the stereotypes <<send>>
and <<signal>> as shown in figure 2.

Here, the signals okPin, errorPin and updateBalanceCard
correspond the the signals emitted by the Card class, while
introPin, introCard and returnCard are the ones it re-
ceives.

An additional class called environment also has to be in-
cluded. It has no associated behaviour and contains details
of the signals produced outside the system and which are
input signals.

4. STATE MACHINES

Behaviour of each of the active objects is reflected through
state machine and activity diagrams. To correctly control
the evolution of a state machine, the state it is in at any
given moment must be known. This is achieved by using a
separate variable to store this information for each machine.

In addition, the fact that combined states, both sequential
and concurrent, may appear within a machine means that
additional variables are needed in order to deal with the
submachines. These will be dealt with following the same
reasoning as for the main machine, with the exception of
the peculiarities they possess with respect to activation and
deactivation.

As for the evolution machines, the SMV operator next
is used. This represents the value taken by the variable in



the following step. The state machine is initiated using the
init operator. As far as the machine for the ATM class
is concerned (see Figure 3), the SMV representation of the
outermost machine behaviour is as shown below:

/**xx* Statemachine for state: ATM *xxxx*/
st_ATM:{checkBalance,waitOperation,active,inactive,returningCard};
/*%x%x%xkx Evolution of statemachine for class: ATMskkskkk/
init(st_ATM) := inactive;
next (st_ATM) := case {
tr_G_9 : checkBalance;
tr_G_7 : waitOperation;
tr_G_4 : active;
tr_G_29 | tr_G_16: inactive;
tr_G_12 | tr_G_13: returningCard;
default : st_ATM; };

Where tr_G_9, tr_G_7, tr_G_4... represent the firing of
transitions tr_G_9, tr_G_7, tr_G_4... The block default
represents the behaviour where there is no change of state,
that is, when no transition present in the machine is fired
and it remains in the same state during the following step.

A similar reasoning has been used for the behaviour of the
submachines, based on having a different machine for each
sequential composite state and for each region of a concur-
rent composite state. By doing so, the behaviour associated
to the concurrent composite state checkBalance of Figure 3
is represented in terms of the following machines:

/*%x%x%*x Statemachine for state: checkBalanceATM skxkkxkx/
st_checkBalanceATM :{updateATM,checkATM,FINAL,DontKnow};

/***xx Statemachine for state: checkBalanceCard **¥xx/
st_checkBalanceCard :{checkCard,FINAL,DontKnow};

/** Evolution statemachine state: checkBalanceATM *x*/

init (st_checkBalanceATM) := DontKnow;
next (st_checkBalanceATM) := case {
tr_G_12 | tr_G_13 : DontKnow;
tr_G_9 : checkATM;
tr_G_44 : updateATM;
tr_G_46 : FINAL;
default : st_checkBalanceATM; };

/** Evolution statemachine state: checkBalanceCard **x/

init(st_checkBalanceCard) := DontKnow;
next (st_checkBalanceCard) := case {
tr_G_12 | tr_G_13: DontKnow;
tr_G_9 : checkCard;
tr_G_38 : FINAL;
default : st_checkBalanceCard; };

Where DontKnow is the state of a machine which is deac-
tivated. Deactivation can take place either because of the
firing of transition tr_G_13, the cancel button is pushed, or
because both submachines reach the final state and tr_G_12
is fired by termination. Its syntax is the following:

tr_G_12:=in_checkBalance & in_FINALcheckBalanceATM &

in_FINALcheckBalanceCard;

5. ACTIONS

The evolution of an active object can lead to different
actions, including sending signals and modifying the value
of class attributes.

With regard to sending signals, it can happen in any of
the following situations: (1) the firing of a transition, if the
signal is among the transition effects; (2) the activation of
a state, if the signal is among its entry actions; and (3) the
deactivation of a state, if the signal is among its exit ac-
tions. Taking into account that both state activation and
deactivation are due to the firing of some transition, sig-
nal evolution can be represented in a similar way to state
machine evolution.
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Figure 4: Activity diagram for the activity checkEr-
rors

As for modifying the value of an attribute, very much the
same philosophy can be followed. This means that it will
be specified through the use of the SMV operators init and
next. Attributes will be initialised with init if they have
an initial value in the class diagram, whereas their evolution
(next) will depend on the firing of transitions. For instance,
the SMV behaviour for the attribute errorCounter in class
ATM, which keeps track of how many wrong consecutive pin
numbers have been introduced, is the following (see Fig-
ures 2, 3 and 4).

/***xxx Attribute: errorCounter *kkx*/
ATM_errorCounter: 0..3;
init (ATM_errorCounter) :=0;
next (ATM_errorCounter) := case {
tr_G_55: ATM_errorCounter +1;
tr_G_29 | tr_G_16: 0;
default : ATM_errorCounter; };

6. VERIFICATION

Having obtained a system specification in a formal lan-
guage with a solid mathematical basis means that it is pos-
sible to check whether the system complies with certain de-
sirable properties. As with the formal specification methods,
the increasing complexity of software systems requires the
development of new verification methods and tools to carry
it out either automatically or semi-automatically.

In our tool, verification is carried out using the SMV tool
model checker. With this, it is possible to make the verifi-
cation process completely automatic. That is, given a prop-
erty, a positive or negative reply is always obtained.

The property must be expressed in a temporal logic present
in SMV, CTL (Computation Tree Logic) or LTL (Linear
Temporal Logic). This property writing is not a trivial prob-
lem. To write them correctly, advanced knowledge of logics
and the type of specification obtained from the system is
necessary. Our tool overcomes this problem as it has an as-
sistant that guides the user through the writing of properties
until the property to be verified is finally obtained following
the appropriate syntax.

Our starting point was the pattern classification proposed
by Dwyer et al [2] to which our own cataloguing of the differ-
ent properties to be automatically verified has been added.

6.1 Property patterns

The property writing assistant is based on the pattern
scheme proposed by Dwyer et al [2] where it is established a
first classification between patterns of occurrence and order.
Most of the properties of a system to be verified in practice,
fit in with one of these two categories.

Occurrence patterns describe properties with respect to



the occurrence of a state or signal during the evolution of
a system. These include absence (never), universality (al-
ways), existence (sometimes) and bounded existence (ap-
pearing a certain number of times). Order patterns estab-
lish properties with respect to the order in which they oc-
cur. They include: precedence (s precedes p), response (s
responds to p), and combinations of both: chain precedence
(s and t precede p or p precedes s and t), chain response (s
and t respond to p or p responds to s and t), and constrain
chain (s and t without z respond to p).

On the other hand, each kind of pattern has a scope of
application which indicates the system execution on which
it must be verified. There are five basic scopes: Global
(the entire program execution), Before R (the execution up
to a given property), After Q (the execution after a given
property), Between Q and R (any part of the execution from
a given property to another given property) and after Q until
R (like between but the designated part of the execution
continues even if the second property does not occur).

6.2 Property classification

The different properties to be verified have been cata-
logued to establish limits for the scopes (Q and R) and to
specify the order of properties when more than one must be
determined (s, t o z), so that the user does not need to know
or understand the structure of the specification obtained
in SMV to carry out verification The established property
types are:

e A state machine is in a particular state.
e An object activity is in a particular state.
e A signal or event is produced.

e Value comparison of an attribute.

The tool will automatically generate the property in the
adequate format, in accordance with the chosen option and
the selected pattern and scopes. Once we have the properties
to be verified, it is possible, using the tool itself, to execute
the SMV model checker to carry out the verification. If the
property is not satisfied, it generates a trace showing a case
where it is not verified.

For example, for the automatic teller machine, it would be
possible to verify that the card is never retained; this means
that the signal retained never happens (pattern: absence,
scope: global) .

As expected, the result of the checker is false. If the gen-
erated counterexample trace is analyzed (see next table), it
can be seen that the card is retained when there has been 2
wrong pin numbers and again errorPin is generated.

Step 62 63 64 |:65
st_ATM active active active active
st_active checkingPin updateError updateError updateError
st_checkErrors DontKnow checking BRANCH retaining
errorPin 1 0 0 0
ATM _errorCounter 2 2 2 2
retained 0 0 0 1

7. CONCLUSIONSANDFUTURELINESOF
WORK

This paper presents a tool whose main aim is to integrate
formal methods with semi-formal ones in such a way as to

be transparent for the user. It verifies the UML active be-
haviour using SMV. Although this is not a new idea —there
are other works that use formal methods to verify the be-
haviour of UML specifications [7, 1, 8]— as far as we know
at the present time, nowhere are activity and state diagrams
jointly verified, using the former to represent the behaviour
of the class operations.

However, the most innovative characteristic of the tool
is that, in spite of using the potential of temporal logic to
verify systems, the user need have no knowledge of all the
technical intricacies of such logics. Most of the former re-
lated works do not verify automatically, except vUML [7]
although it doesn’t fully exploit the use of temporal logics,
implementing a limited verification based on checking that
it is impossible to reach error states. These error states are
introduced by the user in the diagrams, so the diagrams are
more complicated.

It should also be pointed out, though it has not been dis-
cussed here through lack of space, that the representative
elements of both state and activity diagrams are included in
this approach, something that cannot be said of other con-
tributions in this field, in which few of the characteristics
provided by UML (history states, deferred events, transi-
tions fired by termination...) are dealt with.

As for future lines of work, some kind of treatment of the
traces obtained in the verification when the property is not
satisfied would seem to be of great interest. More precisely,
that the representation of the traces should be visual instead
of written, by using either some of the UML diagrams or an
animated representation of the state and activity machines
which could help the user to locate the error source very
quickly.
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