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Introduction

Memento (2000)

R/ 113 min - Mystery | Thriller - 11 Octobs

Your rating:

A man, suffering from short-term memory
and tattoos to hunt for the man he thinks killed his wife.

Wt Director: Christopher Nolan

Writers: Christopher Nolan (screenplay), Jonathan Nolzn

"
)

(short story "Memento Mor")

Stars: Guy Pearce, Carrie-Anne Moss, Joe Pantoliano

See full and crew »
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Why Do It ?

Symptom of larger problem. Illusion of harmlessness
(System isolation mechanisms).
OS mechanisms increasingly leveraged.

Android, Network Daemons,Chrome, IE.
Related Work. Fails with non-deterministic programs (ESP
not required).

Zhang,Wangl¥ . /proc <+ ESP. Keystroke sniffing

Dawn Song ! . Timing analysis on SSH.
Different Attack model. Network Attacker vs Local
Attacker.
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3 Attack Overview.
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Attack Details

Browser Mem Management

userspace
memory allocato 0S kernel

enough
space in
internal
cache?

per-process
page table

should give
memory back
to 057

memory usage
data
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Micro-Kernel
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Experimental Setup

Browsers - Chrome,Firefox, Android

OS - Windows,Linux,Android.

Memory Signature gathering by automated scripts.
ALEXA top 100,000 websites.

Memprint statistics collected.
DRS change recorded using PID.
Scaled to 100,000 webpages , attacker pauses victim .
FixzSched, Attack.
Plugins,addons,extensions alter in predictable ways.Offset
calculated or blocker used.
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Verification

False + , False -.
Distinguishability .
wrt fixed ambiguity sets.
distinguishability = (1t — o) — (Kfaise + Ofaise)
positive or negative ?
Recognizability
true positive rate.Not every page produces a match.
Fixsched and Attack visited 5-15 times.
Threshhold = highest
J (sigy, memprint(visittoambiguitypage)).

Factors affecting accuracy of
measurement.(method,concurrent workload,measurement
rate,variations).
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Figure 19. Evolution of the Firefox memory footprint during a Google
search session.
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Figure 23, Evolution of the Firefox memory footprint when loading
de (US-based browser).

google.com and google.




INTER-KEYSTROKE TIMINGS IN MILLISECONDS: KEYLOGGER VS.
MEASUREMENTS (ANDROID).
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15
Woluntary context switches

Ficure 25. Context-switch delays (LIME in Android).
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Defenses

Changing the OS.

Not a OS specific attack.
Can be calculated.
Designers must cooperate.
Changing the application.
Browser defenses (network,proxy,incognito etc ...) dont
work.
Reduce app++>OS correlation.
Kernel hardening patches.
Memory usage abstraction.
monolithic browsers.
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Presenter’s Notes
Pros

Novel side-channel at-
tack.(Elaborate,complete).

Proved Hypothesis.

Structured,well written
and precise.
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Presenter’s Notes
Cons

Elaborate attack, result is identity.
Complexity.
Space - O(nmuw) .
Time - O(n?) .
Solutions not concrete.
Asynchronous CPUs.
blinding.
Combination with other side-channel attacks.
Network attacks don’t work.
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Don’t forget to watch.

QUESTIONS ?
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Size of Target’s Mem Footprint

Only info needed is mem size.
Most OS’s have no restriction on this.

Different 0S
| Windows
| _PDH Library
. _cmdlets , get-process(wss,host stats)
| Linux
. _DRS field in /proc/<pid>/statm
| _Data(mmap) + heap(brk) + code(stack)
| _mm—total_vm - shared_vm
| Android
L ps,manifest,kvm_getprocs
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Building Signature Database

Create Attack Signatures , Build Database.
Visit w pages n times.
Calculate memprint = (E,e) ,
E =int footprint size.(DRS,6th field of proc), e =frequency.
Comparison of memprints.
((E,e1)ema) A ((E,e2)ema) = (E, min(e1,ez))emy N mo
((E,e1)emq) A ((E,e2)ems) = (E,max(e1,ez))emy Umgy
Similarity using jaccard index.
J(mi, mg) = {maima|

_ |m1Um2|
[ < Overview ]
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Perform Attack

Algorithm 1 Main steps of the matching algorithm
Input: Signature database D, attack memprint s,,
Output: Matched page or no match
for each page p in D do

for each signature sig, for page p in DD do

if J(s,,sigy) > threshold then
Return matched page p
end if
end for
end for
Return no match




Alloc

walgrind %

——-smc-check=all --trace-children=ves wikipedia. org
——tool=massif % -

—_pages-as-—heap=yes --detailed-freg=1

—-—threshold=0.5 "

--alloc-fn=mmap "

—--—alloc-fn=swv=call ™

--alloc-fn=pages_map ™

——alloc-Ffn=chunk_alloc * 5

——alloc-fn=arena_run_alloc ™ ) I

--alloc-fn=arena_bin_malloc_hard % o SlZzDean :leated blocks (in kB)

No. of malloc calls flog scale}

——alloc-fn=malloc %
—--alloc-fn=realloc ™
--alloc-fn="operator new(unsigned Ton
--alloc-fn=huge_malloc ™
--alloc-fn=posix_memalign
—-alloc-fn=moz_xmalloc ™
——alloc-fn=15_Arenadllocate
——alloc—fn=PL_ArenaAllocate %
—-—alloc-fn=N5_ATTloc_P %,
--alloc-Fn=N5_Realloc_P ™
—--alloc—fn="XPConnectGlChunkAllocator
—--alloc-fn="PickChunk{JSRuntime=)" %
—--alloc—fn="Refil1lFinalizableFreelList
--alloc-fn=sqlite3MemMalloc ™ 2 Tow Sacn Sun JOan Niod este Yoam wdan ea
——alloc-fn=mallocwithaAlarm *

——alloc-fn=sqglite3Malloc %

<insert-firefox-command-here=

Figure 2. Firefox: Distribution of malloc’d block sizes.

wikipedia org

Mo. of mmapibrk calls (log scale)




Distinguishability

indistinguishable distingu is hakbio

Figure 7. Chrome: Distinguishability of 1.000 random pages. 100.000-page
ambiguity set (FixSched measurementy. 343% of sites are distinguishab

Avg.recoqrition rate in %) ofclstinguishable pages

35 =
False positive rate (in 26)

Figure 11. Chrome and Firefox: Average recognition rate vs. false positive
rate for 1,000 pages. 10 wvisits each. with a 20.000-page (Chrome) and
10.000-page (Firefox) ambiguity set (FixSched measurement).
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Figure 14. Chrome and Firefox: Recognizability of 100 random distin-
cuishable pages (Attack and FixSched measurements). No false positives.




	Appendix

