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Terminology

Side Channel Attack.

[P] Timing(CPU, mem), Power Analysis(SPA,DPA),
Acoustic Cryptanalysis , Differential Fault, Data
Remanence.[2]

Secrets - Webpage Identity, Finer grained information.

Process Footprint - DRS/WS/RSS.
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Why Do It ?

Symptom of larger problem. Illusion of harmlessness
(System isolation mechanisms).

OS mechanisms increasingly leveraged.

Android, Network Daemons,Chrome, IE.

Related Work. Fails with non-deterministic programs (ESP
not required).

Zhang,Wang[4] . /proc ↔ ESP. Keystroke sniffing
Dawn Song [5] . Timing analysis on SSH.

Different Attack model. Network Attacker vs Local
Attacker.
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Attack Overview

2 Processes in parallel on same host as different users.

1 Run concurrently .
2 Measure target’s memory footprint (memprint) periodically.
3 Build Signature Database D .
4 Perform Attack .



37 %

Attack Overview

2 Processes in parallel on same host as different users.

1 Run concurrently .
2 Measure target’s memory footprint (memprint) periodically.
3 Build Signature Database D .
4 Perform Attack .



37 %

Attack Overview

2 Processes in parallel on same host as different users.

1 Run concurrently .
2 Measure target’s memory footprint (memprint) periodically.
3 Build Signature Database D .
4 Perform Attack .



37 %

Attack Overview

2 Processes in parallel on same host as different users.

1 Run concurrently .
2 Measure target’s memory footprint (memprint) periodically.
3 Build Signature Database D .
4 Perform Attack .



37 %

Attack Overview

2 Processes in parallel on same host as different users.

1 Run concurrently .
2 Measure target’s memory footprint (memprint) periodically.
3 Build Signature Database D .
4 Perform Attack .



37 %

Attack Overview

2 Processes in parallel on same host as different users.

1 Run concurrently .
2 Measure target’s memory footprint (memprint) periodically.
3 Build Signature Database D .
4 Perform Attack .



40.7 %

Outline
life, the universe and everything ? 42 .

1 Introduction
2 Why Do it ?
3 Attack Overview.
4 Attack Details.

Browser Mem Management.
When it works ?

5 Experimental Setup.
6 Results.
7 Extensions of Attack.

Advanced Attacks.
CPU Scheduling Stats.

8 Defenses.
9 Presenter’s Notes.

Pros.
Cons.

10 Appendix.



44.4 %

Attack Details
Browser Mem Management

Different browsers,different allocators(jemalloc,tcmalloc,
etc ... ).

Allocator optimization & behaviour , Sensitivity.
Not directly translated,Varies, Memprint, Noise.
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Attack Details
When it works ?

Diversity.

Stability.

Which process to monitor?

Monolithic browsers.
Micro Kernel browsers.

Network attacks.
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Browsers - Chrome,Firefox,Android

OS - Windows,Linux,Android.

Memory Signature gathering by automated scripts.
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Memprint statistics collected.

DRS change recorded using PID.
Scaled to 100,000 webpages , attacker pauses victim .
FixSched, Attack.

Plugins,addons,extensions alter in predictable ways.Offset
calculated or blocker used.
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Extensions of Attack
Advanced Attacks

Variations.

Web Sessions.

Similar memprint
disambiguation.

[3]Fig.19, 23
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Extensions of Attack
CPU Scheduling Stats

ESP, keystroke timing
relation.[4]

top− ltm1,context
switches,schedstat,Android,LIME.

Use this to differentiate.

[3]Fig.5, TableV
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Reduce app↔OS correlation.
Kernel hardening patches.
Memory usage abstraction.
monolithic browsers.
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[P]Presenter’s Notes
Pros

Novel side-channel at-
tack.(Elaborate,complete).

Proved Hypothesis.

Structured,well written
and precise.
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Elaborate attack, result is identity.
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Space - O(nmw) .
Time - O(n2) .

Solutions not concrete.

Asynchronous CPUs.
blinding.

Combination with other side-channel attacks.

Network attacks don’t work.
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PDH Library

cmdlets , get-process(wss,host stats)
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DRS field in /proc/<pid>/statm

Data(mmap) + heap(brk) + code(stack)

mm→total vm - shared vm

Android

ps,manifest,kvm getprocs

Overview
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Building Signature Database

Create Attack Signatures , Build Database.

Visit w pages n times.
Calculate memprint = (E, e) ,
E =int footprint size.(DRS,6th field of proc), e =frequency.

Comparison of memprints.

((E, e1)εm1) ∧ ((E, e2)εm2) =⇒ (E,min(e1, e2))εm1 ∩m2

((E, e1)εm1) ∧ ((E, e2)εm2) =⇒ (E,max(e1, e2))εm1 ∪m2

Similarity using jaccard index.
J(m1,m2) = |m1∩m2|

|m1∪m2|

Overview
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Perform Attack

Attack memprint is matched against signature database.

Overview
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Allocators
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Distinguishability

Verification
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Recognizability

Verification
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