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The Problems

e Botnets
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The Problems

* Botnets
* Spam
* Botnets + Spam




AutoRE

* Generates botnet spam signatures

* No labeled data or external sources required
e Regular Expressions for embedded URL

* Organizes spam into groups by campaign

* |dentify characteristics of spam botnets



URLs and Spam

* Spam messages can
Time | uRLS]*2Ure URLs contain multiple URLs

2006 http://www.lympos.com/n/?167&carthagebolets
A 66 38 |http://www.lympos.com/n/?167&brokenacclaim

11-02 http://www.lympos.com/n/?167&acceptoraudience ¢ G e n e ri C U R LS u S u a | Iy

2006 http://shgeep.info/tota/indexx.html?jhjb.cvgxjby,hvx

11-15 72 39 http.//shgeep.rnfo/tota/fndexx.html.fk]lja.cqube,l.wx I n C | u d e d
http://shgeep.info/tota/indexx.html?ivvx ceh.cvgxjby,hvx

* Polymorphic URLs

Email 1 Email 2 Email 3

http://www.shopping.com http://www.peacenvironment.net http://endosmosis.com/
http://www.w3.org/wai http://www.w3.org/wai http://www.talkway.com
http://www.psc.edu/networking/projects/tcp/ http://www.bizrate.com http://www.bizrate.com
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Workflow

Sampled emails
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Grouping URLs

 URLs grouped by domain

e Select groups characterizing a campaign
— Temporal correlation
— Distinct IPs active in a span of time
— Sharp spikes indicate strong correlation
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Generating Signatures

5_?‘, BGP router

u H Level 2 IS-1S router
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Generating Signatures
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Generating Signatures

e Distributed
— Number of Autonomous

Systems
* Bursty
- QBC(U’) 1 1
— Long-term campaign P(e) = 9B(u) . 9B (u)—Be(u) i 9d(e)

durations (over days)
e Specificity

— Probability of a random
URL matching
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Regular Expression Generation

u;. http://deaseda.info/ ego/zoom.him|?QjQRP_xbZf.cVQXjbY,hvX N, | deaseda.info | U, ={u,, uy, ..., ug}

u,. http:// deaseda.info/ ego/zoom .html? giAfS.cvQXjbY,hVX

uy. http://deaseda.info/ ego/zoom.htm|? RQbWfeVYZfWifSd.cVQXjbY,hvX 4
Uy, http://(lease(la.info/ego/zoom.html? UijWchC.cVQXjI?Y,hVX N. | /ego/zoomhtml? | U, ={u., u, .. uc}
us. http://deaseda.info/ ego/zoom.html|? VPS_eYVNfS.cVQXjbY,hvX 2 2 1 =2 9
ug. http://deaseda.info/ ego/zoom.htm|? QNVRcjgVNSbgfSR.XRW,hVX
uy. http://deaseda.info/ ego/zoom.htmI? afRZXQ.XRW, hVX Uz = {ug Uy, ... U, ={uy, uy, ..., ug}
ug. http://deaseda.info/ ego/zoom.htmI? YcCGGA.XRW,hVX N h N v h
Uy, http://deaseda.info/ ego/zoom.htmI? aeSfFLWVYgRIBH.XRW, hVX 3 [ XTWhvX 4 [ CVAXIDY,NVX
y A
/ego/zoom.html?*{5,16}.xrw, hvx /ego/zoom.htmI?*{5,16}.cvaxjby,hvx

* Signature Trees
* Detailing
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Regular Expression Generation

http://www.mezir.com/n/?167&[a-zA-Z){9,25} http://arfasel.infoh/hums/jasmine.htmI?*{5,15}.[a-zA-Z){3,7},hvx

http://www.aferol.com/n/?167 &[a-zA-Z}{10,27} http://apowefe.info/hums/jasmine.htmI|?*{4,16}.[a-zA-Z]{3,7 },hvx

http://www.bedremf.com/n/?167&[a-zA-Z]{10,19} http://carvalert.info/hums/jasmine.htm|?*{5,18}.[a-zA-Z]{3,7},hvx

{ntp://www.mokver.www/n/?167&[a-zA-Z]{11,23) . v J
Y

http://*/n/?167& [a-zA-Z}{9,27)} http://*/hums/jasmine.htmI?*{4,18}.[a-zA-Z){3,7},hvx

* Signature Trees
* Detailing
* Generalizing

e Quality Evaluation
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Fraction of botnets

Results

Nov 2006 June 2007 July 2007
Month CU | RE CU | RE CU | RE Total
Num. of spam campaigns 1,229 519 1835 591 2826 721 7,721
Num. of ASes 3,176 1,398 4,495 1,906 4,141 1,841 5,916
Num. of botnet IPs 88,243 | 23,316 | 113,794 | 19,798 | 85,036 | 29,463 | 340,050
Num. of spam emails 118,613 | 26,897 | 208,048 | 26,637 | 159,494 | 40,777 | 580,466
Total botnet IPs 100,293 131,234 113,294 340,050

10' 10° 10° 10*
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Validation

e Quality of Signatures
— False positive rate
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Validation

A . f . Nov 2006 June 2007
Quallty of Signatures | mom CU [RE [ Towl || CU | RE [ Towl
.. # of spam emails 2 3 5 6,751 | 43,778 | 50529
—_— False pOSItlve rate # of non-spam emails 10 0 10 154 561 715

— QOver time
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Validation

* Quality of Signatures
— False positive rate
— Over time
— REs vs. Conjugation
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Validation

e Quality of Signatures

False positive rate
Over time

REs vs. Conjugation
Effect of generalization
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Validation

* Quality of Signatures

0.015 ,
— False positive rate o Seston-basec
— Over time 2 oil
— REs vs. Conjugation %
— Effect of generalization %O.OOS
* Host Identification
m

— Based on long-term %" Nov 2006 June 2007 July 2007
. . Month
spamming history



Validation

* Quality of Signatures

6

— False positive rate _“’i‘:'spngwdisljrense,
— Over time 24_ o
— REs vs. Conjugation gs
— Effect of generalization 22‘
* Host Identification %»
— Based on long-term E o ]

Nov 2006 June 2007 July 2007
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Validation

e Quality of Signatures

— False positive rate

— Over time

— REs vs. Conjugation

— Effect of generalization
* Host Identification

— Based on long-term

spamming history

e Campaign Identification

— Based on similarity of
URL destinations
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Validation

e Quality of Signatures
— False positive rate

—
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— QOver time
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Campaign Characteristics

IP Distribution

AS description Nuf‘nsber ol\;l:)rcr)]'?lePrs
Korea Telecom 4766 15757
Verizon Internet service | 19262 11426
France Telecom 3215 11303
China 169-backbone 4837 9960
Chinanet-backbone 4134 8113
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Campaign Characteristics
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Campaign Characteristics

IP Distribution
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Campaign Characteristics
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e |P Distribution
* Per Campaign
— Similarity of content
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Campaign Characteristics
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Campaign Characteristics

e |P Distribution % ofoutliers || <5% [ 5—10% | 10-15% | > 15%
_ Nov 2006, CU || 59% 7% 3% 6%
* Per Campaign Nov 2006, RE || 69% 21% 6% 4%
Tune 2007. CU || 74% 3% 75% 05%
— Similarity of content [Tunc2007.RE | 4% | #2% 9% 5%

— Similarity of time
— Similarity of behavior
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Campaign Characteristics
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Campaign Characteristics

e |P Distribution
* Per Campaign
— Similarity of content

o
N

— Similarity of time

Nonexisting recipient
frequency
o

— Similarity of behavior

e Different Campaigns A OO el
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— Sending pattern clusters
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Campaign Characteristics
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Strengths

* Generates botnet signatures without labeling
* No external services required
e Signatures have a low false positive rate

e Signatures useful for characterizing botnet
spamming behaviors



Weaknesses

Only based on URLs, not effective against text,
images, and other content in spam.

Only considers spam observed by a single ISP,
could be more effective with collaboration.

Intra-message Polymorphic URLs
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Extensions

* Non-botnet RE signatures

* A centralized/distributed signature repository
(like Spamhaus)

* Forming RE signhatures over non-URL content

e Composite signatures based on multiple

content types (URLs, text, images,
attachments, etc.)



Questions?
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