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AutoRE	  

•  Generates	  botnet	  spam	  signatures	  
•  No	  labeled	  data	  or	  external	  sources	  required	  
•  Regular	  Expressions	  for	  embedded	  URL	  
•  Organizes	  spam	  into	  groups	  by	  campaign	  
•  Iden5fy	  characteris5cs	  of	  spam	  botnets	  

	  



URLs	  and	  Spam	  
•  Spam	  messages	  can	  
contain	  mul5ple	  URLs	  

•  Generic	  URLs	  usually	  
included	  

•  Polymorphic	  URLs	  



Workflow	  



Grouping	  URLs	  

•  URLs	  grouped	  by	  domain	  
•  Select	  groups	  characterizing	  a	  campaign	  
– Temporal	  correla5on	  
– Dis5nct	  IPs	  ac5ve	  in	  a	  span	  of	  5me	  
– Sharp	  spikes	  indicate	  strong	  correla5on	  
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URL	  matching	  
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•  Quality	  Evalua5on	  



Results	  
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•  IP	  Distribu5on	  
•  Per	  Campaign	  
–  Similarity	  of	  content	  
–  Similarity	  of	  5me	  
–  Similarity	  of	  behavior	  

•  Different	  Campaigns	  
–  Botnets	  with	  similar	  
signatures	  

–  Sending	  pa`ern	  clusters	  
•  Scanning	  traffic	  



Strengths	  

•  Generates	  botnet	  signatures	  without	  labeling	  
•  No	  external	  services	  required	  
•  Signatures	  have	  a	  low	  false	  posi5ve	  rate	  
•  Signatures	  useful	  for	  characterizing	  botnet	  
spamming	  behaviors	  



Weaknesses	  

•  Only	  based	  on	  URLs,	  not	  effec5ve	  against	  text,	  
images,	  and	  other	  content	  in	  spam.	  

•  Only	  considers	  spam	  observed	  by	  a	  single	  ISP,	  
could	  be	  more	  effec5ve	  with	  collabora5on.	  

•  Intra-‐message	  Polymorphic	  URLs	  



Extensions	  

•  Non-‐botnet	  RE	  signatures	  
•  A	  centralized/distributed	  signature	  repository	  
(like	  Spamhaus)	  

•  Forming	  RE	  signatures	  over	  non-‐URL	  content	  
•  Composite	  signatures	  based	  on	  mul5ple	  
content	  types	  (URLs,	  text,	  images,	  
a`achments,	  etc.)	  



Ques5ons	  ?	  
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